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***** Next change *****
5.1.3
Service authorisation from ProSe Function

The UE shall initiate the service authorisation procedure to the ProSe Function of the HPLMN:

a)
when the UE receives a request from upper layer to perform open ProSe direct discovery announcing or monitoring, restricted ProSe direct discovery model A announcing or monitoring, restricted ProSe direct discovery model B discoverer operation or discoveree operation, or direct communication and has no valid service authorisation;

b)
when the UE is performing open ProSe direct discovery announcing or monitoring, restricted ProSe direct discovery model A announcing or monitoring, restricted ProSe direct discovery model B discoverer operation or discoveree operation, or direct communication and changes its registered PLMN to a PLMN which is not included in the list of PLMNs in which the UE is authorised to perform the corresponding service, and the request from upper layer to perform the corresponding service is still in place in the new registered PLMN;

c)
when timer T4005 associated with a valid service authorisation policy expires and the request from upper layer to perform open ProSe direct discovery announcing or monitoring, restricted ProSe direct discovery model A announcing or monitoring, restricted ProSe direct discovery model B discoverer operation or discoveree operation, or direct communication in the corresponding PLMN is still in place; or
d)
when timer T4015 associated with a ProSe Discovery UE ID expires and the request from upper layer to perform restricted ProSe direct discovery model A announcing or monitoring, restricted ProSe direct discovery model B discoverer operation or discoveree operation is still in place.
NOTE 1:
In order to ensure continuity of ProSe direct discovery service or ProSe direct communication service, the UE can request service authorisation from the ProSe Function of the HPLMN before the timer T4005 associated with a service authorisation policy in a PLMN expires or the timer 4015 associated with a ProSe Discovery UE ID expires.

The UE shall obtain the service authorisation from the ProSe Function of the HPLMN over the PC3 interface by requesting the ProSe Direct Services Provisioning Management Object or the ProSe Public Safety Direct Services Provisioning MO as specified in 3GPP TS 24.333 [9]. The UE waits for an implementation dependent time for an answer from the ProSe Function. If the ProSe Function does not respond within that time, the UE may retry the service authorisation procedure. The number of retries performed by the UE is implementation dependent. Unless the UE receives a response from the ProSe function for service authorisation, the UE shall not consider that the request has been authorised.
The ProSe direct discovery service authorisation from the ProSe Function of the HPLMN may include:

a)
the PLMNs in which the UE is authorised to perform open ProSe direct discovery monitoring, and for each PLMN a timer T4005 indicating for how long the monitoring authorisation policy in that PLMN is valid;
b)
the PLMNs in which the UE is authorised to perform open ProSe direct discovery announcing , and for each PLMN, it indicates:

1)
a timer T4005 indicating for how long the announcing authorisation policy in that PLMN is valid; and

2)
the authorised announcing range (short/medium/long).
c)
void;

d)
void;
e)
void;

f)
void;
g)
the PLMNs in which the UE is authorised to perform restricted ProSe direct discovery model A monitoring, and for each PLMN a timer T4005 indicating for how long the monitoring authorisation policy in that PLMN is valid;
h)
the PLMNs in which the UE is authorised to perform restricted ProSe direct discovery model A announcing , and for each PLMN, it indicates:

1)
a timer T4005 indicating for how long the announcing authorisation policy in that PLMN is valid; and

2)
the authorised announcing range (short/medium/long).
i)
the PLMNs in which the UE is authorised to perform restricted ProSe direct discovery model B discoverer operation, and for each PLMN, it indicates:

1)
a timer T4005 indicating for how long the discoverer operation authorisation policy in that PLMN is valid; and

2)
the authorised discoverer operation range (short/medium/long).
j)
the PLMNs in which the UE is authorised to perform restricted ProSe direct discovery model B discoveree operation, and for each PLMN, it indicates:
1)
a timer T4005 indicating for how long the discoveree operation authorisation policy in that PLMN is valid; and

2)
the authorised discoveree operation range (short/medium/long).
k)
the ProSe Discovery UE ID assigned to the UE for restricted ProSe direct discovery with an associated timer T4015 indicating for how long this ProSe Discovery UE ID is valid.
The ProSe direct discovery for public safety use service authorisation from the ProSe Function of the HPLMN may include:

a)
the PLMNs in which the UE is authorised to perform ProSe direct discovery for public safety use announcing, and for each PLMN, a timer T4005 indicating for how long the authorisation policy for that operation is valid;

b)
whether the UE is authorised to perform ProSe direct discovery for public safety use announcing when the UE is not served by E-UTRAN;

c)
the PLMNs in which the UE is authorised to perform ProSe direct discovery for public safety use monitoring, and for each PLMN, a timer T4005 indicating for how long the authorisation policy for that operation is valid;

d)
whether the UE is authorised to perform ProSe direct discovery for public safety use monitoring when the UE is not served by E-UTRAN;

e)
the PLMNs in which the UE is authorised to perform ProSe direct discovery for public safety use discoverer operation, and for each PLMN, a timer T4005 indicating for how long the authorisation policy for that operation is valid;

f)
whether the UE is authorised to perform ProSe direct discovery for public safety use discoverer operation when the UE is not served by E-UTRAN;

g)
the PLMNs in which the UE is authorised to perform ProSe direct discovery for public safety use discoveree operation, and for each PLMN, a timer T4005 indicating for how long the authorisation policy for that operation is valid;

h)
whether the UE is authorised to perform ProSe direct discovery for public safety use discoveree operation when the UE is not served by E-UTRAN; and

i)
the radio parameters to be used for ProSe direct discovery for public safety use when not served by E-UTRAN and the geographical area(s) in which the UE is allowed to use these radio parameters.

The ProSe direct discovery for public safety use service authorisation from the ProSe Function of the HPLMN may include the following parameters related to ProSe UE-to-network relaying:

a)
the User Info ID for the UE-to-network relay discovery;

b)
the PLMNs in which the UE is authorised to act as a UE-to-network relay when the UE is served by E-UTRAN, and for each PLMN, a timer T4005 indicating for how long the authorisation policy for that operation is valid;

c)
for each connectivity service provided by a UE-to-network relay:

1)
the Relay Service Code identifying the connectivity service;

2)
optionally the PDN type to be used for the relayed traffic of the connectivity service. If the PDN type is not provisioned, the IPv4v6 is used for the relayed traffic of the connectivity service;

3)
optionally the APN to be used for the relayed traffic of the connectivity service. If the APN is not provisioned, the default APN is used for the relayed traffic of the connectivity service;

4)
the ProSe Relay UE ID; and

5)
the address of the ProSe Key Management Function that the UE shall use to obtain security contents;

d)
whether the UE is authorised to act as a remote UE towards a UE-to-network relay;
e)
void;
f)
for each connectivity service authorised to be accessed by the remote UE:

1)
the Relay Service Code identifying the connectivity service;

2)
the IP version(s) to be used for the traffic of the connectivity service;

3)
optionally the User Info ID of the UE-to-network relay providing the connectivity service; and

4)
the address of the ProSe Key Management Function that the UE shall use to obtain security contents; and

g)
mapping rules between the QCI of EPS bearer and the ProSe Per-Packet Priority for downlink unicast traffic relayed over the PC5 interface.

The ProSe direct discovery for public safety use service authorisation from the ProSe Function of the HPLMN may include the following parameters related to group member discovery, for each application layer group:

a)
the User Info ID for the group member discovery;

b)
the Discovery Group ID identifying the discovery group;
c)
the Application Layer Group ID identifying an application layer group that the UE belongs to; and

d)
the address of the ProSe Key Management Function that the UE shall use to obtain security contents.
The one-to-many ProSe direct communication service authorisation from the ProSe Function of the HPLMN may include:

a)
whether the UE is authorised to perform one-to-many ProSe direct communication when not served by E-UTRAN;

b)
the radio parameters to be used for one-to-many ProSe direct communication when not served by E-UTRAN as defined in 3GPP TS 36.331 [12] and the geographical area(s) in which the UE is allowed to use these radio parameters;

c)
the PLMNs in which the UE is authorised to perform one-to-many ProSe direct communication when served by E-UTRAN, and for each PLMN a timer T4005 indicating for how long the one-to-many direct communication authorisation policy in that PLMN is valid; and

d)
the one-to-many ProSe Direct communication policy parameters, consisting of, for each application layer group:
1)
the ProSe Layer-2 Group ID;

2)
the ProSe Group IP multicast address;

3)
whether the UE should use IPv4 or IPv6 for that group;

4)
an IPv4 address to be used by the UE as a source address in case IPv4 is used;

5)
the address of the ProSe Key Management Function that the UE shall use to obtain group-related security contents; and

6)
the Application Layer Group ID identifying an application layer group that the UE belongs to; and

e)
the usage information reporting configuration, including:
1)
the address of the server to which the UE shall upload the usage information reports;

2)
the collection period;

3)
the reporting window;

4)
whether or not the UE shall report the Group Parameters in the usage information;

5)
whether or not the UE shall report the time stamps of the first transmission/reception during the collection period in the usage information;

6)
whether or not the UE shall report the amount of data transmitted during the collection period in the usage information, and whether with location information;

7)
whether or not the UE shall report the amount of data received during the collection period in the usage information, and whether with location information;

8)
whether or not the UE shall report the time stamps when it went in and out of E-UTRAN coverage during the collection period in the usage information;

9)
whether or not the UE shall report the list of locations of the UE when in E-UTRAN coverage during the reporting period in the usage information; and

10)
whether or not the UE shall report the radio parameters used for ProSe direct communication (i.e. indicator of which radio resources used and radio frequency used) during the reporting period in the usage information.

The one-to-one ProSe direct communication service authorisation from the ProSe Function of the HPLMN may include:

a)
whether the UE is authorised to perform one-to-one ProSe direct communication when not served by E-UTRAN;

b)
the radio parameters to be used for one-to-one ProSe direct communication when not served by E-UTRAN as defined in 3GPP TS 36.331 [12] and the geographical area(s) in which the UE is allowed to use these radio parameters;
Editor’s note (WI: eProSe-Ext-CT, CR#0182): Whether provisioned radio resources for one-to-one communication when not served by E-UTRAN are defined in 3GPP TS 36.331 is to be confirmed by RAN2 WG.
c)
the PLMNs in which the UE is authorised to perform one-to-one ProSe direct communication when served by E-UTRAN, and for each PLMN a timer T4005 indicating for how long the one-to-one direct communication authorisation policy in that PLMN is valid; and

d)
the one-to-one ProSe direct communication policy parameters, consisting of, for each application layer group:
1)
the Layer 2 ID used for unicast communication;

2)
the ProSe Per-Packet Priority value for PC5 signalling messages;

3)
the address of the Key Management Server that the UE shall use to obtain security contents; and

4)
the Application Layer Group ID identifying an application layer group that the UE belongs to.

NOTE 2:
Neither ProSe direct discovery announcing nor ProSe communication operation is applicable to local PLMNs.
The ProSe Function of the HPLMN is allowed to take the serving PLMN of the UE into account when including the authorised PLMNs in the service authorisation to the UE.

The UE shall start the timer(s) T4005 with the values included in this service authorisation. The UE shall consider that an authorisation policy is valid in the associated PLMN until the corresponding the timer T4005 expires or is stopped.
***** Next change *****
10A.2.3.2
Monitoring UE procedure for UE-to-network relay discovery initiation

The UE is authorised to perform the monitoring UE procedure for UE-to-network relay discovery if:

a)
the following is true:

1)
the UE is not served by E-UTRAN, is authorised to perform ProSe direct discovery for public safety use monitoring when the UE is not served by E-UTRAN as specified in clause 5, is authorised to act as a remote UE towards a UE-to-network relay as specified in clause 5 and is configured with the radio parameters to be used for ProSe direct discovery for public safety use when not served by E-UTRAN; or

2)
the UE is served by E-UTRAN, is authorised to perform ProSe direct discovery for public safety use monitoring in at least one PLMN as specified in clause 5, is authorised to act as a remote UE towards a UE-to-network relay, and the lower layers indicate that discovery operation of a UE-to-network relay is supported; and

b)
the UE is configured with the Relay Service Code parameter identifying the connectivity service to be monitored and with the IP version(s) to be used for the traffic of the connectivity service to be monitored, as specified in clause 5;

otherwise the UE is not authorised to perform the monitoring UE procedure for UE-to-network relay discovery.
Figure 10A.2.3.2.1 illustrates the interaction of the UEs in the monitoring UE procedure for UE-to-network relay discovery.
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Figure 10A.2.3.2.1: Monitoring UE procedure for UE-to-network relay discovery

When the UE is triggered by an upper layer application to monitor proximity of a connectivity service provided by a UE-to-network relay; or when the UE has established a direct link with a ProSe UE-to-network relay UE as specified in subclause 10.4.2, and if the UE is authorised to perform the monitoring UE procedure for UE-to-network relay discovery, then the UE shall instruct the lower layers to start monitoring for PC5_DISCOVERY messages with an indication that the message is for relay discovery for public safety use.

Upon reception of a PC5_DISCOVERY message for UE-to-Network Relay Discovery Announcement according to subclause 11.2.5.1, for the target Relay Service Code of the connectivity service which the UE is authorized to monitor, the UE shall use the associated DUSK, if configured, and the UTC-based counter obtained during the monitoring operation to unscramble the PC5_DISCOVERY message as described in 3GPP TS 33.303 [6]. Then, if a DUCK is configured, the UE shall use the DUCK and the UTC-based counter to decrypt the configured message-specific confidentiality-protected portion, as described in in 3GPP TS 33.303 [6]. Finally, if a DUIK is configured, the UE shall use the DUIK and the UTC-based counter to verify the MIC field in the unscrambled PC5_DISCOVERY message for UE-to-Network Relay Discovery Announcement.

NOTE:
The use of an erroneous UTC-based counter for processing the received PC5_DISCOVERY messages at the ProSe-enabled Public Safety UE can cause MIC check failure after DUIK is used for integrity check, and malformed contents after DUSK is used for unscrambling or DUCK is used for deciphering. How a ProSe-enabled Public Safety UE ensures the accuracy of the UTC-based counter is left to UE implementation.
Then if:

-
the Relay Service Code parameter of the PC5_DISCOVERY message for UE-to-Network Relay Discovery Announcement is the same as the Relay Service Code parameter configured as specified in clause 5 for the connectivity service being monitored; and

-
the User Info ID of the UE-to-network relay is not configured as specified in clause 5 for the connectivity service being monitored, or the Announcer Info parameter of the PC5_DISCOVERY message for UE-to-Network Relay Discovery Announcement is the same as the User Info ID of the UE-to-network relay configured as specified in clause 5 for the connectivity service being monitored;

then the UE shall consider that the connectivity service the UE seeks to monitor has been discovered. In addition, the UE can measure the signal strength of the PC5_DISCOVERY message for UE-to-Network Relay Discovery Announcement for relay selection or reselection.
***** Next change *****
10A.2.4.2
Discoverer UE procedure for UE-to-network relay discovery initiation

The UE is authorised to perform the discoverer UE procedure for UE-to-network relay discovery if:

a)
the following is true:

1)
the UE is not served by E-UTRAN, is authorised to perform ProSe direct discovery for public safety use discoverer operation when the UE is not served by E-UTRAN as specified in clause 5, is authorised to act as a remote UE towards a UE-to-network relay as specified in clause 5 and is configured with the radio parameters to be used for ProSe direct discovery for public safety use when not served by E-UTRAN; or

2)
the UE is served by E-UTRAN, is authorised to perform ProSe direct discovery for public safety use discoverer operation in the PLMN indicated by the serving cell as specified in clause 5, is authorised to act as a remote UE towards a UE-to-network relay, and the lower layers indicate that discovery operation of a UE-to-network relay is supported; and

b)
the UE is configured with the Relay Service Code parameter identifying the connectivity service to be solicited and with the User Info ID for the UE-to-network relay discovery parameter, as specified in clause 5;

otherwise the UE is not authorised to perform the Discoverer UE procedure for UE-to-network relay discovery.
Figure 10A.2.4.2.1 illustrates the interaction of the UEs in the Discoverer UE procedure for UE-to-network relay discovery.
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Figure 10A.2.4.2.1: Discoverer UE procedure for UE-to-network relay discovery

For PC5_DISCOVERY message signal strength measurement, the UE manages a periodic measurement timer T4110, which is used to trigger the periodic PC5_DISCOVERY message signal strength measurement between the UE and the ProSe UE-to-network relay UE with which the UE has a link established. It is started whenever the UE has established a direct link with a ProSe UE-to-network relay UE as specified in subclause 10.4.2 and restarted whenever the UE receives the PC5_DISCOVERY message for UE-to-Network Relay Discovery Response from the ProSe UE-to-network relay UE with which the UE has a link established.

When the UE is triggered by an upper layer application to solicit proximity of a connectivity service provided by a UE-to-network relay, or when the periodic measurement timer T4110 expires, and if the UE is authorised to perform the discoverer UE procedure for UE-to-network relay discovery, then the UE:

a)
if the UE is served by E-UTRAN, and the UE in EMM-IDLE mode needs to request resources for sending PC5_DISCOVERY messages for relay discovery for public safety as specified in 3GPP TS 36.331 [12], shall perform a service request procedure or tracking area update procedure as specified in 3GPP TS 24.301 [11];
b)
shall obtain a valid UTC time for the discovery transmission from the lower layers and generate the UTC-based counter corresponding to this UTC time as specified in subclause 12.2.2.18;

c)
shall generate a PC5_DISCOVERY message for UE-to-Network Relay Discovery Solicitation according to subclause 11.2.5.1. In the PC5_DISCOVERY message for UE-to-Network Relay Discovery Solicitation, the UE:

1)
shall set the Discoverer Info parameter to the User Info ID for the UE-to-network relay discovery parameter, configured in clause 5;

2)
shall set the Relay Service Code parameter to the Relay Service Code parameter identifying the connectivity service to be solicited, configured in clause 5; 
3)
if the PC5_DISCOVERY message for UE-to-Network Relay Discovery Solicitation is used to trigger the signal strength measurement for the PC5_DISCOVERY message from a specific ProSe UE-to-network relay UE with which the UE has a link established, shall set the ProSe Relay UE ID parameter to the ProSe Relay UE ID of that ProSe UE-to-network relay UE; and

4)
shall set the UTC-based counter LSB parameter to include the four least significant bits of the UTC-based counter;

d)
shall apply the DUIK, DUSK, or DUCK with the associated Encrypted Bitmask, along with the UTC-based counter to the PC5_DISCOVERY message for whichever security mechanism(s) configured to be applied, e.g. integrity protection, message scrambling or confidentiality protection of one or more above parameters, as specified in 3GPP TS 33.303 [6]; and

e)
shall pass the resulting PC5_DISCOVERY message for UE-to-Network Relay Discovery Solicitation to the lower layers for transmission over the PC5 interface with an indication that the message is for relay discovery for public safety use.

If the PC5_DISCOVERY message for UE-to-Network Relay Discovery Solicitation is used to solicit proximity of a connectivity service provided by a UE-to-network relay, the UE shall ensure that it keeps on passing the PC5_DISCOVERY message for UE-to-Network Relay Discovery Solicitation and the indication that the message is for relay discovery for public safety use to the lower layers for transmission until the UE is triggered by an upper layer application to stop soliciting proximity of a connectivity service provided by a UE-to-network relay, or until the UE stops being authorised to perform the discoverer UE procedure for UE-to-network relay discovery. How this is achieved is left up to UE implementation. 
If the PC5_DISCOVERY message for UE-to-Network Relay Discovery Solicitation is used to trigger the PC5_DISCOVERY message signal strength measurement between the UE and the ProSe UE-to-network relay UE with which the UE has a link established, the UE shall start the retransmission timer T4109. If retransmission timer T4109 expires, the UE shall retransmit the PC5_DISCOVERY message for UE-to-Network Relay Discovery Solicitation and restart timer T4109. If no response is received from the ProSe UE-to-network relay UE with which the UE has a link established after reaching the maximum number of allowed retransmissions, the UE shall trigger relay reselection procedure.
NOTE:
The maximum number of allowed retransmissions is UE implementation specific.
Upon reception of a PC5_DISCOVERY message for UE-to-Network Relay Discovery Response according to subclause 11.2.5.1, for the target Relay Service Code of the connectivity service which the UE is authorized to discover, the UE shall use the associated DUSK, if configured, and the UTC-based counter obtained during the reception operation to unscramble the PC5_DISCOVERY message as described in 3GPP TS 33.303 [6]. Then, if a DUCK is configured, the UE shall use the DUCK and the UTC-based counter to decrypt the configured message-specific confidentiality-protected portion, as described in in 3GPP TS 33.303 [6]. Finally, if a DUIK is configured, the UE shall use the DUIK and the UTC-based counter to verify the MIC field in the unscrambled PC5_DISCOVERY message for UE-to-Network Relay Discovery Response.

Then if:

-
the Relay Service Code parameter of the PC5_DISCOVERY message for UE-to-Network Relay Discovery Response is the same as the Relay Service Code parameter of the PC5_DISCOVERY message for UE-to-Network Relay Discovery Solicitation; and

-
the User Info ID of the UE-to-network relay is not configured as specified in clause 5 for the connectivity service being solicited, or the Discoverer Info parameter of the PC5_DISCOVERY message for UE-to-Network Relay Discovery Response is the same as the User Info ID of the UE-to-network relay configured as specified in clause 5 for the connectivity service being solicited;

then the UE shall consider that the connectivity service the UE seeks to discover has been discovered. In addition, the UE can measure the signal strength of the PC5_DISCOVERY message for UE-to-Network Relay Discovery Response for relay selection or reselection. If the UE has received the PC5_DISCOVERY message for UE-to-Network Relay Discovery Response from the ProSe UE-to-network relay UE with which the UE has a link established, the UE shall stop the retransmission timer T4109, and start the periodic measurement timer T4110.
***** Next change *****
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