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***** First change *****
7.2.2.2
Tunnel establishment not accepted by the network
If the UE receives the IKE_AUTH response message from an ePDG of the HPLMN including a Notify payload with a Private Notify Message Type NON_3GPP_ACCESS_TO_EPC_NOT_ALLOWED or USER_UNKNOWN or PLMN_NOT_ALLOWED or AUTHORIZATION_REJECTED or RAT_TYPE_NOT_ALLOWED as defined in subclause 8.1.2, then after the UE authenticates the network by using ePDG certificate and AUTH parameters as specified in 3GPP TS 33.402 [15], the UE shall close the related IKEv2 security association states and shall not retry the authentication procedure to an ePDG from the same PLMN until switching off or the UICC containing the USIM is removed.
If the above Private Notify Message Type is received from the VPLMN's ePDG and the UE authenticates the network by using ePDG certificate and AUTH parameters as specified in 3GPP TS 33.402 [15]:
-
If the received Notify Message Type is NON_3GPP_ACCESS_TO_EPC_NOT_ALLOWED or USER_UNKNOWN or AUTHORIZATION_REJECTED or RAT_TYPE_NOT_ALLOWED, the UE may retry the authentication procedure with an ePDG deployed by the HPLMN if allowed according to the ePDG selection procedure in subclause 7.2.1 and subclause 7.2.1A; or

-
If the received Private Notify Message Type is PLMN_NOT_ALLOWED, the UE should retry the authentication procedure with an ePDG deployed by the HPLMN if allowed according to the ePDG selection procedure in subclause 7.2.1 and subclause 7.2.1A.

If the UE receives from the ePDG the IKE_AUTH response message, including a Notify payload with a Private Notify Message Type "NETWORK_FAILURE" as defined in subclause 8.1.2 then after the UE authenticates the network, the UE shall close the related IKEv2 security association states and:

a)
if the received IKE_AUTH response message from ePDG contains a Notify payload with the BACKOFF_TIMER Notify payload as defined in subclause 8.2.9.1, the UE shall behave as follows:

i)
if the timer value indicates neither zero nor deactivated, start the Tw3 timer with the value provided and not retry the authentication procedure to the same ePDG until timer Tw3 expires or the UE is switched off or the UICC containing the USIM is removed;
ii)
if the timer value indicates that this timer is deactivated, not retry the authentication procedure to the same ePDG until the UE is switched off or the UICC containing the USIM is removed; and

iii)
if the timer value indicates zero, may retry the authentication procedure to an ePDG from the same PLMN; or
b)
if the BACKOFF_TIMER Notify payload is not included in the received IKE_AUTH response message from ePDG, the UE shall start an implementation specific backoff timer. The UE shall not re-try the authentication procedure with the same ePDG until the backoff timer expires or the UE is switched off or the UICC containing the USIM is removed.

If the UE receives from the ePDG an IKE_AUTH response message including a Notify Payload with a Private Notify Message Error Type NO_APN_SUBSCRIPTION as defined in subclause 8.1.2 then after the UE authenticates the network, the UE shall close the related IKEv2 security association states and start an implementation-specific backoff timer. The UE shall not retry the authentication procedure with the same ePDG for the same APN until the backoff timer expires.

NOTE 1:
The UE can perform NSWO from the current untrusted WLAN access network even though the tunnel establishment procedure to the ePDG is not accepted by the network.
NOTE 2: 
Switching off and USIM change conditions are implemented taking into consideration the user experience aspect.
If NBM is used and if the UE receives from the ePDG an IKE_AUTH response message containing a Notify payload with a Private Notify Message Type PDN_CONNECTION_REJECTION as specified in subclause 8.1.2 that includes an IP address information in the Notification Data field, the UE shall not attempt to re-establish this PDN connection with the same IP address while connected to the current ePDG and the UE shall close the related IKEv2 security association states.

If NBM is used and if the UE receives from the ePDG an IKE_AUTH response message containing a Notify payload with a Private Notify Message Type PDN_CONNECTION_REJECTION as specified in subclause 8.1.2 and no Notification Data field, then after the UE authenticates the network, the UE shall not attempt to establish additional PDN connections to this APN while connected to the current ePDG. The UE shall close the related IKEv2 security association states. Subsequently, the UE can attempt to establishment additional PDN connections to the given APN if one or more existing PDN connections to the given APN are released. While connected to the current ePDG, if this PDN connection is the first PDN connection for the given APN, the UE shall not attempt to establish PDN connection to the given APN.
If NBM is used and if the UE receives from the ePDG an IKE_AUTH response message containing a Notify payload with a Private Notify Message Type MAX_CONNECTION_REACHED as specified in subclause 8.1.2, then after the UE authenticates the network, the UE shall not attempt to establish any additional PDN connections while connected to the current ePDG. The UE shall close the related IKEv2 security association states. Subsequently, the UE can attempt to establishment additional PDN connections if one or more existing PDN connections are released.
***** Second change *****
7.2.6
Mobile identity signaling

During the IKEv2 authentication and security association establishment, if the UE:

-
receives IKE_AUTH response message from ePDG containing a Notify payload with the DEVICE_IDENTITY Notify Message Type and the Identity Type field of the DEVICE_IDENTITY Notify payload is set to either 'IMEI' or 'IMEISV' and the Identity Value field is empty;

-
successfully authenticates the network; and 

-
has Mobile Equipment Identity IMEI or IMEISV available,

the UE shall include the DEVICE_IDENTITY Notify payload in the the new IKE_AUTH request message.

At any time after successful tunnel establishment, if the UE:

-
receives INFORMATIONAL request message from ePDG containing a Notify payload with the DEVICE_IDENTITY Notify Message Type and the Identity Type field of the DEVICE_IDENTITY Notify payload is set to either 'IMEI' or 'IMEISV' and the Identity Value field is empty; and

-
has the UE's Mobile Equipment Identity IMEI or IMEISV available,

the UE shall send INFORMATIONAL response containing a  DEVICE_IDENTITY Notify payload.

The UE shall set the DEVICE_IDENTITY as follows:

-
if IMEISV is available, the UE shall include IMEISV in the DEVICE_IDENTITY Notify payload. The Identity Type field of the DEVICE_IDENTITY Notify payload shall be set to 'IMEISV': and
-
if IMEI is available and IMEISV is not available, the UE shall include IMEI in the DEVICE_IDENTITY attribute. The Identity Type field of the DEVICE_IDENTITY Notify payload shall be set to 'IMEI'.
The detailed coding of the DEVICE_IDENTITY Notify payload is described in subclause 8.2.9.2.

***** Third change *****
8.2.9.1
BACKOFF_TIMER Notify payload

The BACKOFF_TIMER Notify payload is used to indicate the value of the backoff timer. The BACKOFF_TIMER Notify payload type is 41041 (see subclause 8.1.2.3). The length of the BACKOFF_TIMER Notify payload is 6 octets.
The BACKOFF_TIMER Notify payload is coded according to figure 8.2.9.1-1 and table 8.2.9.1-1. 

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Protocol ID
	1

	SPI Size
	2

	Notify Message Type
	3-4

	Length=1 
	5

	Backoff Timer Value
	6


Figure 8.2.9.1-1: BACKOFF_TIMER Notify payload format

Table 8.2.9.1-1: BACKOFF_TIMER Notify payload value

	Octet 1 is defined in IETF RFC 5996 [28]


	Octet 2 is SPI Size field. It is set to 0 and there is no Security Parameter Index field.


	Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value 41041 to indicate the Backoff Timer.


	Octet 5 is the Length field. This field indicates the length in octets of the Backoff Timer Value field. This field is set to 1.



	Octet 6 is the Backoff Timer Value field. This field indicates the value of Backoff Timer. It is coded as the value part (as specified in TS 24.007 [48] for type 4 IE) of the GPRS timer 3 information element defined in 3GPP TS 24.008 [46] subclause 10.5.7.4a (Note 1).



	NOTE 1:
The GPRS Timer 3 IEI field and the length of GPRS Timer 3 contents field of the GPRS timer 3 information element are not included in the value of the Backoff Timer.




***** End of the changes *****
