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3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
ACE
Application-Controlled Extension

ADF
Accounting Data Forwarding function block
CTF
Charging Trigger Function
ECCSI
Elliptic Curve-based Certificateless Signatures for Identity-based Encryption
ECGI
E-UTRAN Cell Global Identification

FQDN
Fully Qualified Domain Name
GPI
GBA Push Information
MBMS
Multimedia Broadcast/Multicast Service
MIC
Message Integrity Check

MIME
Multi-Purpose Internet Mail Extensions
PDUID
ProSe Discovery UE ID
ProSe
Proximity-based Services
PRUK
ProSe Relay User Key
RPAUID
Restricted ProSe Application User ID
SAI
Service Area Identifier
SAKKE
Sakai-Kasahara Key Encryption
TMGI
Temporary Mobile Group Identity
TTL
Time To Live

UUID
Universally Unique IDentifier

***** Next change *****
10.4.2
Direct link setup procedure

10.4.2.1
General

The direct link setup procedure is used to establish a secure direct link between two ProSe-enabled UEs. The UE sending the request message is called the "initiating UE"and the other UE is called the "target UE".
If the direct link setup is for isolated one-to-one ProSe direct communication, i.e. when none of the two UEs is a ProSe UE-to-network relay, both UEs are required to have fetched in advance the public key of the KMS (Key Management Server), and a set of credentials associated with the UE's identity (as defined in IETF RFC 6507 [xx] and IETF RFC 6508 [yy]), as specified by 3GPP TS 33.303 [6]. 
10.4.2.2
Direct link setup procedure initiation by initiating UE

The initiating UE shall meet the following pre-conditions before initiating this procedure:

-
a request from upper layers to establish a direct link with the target UE is received and there is no existing link between the initiating UE and that target UE;

-
the link layer identifier for the target UE (i.e., Layer 2 ID used for unicast communication) is available to the initiating UE (e.g., pre-configured or obtained via ProSe direct discovery); and 

-
the initiating UE is either authorised for ProSe direct communication in the serving PLMN, or has a valid authorization for ProSe direct communication when not served by E-UTRAN.

The initiating UE initiates the direct link setup procedure by generating a DIRECT_COMMUNICATION_REQUEST message with:

-
the User Info set to the initiating UE's user identifier for this one-to-one communication;

Editor’s note (WI: eProSe-ext-CT, CR#0177): How User Info is used to identify the one-to-one communication user is to be clarified by Stage 2 (e.g., SA3 WG).

-
an IP Address Config IE set to one of the following values:

-
"DHCPv4 Server" or "DHCPv4 Client" if only IPv4 address allocation mechanism is supported by the initiating UE; 

-
"IPv6 Router" or "IPv6 Host" if only IPv6 address allocation mechanism is supported by the initiating UE;

-
"DHCPv4 Server & IPv6 Router", "DHCPv4 Server & IPv6 Host", "DHCPv4 Client & IPv6 Host" or "DHCPv4 Client & IPv6 Router" if both IPv4 and IPv6 address allocation mechanisms are supported by the initiating UE; or

-
"address allocation not supported" if neither IPv4 nor IPv6 address allocation is supported by the initiating UE;
-
a Link Local IPv6 Address IE formed locally based on IETF RFC 4862 [15] if the IP Address Config IE is set to "address allocation not supported";
-
a Maximum Inactivity Period IE to indicate the maximum inactivity period of the requesting UE over this direct link;
NOTE:
The value of Maximum Inactivity Period IE can be calculated based on UE's local settings, such as keepalive timer T4102 (see 10.4.3), retransmission timer T4101 (see 10.4.3), and maximum number of allowed retransmissions for DIRECT_COMMUNICATION_KEEPALIVE message.
-
a Nonce_1 IE set to the 128-bit nonce value generated by the initiating UE for the purpose of session key establishment over this direct link;

-
a UE Security Capabilities IE set to indicate the list of algorithms that the initiating UE supports for the security establishment of this direct link;

-
an MSB of KD-sess ID IE set to the most significant 8 bits of the KD-sess ID; and

-
Optionally, a KD ID IE set to the known ID of KD which was previously established if the initiating UE has an existing KD with the target UE.
If the direct link setup is for isolated one-to-one ProSe direct communication, the DIRECT_COMMUNICATION_REQUEST message shall also include the following parameters:

-
the Signature IE set to the ECCSI signature calculated with the following information elements, as specified in 3GPP TS 33.303 [6]:
-
User Info; and 
-
Nonce_1.
Else if the link setup for remote UE to ProSe UE-to-network relay ProSe direct communication, the DIRECT_COMMUNICATION_REQUEST message shall also include the Relay Service Code IE set to the Relay Service Code of the target relay.
After the DIRECT_COMMUNICATION_REQUEST message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the initiating UE's Layer 2 ID (for unicast communication) and the target UE's Layer 2 ID (for unicast communication), and start timer T4100. The UE shall not send a new DIRECT_COMMUNICATION_REQUEST message to the same target UE while timer T4100 is running.
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Figure 10.4.2.2.1: Direct link setup procedure

10.4.2.3
Direct link setup procedure accepted by the target UE

Upon receiving a DIRECT_COMMUNICATION_REQUEST message, the target UE shall store the pair of Layer 2 IDs (for unicast communication) used in the transport of this message provided by the lower layers and associate them with a direct link context.

The target UE then checks the User Info IE included in the DIRECT_COMMUNICATION_REQUEST message and determines whether this request can be accepted or not. Then, the target UE examines the IP Address Config IE to see whether there is at least one common IP address configuration option supported by both the initiating UE and the target UE. If the above check is successful, the target UE shall invoke the direct security mode control procedure as specified in subclause 10.4.5 to establish a security association between the target UE and the initiating UE. Only after the completion of link authentication procedure and a successful establishment of the security association, the target UE shall send a DIRECT_COMMUNICATION_ACCEPT message to the initiating UE.

The target UE shall include an IP Address Config IE set to one of the following values:

-
"DHCPv4 Server" or "DHCPv4 Client" if IPv4 address allocation mechanism is to be used over the direct link and the target UE will act as either DHCP server or DHCP client; 

-
"IPv6 Host" or "IPv6 Router" if only IPv6 address allocation mechanism is to be used over the direct link;

-
"DHCPv4 Server & IPv6 Router", "DHCPv4 Server & IPv6 Host", "DHCPv4 Client & IPv6 Host", or "DHCPv4 Client & IPv6 Router" if both IPv4 and IPv6 address allocation mechanisms are supported by the initiating UE; or

-
"address allocation not supported" if neither IPv4 nor IPv6 address allocation is to be used over the direct link UE.

If the IP Address Config IE is set to "address allocation not supported", the UE shall include a Link Local IPv6 Address IE set to the link-local IPv6 address formed locally.

If the target UE is a ProSe-UE-to-network relay UE, the target UE shall create an inactivity timer T4108 with the value provided in the Maximum Inactivity Period IE included in the DIRECT_COMMUNICATION_REQUEST message, and start the timer T4108 when it has no more messages to send over the link to be established. Once the timer T4108 is started, if any communication activity occurs before the timer T4108 expires, the UE shall stop the timer T4108 and reset it with the initial value, unless a new value is provided in a Maximum Inactivity Period IE in a DIRECT_COMMUNICATION_KEEPALIVE message.

***** Next change *****
10.4.2.5
Direct link setup procedure not accepted by the target UE
If the direct link setup request cannot be accepted, the target UE shall send a DIRECT_COMMUNICATION_REJECT message. The DIRECT_COMMUNICATION_REJECT message contains a PC5 Signalling Protocol cause value set to one of the following cause values:
#1
Direct communication to target UE not allowed;

#2
Authentication failure;

#3
Conflict of Layer 2 ID for unicast communication is detected;
#4
Lack of resources for proposed link;
#5
IP version mismatch; or.

#6
Link setup failure due to other errors.
If the target UE is not allowed to accept this request.e.g. based on operator policy or service authorisation provisioning, the target UE shall send a DIRECT_COMMUNICATION_REJECT message containing PC5 Signalling Protocol cause value #1 "Direct communication to target UE not allowed". 

If verification of the signature parameter included in the DIRECT_COMMUNICATION_REQUEST message fails at the target UE (see subclause 10.4.5), the target UE shall send a DIRECT_COMMUNICATION_REJECT message containing PC5 Signalling Protocol cause value #2 "Authentication failure".
For a received DIRECT_COMMUNICATION_REQUEST message from a Layer 2 ID (for unicast communication), if the target UE already has an existing link established to the UE known to use this Layer 2 ID or is currently processing a DIRECT_COMMUNICATION_REQUEST message from the same Layer 2 ID, but with User Info different from the User Info IE included in this new incoming message, the target UE shall send a DIRECT_COMMUNICATION_REJECT message containing PC5 Signalling Protocol cause value #3 "Conflict of Layer 2 ID for unicast communication is detected".
If the direct link setup fails due to the congestion problems or other temporary lower layer problems causing resource constraints, the target UE shall send a DIRECT_COMMUNICATION_REJECT message containing PC5 Signalling Protocol cause value #4 "Lack of resources for proposed link". 

If there is an incompatibility between the IP version supported by the initiating UE and target UE (for instance, one UE has indicated "DHCPv4 Client" in the IP Address Config IE and the other UE has indicated "IPv6 Host" in the IP Address Config IE), then the IP address configuration will not succeed. In this case, the target UE shall reject the request with DIRECT_COMMUNICATION_REJECT message containing PC5 Signalling Protocol cause value #5 "IP version mismatch". The initiating UE may retry the direct link setup procedure with different contents in the in the IP Address Config IE.
For other reasons that causing the failure of link establishment, the target UE shall send a DIRECT_COMMUNICATION_REJECT message containing PC5 Signalling Protocol cause value #6 "Link setup failure due to other errors". 
Upon receipt of the DIRECT_COMMUNICATION_REJECT message, the initiating UE shall stop timer T4100 and abort the Direct link setup procedure. If the cause value in the DIRECT_COMMUNICATION_REJECT message is "Direct communication to target UE not allowed", then the UE shall not attempt to start direct link setup with the same target UE at least for a time period T, and if the initiating UE is a remote UE requesting link setup to a ProSe UE-to-network relay UE, it shall initiate the relay reselection procedure as specified in subclause 10A.2.13.
NOTE:
The length of time period T is UE implementation specific.
***** Next change *****
10.4.5
Direct security mode control procedure
10.4.5.1
General
Security association for a direct link between two ProSe-Enabled UEs is established during the direct link setup procedure or direct link rekeying procedure with the exchange of message contents related to direct security mode establishment. After successful completion of the direct security mode control procedure, the selected security algorithms and keys are used to integrity protect and cipher all PC5 Signalling messages exchanged between the UEs; and are also used to cipher all data plane traffic exchanged between the UEs.

In the rest of this subclause, the UE sending the DIRECT_SECURITY_MODE_COMMAND message is called the "commanding UE"and the other UE is called the "peer UE".
10.4.5.2
Direct security mode control procedure initiation by the commanding UE
A commanding UE may initiate the direct security mode control procedure in response to receiving a DIRECT_COMMUNICATION_REQUEST or a DIRECT_REKEYING_REQUEST message.

If the procedure takes place between a remote UE and a ProSe UE-to-network relay UE and is triggered by a DIRECT_REKEYING_REQUEST to only refresh KD-sess but not KD, then either the ProSe UE-to-network relay UE or the remote UE can act as the commanding UE. Otherwise, if both keys are to be refreshed, the ProSe UE-to-network relay UE shall act as the commanding UE.
To initiate this procedure, the commanding UE shall either identify an existing KD based on the KD ID included in the DIRECT_COMMUNICATION_REQUEST or DIRECT_REKEYING_REQUEST message, or derive a new KD if it either does not share a known KD with the peer UE or wishes to derive a new KD, as specified in 3GPP TS 33.303 [6]. In the latter case, the commanding UE shall generate the MSB of KD ID to ensure that the resultant KD ID will be unique in the commanding UE. Then, it shall generate a LSB of KD-sess ID such that the KD-sess ID formed by combining with the MSB of KD-sess ID (received in the DIRECT_COMMUNICATION_REQUEST or DIRECT_REKEYING_REQUEST that triggered the direct security mode procedure) is unique within the commanding UE. 

Following this, the commanding UE shall generate a 128-bit Nonce_2 value. With KD, Nonce_2 and Nonce_1 received in the DIRECT_COMMUNICATION_REQUEST or DIRECT_REKEYING_REQUEST message, the commanding UE shall derive KD- sess as specified in 3GPP TS 33.303 [6].

Then, the UE shall construct a DIRECT_SECURITY_MODE_COMMAND message with the following:
-
Nonce_2 IE set to Nonce_2; 

-
the LSB of KD-sess ID IE set to indicate the least significant 8-bits of KD-sess ID;

-
the UE Security Capabilities IE set to the UE Security Capabilities received in the DIRECT_COMMUNICATION_REQUEST message or DIRECT_REKEYING_REQUEST; and

-
the Chosen Algorithms IE set to the algorithms to be used for ciphering and integrity protection.
If the DIRECT_SECURITY_MODE_COMMAND message is used between a remote UE and a ProSe UE-to-network relay UE and the ProSe UE-to-network relay UE received the KD Freshness parameter from the PKMF, then the ProSe UE-to-network relay UE shall include the following additional parameters in the DIRECT_SECURITY_MODE_COMMAND message to create a new KD:

-
the GPI IE containing the GPI payload if it was received from the ProSe Key Management Function (PKMF); and

-
the KD Freshness IE set to the KD Freshness parameter received from the PKMF; and

-
the MSB of KD ID IE set to the MSB of KD ID of the new KD.
If the DIRECT_SECURITY_MODE_COMMAND message is used for isolated one-to-one ProSe direct communication, then the commanding UE shall include the following additional parameters in the DIRECT_SECURITY_MODE_COMMAND message in order to create a new KD:

-
the User Info IE set to the User Info received from upper layers;

-
the MSB of KD ID IE set to the MSB of KD ID of the new KD; and

-
the Signature IE set to the ECCSI signature value calculated with the following information elements, as specified in 3GPP TS 33.303 [6]:
-
User Info;
-
Nonce_1; and

-
the Encrypted Payload IE set to the SAKKE payload generated as specified in 3GPP TS 33.303 [6].
The commanding UE shall select the integrity protection and ciphering algorithms that will be used and include these choices in the Chosen algorithms IE in the DIRECT SECURITY MODE COMMAND message. The UE shall include the received UE security capabilities that was present in the DIRECT_COMMUNICATION_REQUEST or a DIRECT_REKEYING_REQUEST message that triggered the DIRECT SECURITY MODE COMMAND message.

The commanding UE shall send the DIRECT SECURITY MODE COMMAND message unciphered, but shall integrity protect the message with the new security context. After sending the DIRECT_SECURITY_MODE_COMMAND message, the commanding UE shall start timer T41xx (see figure 10.4.5.2.1).
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Figure 10.4.5.2.1:  Direct Security mode control procedure
10.4.5.3
Direct security mode control procedure accepted by the peer UE
Upon receipt of the DIRECT_SECURITY_MODE_COMMAND message, the peer UE shall check whether the security mode command can be accepted or not. This is done by performing the integrity check of the message and by checking that the received UE security capabilities have not been altered compared to the latest values that the peer UE sent to the commanding UE in the DIRECT_COMMUNICATION_REQUEST or DIRECT_REKEYING_REQUEST message. 
In order to check the integrity, the peer UE needs to create the security context as described in 3GPP TS 33.303 [6]. If the MSB of KD ID were included in the DIRECT_SECURITY_MODE_COMMAND message then the peer UE shall take one of the following two actions: 

· If performing isolated one-to-one ProSe direct communication, the peer UE shall first check the signature included in the SIGN IE of the DIRECT SECURITY MODE COMMAND and then obtain the new KD from the Encrypted Payload IE; or

· If the peer UE is a remote UE that has received the DIRECT_SECURITY_MODE_COMMAND message from a ProSe UE-to-network relay UE, it shall first replace its PRUK ID and PRUK if a GPI IE was included in the DIRECT_SECURITY_MODE_COMMAND. Finally, the UE shall derive a new KD, as described in 3GPP TS 33.303 [6].

If MSB of KD ID was not included in the DIRECT_SECURITY_MODE_COMMAND, then the peer UE shall use either the existing KD indicated by the KD ID included in the DIRECT_COMMUNICATION_REQUEST or the currently used one.

The peer UE shall then derive the KD-sess based on the KD-sess ID in the same way as the commanding UE. Finally the peer UE shall use the algorithms indicated in the Chosen Algorithms IE. 

If the DIRECT_SECURITY_MODE_COMMAND message can be accepted, the peer UE shall send a DIRECT_SECURITY_MODE_COMPLETE message ciphered and integrity protected with the new security context. The DIRECT_SECURITY_MODE_COMPLETE message shall include the 16 least significant bits of the KD ID if the initiating UE included the MSB of KD ID  in the DIRECT_SECURITY_MODE_COMMAND message.

From this time onward the peer UE shall protect all signalling messages and user data with the new security context.
10.4.5.4
Direct security mode control procedure completion by the commanding UE
Upon receipt of the DIRECT_SECURITY_MODE_COMPLETE message , the commanding UE shall stop timer T41xx. If an LSB of KD ID IE was included in the message, the commanding UE uses this and the MSB of KD ID it previously sent to form the KD ID of the new KD. From this time onwards the commanding UE shall protect all signalling messages and user data with the new security context.

10.4.5.5
Direct security mode control procedure not accepted by the peer UE
If the DIRECT_SECURITY_MODE_COMMAND message cannot be accepted, the peer UE shall send a DIRECT_SECURITY_MODE_REJECT message. The DIRECT_SECURITY_MODE_REJECT message contains a PC5 Signaling Protocol Cause Value IE indicating one of the following cause values:
#7:
UE security capabilities mismatch;

#8:
Unspecified error; or
#9:
Authentication synchronisation error.
If the DIRECT_SECURITY_MODE_COMMAND message cannot be accepted due to a synchronisation error when processing the authentication vector contained in the GPI payload sent by the ProSe UE-to-network relay UE to the remote UE, then the peer UE shall include the RAND and AUTS parameters in the DIRECT_SECURITY_MODE_ REJECT message. 

Upon receipt of the DIRECT_SECURITY_MODE_REJECT message, the commanding UE shall stop timer T41xx. If the PC5 Signaling Protocol Cause Value IE indicates a synchronisation error and the message contained a RAND and an AUTS, then a ProSe UE-to-network relay may fetch a fresh KD from the PKMF by sending a Key Request message including RAND and AUTS as specified in 3GPP TS 33.303 [6]. Otherwise the commanding UE shall abort the ongoing procedure that triggered the initiation of the direct security mode control procedure, as specified in subclauses 10.4.2 or 10.4.X.
10.4.5.6
Abnormal cases
10.4.5.6.1
Abnormal cases at the commanding UE
If timer T41xx expires, then

-
if the direct security mode control procedure is triggered by a DIRECT_COMMUNICATION_REQUEST message, the commanding UE shall discard any derived keys with Nonce_1 and initiate the transmission of the DIRECT_COMMUNICATION_REJECT message with the PC5 Signaling Protocol Cause Value IE set to #10 "non-responsive peer during the direct security mode procedure"; or
-
if the direct security mode control procedure is triggered by a DIRECT_REKEYING_REQUEST message, the commanding UE shall continue to use old keys until those keys are no longer valid.
10.4.5.6.2
Abnormal cases at the peer UE
If the DIRECT_SECURITY_MODE_COMMAND message is malformed, the peer UE shall discard the message.

***** Next change *****
10.4.X
Direct link rekeying procedure
10.4.X.1
General
This procedure is used to refresh the security context used between two UEs on an established direct link.

The UE sending the DIRECT_REKEYING_REQUEST message is called the "initiating UE"and the other UE is called the "target UE".

This procedure triggers initiation of a direct security mode control procedure by the target UE. If the ProSe UE-to-network relay UE wants to initiate this procedure to refresh KD, it shall use a DIRECT_REKEYING_TRIGGER message to trigger the remote UE to initiate this procedure from the other direction.
10.4.X.2
Direct link rekeying procedure initiation
A UE shall initiate the direct link rekeying procedure in any of the following cases:

a)  the session key KD-sess used to protect direct link communication is going to expire and needs to be refreshed and neither timer T41xx nor T41yy are running; or 

b)  the UE wants to refresh KD and neither timer T41xx nor T41yy are running.

The initiating UE shall generate a new 128-bit Nonce_1 value and the most significant 8-bits of the KD-sess  ID. The UE shall generate a DIRECT_REKEYING_REQUEST message with the following:
-
a Nonce_1 IE set to the nonce value provided by the initiating UE for the purpose of session key establishment over this direct link;

-
a UE Security Capabilities IE set to indicate the list of algorithms that the initiating UE supports for the security establishment of this direct link;

-
an MSB of KD-sess ID IE set to the most significant 8-bits of the KD-sess ID;

-
Optionally, an Auth Flag IE set to the value indicating the KD to be refreshed, if the UE wants to refresh KD; and

-
Optionally, a PRUK ID IE if the initiating UE is a remote UE towards a ProSe UE-to-network relay UE.
A UE initiates the direct link rekeying procedure by sending a DIRECT_REKEYING_REQUEST message to the target UE and starting timer T41yy (see figure 10.4.X.2.1).
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Figure 10.4.X.2.1: Direct link rekeying procedure
If the initiating UE is a ProSe UE-to-network relay UE and it wishes to refresh KD used on an established link between the ProSe UE-to-network relay UE and the remote UE, it shall send a DIRECT_REKEYING_TRIGGER message with the format specified in subclause 11.4.f to trigger the remote UE to initiate its own direct link rekeying procedure and start timer T41zz, as shown in figure 10.4.X.2.2. After receiving such a DIRECT_REKEYING_TRIGGER message, the remote UE shall stop timer T41yy if running and initiate a new direct link rekeying procedure to refresh the KD as described above. Once the ProSe UE-to-network relay received the DIRECT_REKEYING_REQUEST message including an Auth-Flag IE, the T41zz timer shall be stopped.
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Figure 10.4.X.2.2: Direct link rekeying procedure triggered by a ProSe UE-to-network relay UE to refresh KD
10.4.X.3
Direct link rekeying procedure accepted by the target UE
If there is no active timer T41yy running, the target UE shall process the received DIRECT_REKEYING_REQUEST message and initiate a direct security mode control procedure acting as the commanding UE as described in subclause 10.4.5.2. 
If the timer T41yy is running in the target UE, then:
-
if the target UE is a ProSe UE-to-network relay UE, it shall stop timer T41yy and initiate a direct security mode control procedure acting as the commanding UE as described in subclause 10.4.5.2; and 

-
if the target UE is neither a remote UE nor a ProSe UE-to-network relay UE, and the Nonce_1 value received in the DIRECT_REKEYING_REQUEST message is larger than the Nonce_1 value locally generated (and included in the last DIRECT_REKEYING_REQUEST message sent by the target UE), the target UE shall stop timer T41yy and initiate a direct security mode control procedure acting as the commanding UE as described in subclause 10.4.5.2. 

If target UE is a ProSe UE-to-network relay UE and the Auth Flag IE is included in the DIRECT_REKYING_REQUEST message, the ProSe UE-to-network relay UE shall trigger a Key Request procedure to the PKMF (see 3GPP TS 33.303 [6]), before initiating the direct security mode control procedure;
Upon completion of the direct security mode control procedure, i.e. upon receiving a DIRECT_SECURITY_MODE_COMPLETE message, the target UE shall send a DIRECT_REKEYING_RESPONSE message with the format specified in subclause 11.4.e, to notify the initiating UE of the completion of this direct link rekeying procedure. 

10.4.X.4
Direct link rekeying procedure completion by the initiating UE

Upon the reception of a DIRECT_REKEYING_RESPONSE message, the initiating UE shall stop timer T41yy.
10.4.X.5
Direct link rekeying procedure not accepted by the target UE
A remote UE that receives a DIRECT_REKEYING_REQUEST message shall ignore the message if timer T41yy is running. Also, if there is no timer T41yy running but the remote UE wants to refresh KD, the UE shall ignore the received DIRECT_REKEYING_REQUEST message and act as the new initiating UE and initiate the direct link rekeying procedure to refresh the KD as described in subclause 10.4.X.2.

Other UEs shall ignore a DIRECT_REKEYING_REQUEST message if timer T41yy is running and the Nonce_1 value received in the DIRECT_REKEYING_REQUEST message is not larger than the Nonce_1 value locally generated (and included in the last DIRECT_REKEYING_REQUEST message sent by the target UE). 

10.4.X.6
Abnormal cases
10.4.X.6.1
Abnormal cases at the initiating UE
If timer T41yy expires, the initiating UE shall initiate the transmission of the DIRECT_REKEYING_REQUEST message again and restart timer T41yy. If no response is received from the target UE after reaching the maximum number of allowed retransmissions, the initiating UE shall abort the direct link rekeying procedure and initiate the direct link release procedure (see subclause 10.4.4). Additionally, if the initiating UE is a remote UE, it shall initiate the relay reselection procedure as specified in subclause 10A.2.13.
NOTE:
The maximum number of allowed retransmissions is UE implementation specific.
10.4.X.6.2
Abnormal cases at the target UE
If the DIRECT_REKEYING_REQUEST message is malformed, the target UE shall discard the message.

***** Next change *****
11.4.2
DIRECT_COMMUNICATION_REQUEST

11.4.2.1
Message definition

This message is sent by a UE to another peer UE to establish a direct link. See table 11.4.2.1.1.

Message type:
DIRECT_COMMUNICATION_REQUEST

Table 11.4.2.1.1: DIRECT_COMMUNICATION_REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	DIRECT_COMMUNICATION_REQUEST message identity
	PC5-SP Message Type

12.5.1.1.
	M
	V
	1

	
	Sequence Number
	Sequence Number

12.5.1.2
	M
	V
	2

	
	User Info
	User Info

12.5.1.3
	M
	LV
	TBD

	
	IP Address Config
	IP Address Config

12.5.1.4
	M
	V
	1

	
	Maximum Inactivity Period
	Maximum Inactivity Period 

12.5.1.9
	M
	V
	4

	
	Nonce_1
	Nonce_1

12.5.1.v
	M
	V
	16

	
	UE Security Capabilities
	UE Security Capabilities
12.5.1.n
	M
	V
	2

	
	MSB of KD-sess ID
	MSB of KD-sess ID
12.5.1.q
	M
	V
	1

	17
	KD ID
	KD ID 
12.5.1.v
	O
	TV
	5

	25
	Relay Service Code
	Relay Service Code
12.5.1.i
	O
	TV
	4

	22
	Signature
	Signature
12.5.1.y
	O
	TV
	130

	3
	Link Local IPv6 Address 

	IPv6 Address
12.5.1.5
	O
	TV
	17


***** Next change *****
11.4.3.1
Message definition

This message is sent by the UE to another peer UE to indicate that the corresponding direct link setup request has been accepted. See table 11.4.3.1.1.

.Message type:
DIRECT_COMMUNICATION_ACCEPT

Table 11.4.3.1.1: DIRECT_COMMUNICATION_ACCEPT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	DIRECT_COMMUNICATION_ACCEPT message identity
	PC5-SP Message Type

12.5.1.1.
	M
	V
	1

	
	Sequence Number
	Sequence Number

12.5.1.2
	M
	V
	2

	
	
	

	
	
	

	
	IP Address Config
	IP Address Config

12.5.1.4
	M
	V
	1

	3
	Link Local IPv6 Address 

	Link Local IPv6 Address
12.5.1.5
	O
	TV
	17


***** Next change *****
11.4.a
DIRECT_SECURITY_MODE_COMMAND
11.4.a.1
Message definition

This message is sent by a commanding UE to a peer UE to establish the security for a direct link. See table 11.4.2.a.1.

Message type:
DIRECT_SECURITY_MODE_COMMAND
Table 11.4.a.1.1: DIRECT_SECURITY_MODE_COMMAND message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	DIRECT_SECURITY MODE COMMAND message identity
	PC5-SP Message Type

12.5.1.1.
	M
	V
	1

	
	Sequence Number
	Sequence Number

12.5.1.2
	M
	V
	2

	
	UE Security Capabilities
	UE Security Capabilities
12.5.1.n
	M
	V
	2

	
	Nonce 2
	Nonce 2

12.5.1.w
	M
	V
	16

	
	Chosen Algorithms
	Chosen Algorithms

12.5.1.o
	M
	V
	1

	
	LSB of KD-sess ID
	LSB of KD-sess
12.5.1.p
	M
	V
	1

	16
	MSB of KD ID
	MSB of KD ID

12.5.1.s
	O
	TV
	3

	18
	KD Freshness 
	KD Freshness 

12.5.1.v
	O
	TV
	17

	24
	GPI
	GPI

12.5.1.j
	O
	TLV
	Variable

	1
	User Info
	User Info

12.5.1.3
	O
	TLV
	3-253

	22
	Signature
	Signature
12.5.1.y
	O
	TV
	130

	23
	Encrypted Payload
	Encrypted Payload

12.5.1.z
	O
	TLV
	Variable


11.4.b
DIRECT_SECURITY_MODE_COMPLETE
11.4.b.1
Message definition

This message is sent by a peer UE to a commanding UE to confirm the establishment of the security for a direct link. See table 11.4.2.b.1.

Message type:
DIRECT_SECURITY_MODE_COMPLETE
Table 11.4.2.b.1: DIRECT_SECURITY_MODE_COMPLETE message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	DIRECT_SECURITY MODE COMPLETE message identity
	PC5-SP Message Type

12.5.1.1.
	M
	V
	1

	
	Sequence Number
	Sequence Number

12.5.1.2
	M
	V
	2

	15
	LSB of KD ID
	LSB of KD ID

12.5.1.r
	O
	TV
	3


11.4.c
DIRECT_SECURITY_MODE_REJECT
11.4.c.1
Message definition

This message is sent by a peer UE to a commanding UE to indicate a failure to establish the security. See table 11.4.2.c.1.

Message type:
DIRECT_SECURITY_MODE_REJECT
Table 11.4.2.c.1: DIRECT_SECURITY_MODE_REJECT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	DIRECT_SECURITY MODE REJECT message identity
	PC5-SP Message Type

12.5.1.1.
	M
	V
	1

	
	Sequence Number
	Sequence Number

12.5.1.2
	M
	V
	2

	
	PC5 Signalling Protocol Cause Value
	PC5 Signalling Protocol Cause Value

12.5.1.7
	M
	V
	1

	10
	RAND
	RAND

12.5.1.m
	O
	TV
	17

	9
	AUTS
	AUTS

12.5.1.l
	O
	TV
	15


11.4.d
DIRECT_REKEYING_REQUEST
11.4.d.1
Message definition

This message is sent by a UE to the peer UE to refresh the security of an established direct link. See table 11.4.2.d.1.

Message type:
DIRECT_REKEYING_REQUEST
Table 11.4.2.d.1: DIRECT_REKEYING_REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	DIRECT_REKEYING_REQUEST  message identity
	PC5-SP Message Type

12.5.1.1.
	M
	V
	1

	
	Sequence Number
	Sequence Number

12.5.1.2
	M
	V
	2

	
	UE Security Capabilities
	UE Security Capabilities

12.5.1.n
	M
	V
	3

	
	Nonce_1
	Nonce_1

12.5.1.v
	M
	V
	16

	
	MSB of KD-sess ID
	MSB of KD-sess
12.5.1.q
	M
	V
	2

	21
	Auth Flag
	Auth Flag

12.5.1.x
	O
	TV
	2

	8
	PRUK ID
	PRUK ID

12.5.1.k
	O
	TV
	9


11.4.e
DIRECT_REKEYING_RESPONSE
11.4.e.1
Message definition

This message is sent by a UE to the peer UE to complete refreshing the security of an established direct link. See table 11.4.e.1.1.

Message type:
DIRECT_REKEYING_RESPONSE
Table 11.4.2.e.1: DIRECT_REKEYING_RESPONSE message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	DIRECT_REKEYING_RESPONSE message identity
	PC5-SP Message Type

12.5.1.1.
	M
	V
	1

	
	Sequence Number
	Sequence Number

12.5.1.2
	M
	V
	2


11.4.f
DIRECT_REKEYING_TRIGGER
11.4.f.1
Message definition

This message is sent by a UE to the peer UE to trigger the peer UE to initiate a direct link rekeying procedure to refresh KD.. See table 11.4.f.1.1.

Message type:
DIRECT_REKEYING_TRIGGER
Table 11.4.2.f.1: DIRECT_REKEYING_TRIGGER message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	DIRECT_REKEYING_RESPONSE message identity
	PC5-SP Message Type

12.5.1.1.
	M
	V
	1

	
	Sequence Number
	Sequence Number

12.5.1.2
	M
	V
	2


***** Next change *****
12.5.1.1
PC5-SP Message Type

The PC5 SP Message Type IE is a type 3 information element, with the length of 1 octet. It is used to indicate the type of messages used in PC5 Signaling Protocol.

Table 12.5.1.1.1 defines the value part of the PC5-SP Message Type IE used in the PC5 Signalling messages. 

Table 12.5.1.1.1: PC5-SP message types for PC5 Signalling Protocol

	Bits
	
	

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	0
	0
	0
	0
	0
	1
	
	DIRECT_COMMUNICATION_REQUEST

	0
	0
	0
	0
	0
	0
	1
	0
	
	DIRECT_COMMUNICATION_ACCEPT

	0
	0
	0
	0
	0
	0
	1
	1
	
	DIRECT_COMMUNICATION_REJECT

	
	
	
	
	
	
	
	
	
	

	0
	0
	0
	0
	0
	1
	0
	0
	
	DIRECT_COMMUNICATION_KEEPALIVE

	0
	0
	0
	0
	0
	1
	0
	1
	
	DIRECT_COMMUNICATION_KEEPALIVE_ACK

	
	
	
	
	
	
	
	
	
	

	0
	0
	0
	0
	0
	1
	1
	0
	
	DIRECT_COMMUNICATION_RELEASE

	0
	0
	0
	0
	0
	1
	1
	1
	
	DIRECT_COMMUNICATION_RELEASE_ACCEPT

	
	
	
	
	
	
	
	
	
	

	0
	0
	0
	0
	1
	0
	0
	0
	
	TMGI_MONITORING_REQUEST

	0
	0
	0
	0
	1
	0
	0
	1
	
	TMGI_MONITORING_RESPONSE

	
	
	
	
	
	
	
	
	
	

	0
	0
	0
	0
	1
	0
	1
	0
	
	CELL_ID_ANNOUNCEMENT_REQUEST

	0
	0
	0
	0
	1
	0
	1
	1
	
	CELL_ID_ANNOUNCEMENT_RESPONSE

	
	
	
	
	
	
	
	
	
	

	0
	0
	0
	0
	1
	1
	0
	0
	
	DIRECT_SECURITY_MODE_COMMAND

	0
	0
	0
	0
	1
	1
	0
	1
	
	DIRECT_SECURITY_MODE_COMPLETE

	0
	0
	0
	0
	1
	1
	1
	0
	
	DIRECT_SECURITY_MODE_REJECT

	
	
	
	
	
	
	
	
	
	

	0
	0
	0
	0
	1
	1
	1
	1
	
	DIRECT_REKEYING_REQUEST

	0
	0
	0
	1
	0
	0
	0
	0
	
	DIRECT_REKEYING_RESPONSE

	0
	0
	0
	1
	0
	0
	0
	1
	
	DIRECT_REKEYING_TRIGGER

	
	
	
	
	
	
	
	
	
	

	All other values are reserved


***** Next change *****
12.5.1.7
PC5 Signalling Protocol Cause Value

The purpose of the PC5 Signaling Protocol Cause Value information element is to indicate the error cause values used in the PC5 Signalling Protocol procedures.

The PC5 Signalling Protocol Cause Value is a type 3 information element, with a length of 1 octet. The IEI of PC5 Signaling Protocol Cause Value IE is 5.

The PC5 Signalling Protocol Cause Value information element is coded as shown in figure 12.5.1.7.1 and table 12.5.1.7.1.

	8
	7
	6
	5
	4
	3
	2
	1
	

	PC5 Signalling Protocol Cause Value IEI
	octet 1

	PC5 Signalling Protocol Cause Value Content
	octet 2


Figure 12.5.1.7.1: PC5 Signaling Protocol Cause Value information element

Table12.5.1.7.1: PC5 Signaling Protocol Cause Value information element

	PC5 Signaling Error Cause value (octet 2)

	Bits

	4
	3
	2
	1
	
	

	0
	0
	0
	1
	
	Direct communication to target UE not allowed

	0
	0
	1
	0
	
	Authentication failure

	0
	0
	1
	1
	
	Conflict of Layer 2 ID for unicast communication is detected

	0
	1
	0
	0
	
	Lack of resources for proposed link

	0
	1
	0
	1
	
	IP version mismatch

	0
	1
	1
	0
	
	Link setup failure due to other errors 

	0
	1
	1
	1
	
	UE security capabilities mismatch

	1
	0
	0
	0
	
	Unspecified error

	1
	0
	0
	1
	
	Authentication synchronisation error

	1
	0
	1
	0
	
	Non-responsive peer during security mode procedure

	

	All other values are reserved.

	

	Bit 5 to 8 of octet 2 are spare and shall be coded as zero.

	

	


***** Next change *****
12.5.1.i
Relay Service Code
The purpose of the Relay Service Code information element is to indicate the parameter defined in subclause 12.2.2.51. 

The Relay Service Code information element is coded as shown in figure 12.5.1.i.1 and table 12.5.1.i.1.
The Relay Service Code is a type 3 information element with a length of 4 octets. The IEI of the Relay Service Code IE is 25.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Relay Service Code  IEI
	octet 1

	Relay Service Code
	octet 2

	:
	octet 4


Figure 12.5.1.i.1: Relay Service Code information element

Table 12.5.1.i.1: Relay Service Code information element
	Relay Service Code value (octet 2 to 4)

This contains the 24-bit Relay Service Code.



12.5.1.j
GPI
The purpose of the GPI information element is to include the GBA Push Information as defined in 3GPP TS 33.223 [aa]. 
The GPI information element is coded as shown in figure 12.5.1.j.1 and table 12.5.1.j.1.
The GPI is a type 3 information element with a variable length. The IEI of the GPI IE is 24.

	8
	7
	6
	5
	4
	3
	2
	1
	

	GPI IEI
	octet 1

	Length of GPI contents
	octet 2

	GPI 
:
	octet 3


	:
	octet n


Figure 12.5.1.j.1: GPI information element

Table 12.5.1.j.1: GPI information element
	GPI value (octet 3 to 9)

GPI message layout as defined in 3GPP TS 33.223 [aa]



12.5.1.k
PRUK ID
The purpose of the PRUK ID information element is to provide the ProSe UE-to-network relay with the latest PRUK ID at the remote UE when the remote UE triggers rekeying.

The PRUK ID information element is coded as shown in figure 12.5.1.k.1 and table 12.5.1.k.1.
The PRUK ID is a type 3 information element with a length of 9 octets. The IEI of the PRUK ID IE is 8.

	8
	7
	6
	5
	4
	3
	2
	1
	

	PRUK ID IEI
	octet 1

	PRUK ID
:
	octet 2


	:
	octet 9


Figure 12.5.1.k.1: PRUK ID information element

Table 12.5.1.k.1: PRUK ID information element
	PRUK ID value (octet 2 to 9)

This contains the PRUK ID



12.5.1.l
AUTS
The purpose of the AUTS information element is to provide the network with the necessary information to begin a re-synchronisation as part of the AKA procedure (see 3GPP TS 33.102[zz]).
The AUTS information element is coded as shown in figure 12.5.1.l.1 and table 12.5.1.l.1.
The AUTS is a type 3 information element with a length of 15 octets. The IEI of the AUTS IE is 9.

	8
	7
	6
	5
	4
	3
	2
	1
	

	AUTS IEI
	octet 1

	AUTS
:
	octet 2


	:
	octet 15


Figure 12.5.1.l.1: AUTS information element

Table 12.5.1.l.1: AUTS information element
	AUTS value (octet 2 to 15)

This contains AUTS (see 3GPP TS 33.102 [zz])




12.5.1.m
RAND

The purpose of the RAND information element is to provide the mobile station with a non-predictable challenge for the AKA procedure.

The RAND information element is coded as shown in figure 12.5.1.m.1 and table 12.5.1.m.1.
The RAND is a type 3 information element with a length of 17 octets. The IEI of the RAND IE is 10.
	8
	7
	6
	5
	4
	3
	2
	1
	

	RAND IEI
	octet 1

	RAND value
	octet 2

	
	

	
	octet 17




Figure 12.5.1.m.1: RAND information element

Table 12.5.1.m.1: RAND information element
	RAND value (octet 2, 3,... and 17)
The RAND value consists of 128 bits. 


12.5.1.n
UE Security Capabilities
The UE Security Capabilities information element is used to indicate which security algorithms are supported by the UE. 
The UE Security Capabilities information element is coded as shown in figure 12.5.1.n.1 and table 12.5.1.n.1.

The UE Security Capabilities is a type 3 information element with a length of 3 octets. The IEI of the UE Security Capabilities IE is 11.
	8
	7
	6
	5
	4
	3
	2
	1
	

	UE security capabilities IEI
	octet 1

	EEA0
	128-

EEA1
	128-

EEA2
	128-

EEA3
	EEA4
	EEA5
	EEA6
	EEA7
	octet 2

	EIA0
	128-

EIA1
	128-

EIA2
	128-

EIA3
	EIA4
	EIA5
	EIA6
	EIA7
	octet 3


Figure 12.5.1.n.1: UE Security Capabilities information element

Table 12.5.1.n.1: UE Security Capabilities information element

	EPS encryption algorithms supported (octet 2)

	

	EPS encryption algorithm EEA0 supported (octet 2, bit 8)

	0
	
	
	
	EPS encryption algorithm EEA0 not supported

	1
	
	
	
	EPS encryption algorithm EEA0 supported

	

	EPS encryption algorithm 128-EEA1 supported (octet 2, bit 7)

	0
	
	
	
	EPS encryption algorithm 128-EEA1 not supported

	1
	
	
	
	EPS encryption algorithm 128-EEA1 supported

	

	EPS encryption algorithm 128-EEA2 supported (octet 2, bit 6)

	0
	
	
	
	EPS encryption algorithm 128-EEA2 not supported

	1
	
	
	
	EPS encryption algorithm 128-EEA2 supported

	

	EPS encryption algorithm 128-EEA3 supported (octet 2, bit 5)

	0
	
	
	
	EPS encryption algorithm 128-EEA3 not supported

	1
	
	
	
	EPS encryption algorithm 128-EEA3 supported

	

	EPS encryption algorithm EEA4 supported (octet 2, bit 4)

	0
	
	
	
	EPS encryption algorithm EEA4 not supported

	1
	
	
	
	EPS encryption algorithm EEA4 supported

	

	EPS encryption algorithm EEA5 supported (octet 2, bit 3)

	0
	
	
	
	EPS encryption algorithm EEA5 not supported

	1
	
	
	
	EPS encryption algorithm EEA5 supported

	

	EPS encryption algorithm EEA6 supported (octet 2, bit 2)

	0
	
	
	
	EPS encryption algorithm EEA6 not supported

	1
	
	
	
	EPS encryption algorithm EEA6 supported

	

	EPS encryption algorithm EEA7 supported (octet 1, bit 1)

	0
	
	
	
	EPS encryption algorithm EEA7 not supported

	1
	
	
	
	EPS encryption algorithm EEA7 supported

	

	EPS integrity algorithms supported (octet 3)

	

	EPS integrity algorithm EIA0 supported (octet 3, bit 8)

	0
	
	
	
	EPS integrity algorithm EIA0 not supported

	1
	
	
	
	EPS integrity algorithm EIA0 supported

	

	EPS integrity algorithm 128-EIA1 supported (octet 3, bit 7)

	0
	
	
	
	EPS integrity algorithm 128-EIA1 not supported

	1
	
	
	
	EPS integrity algorithm 128-EIA1 supported

	

	EPS integrity algorithm 128-EIA2 supported (octet 3, bit 6)

	0
	
	
	
	EPS integrity algorithm 128-EIA2 not supported

	1
	
	
	
	EPS integrity algorithm 128-EIA2 supported

	

	EPS integrity algorithm 128-EIA3 supported (octet 3, bit 5)

	0
	
	
	
	EPS integrity algorithm 128-EIA3 not supported

	1
	
	
	
	EPS integrity algorithm 128-EIA3 supported

	

	EPS integrity algorithm EIA4 supported (octet 3, bit 4)

	0
	
	
	
	EPS integrity algorithm EIA4 not supported

	1
	
	
	
	EPS integrity algorithm EIA4 supported

	

	EPS integrity algorithm EIA5 supported (octet 3, bit 3)

	0
	
	
	
	EPS integrity algorithm EIA5 not supported

	1
	
	
	
	EPS integrity algorithm EIA5 supported

	

	EPS integrity algorithm EIA6 supported (octet 3, bit 2)

	0
	
	
	
	EPS integrity algorithm EIA6 not supported

	1
	
	
	
	EPS integrity algorithm EIA6 supported

	

	EPS integrity algorithm EIA7 supported (octet 3, bit 1)

	0
	
	
	
	EPS integrity algorithm EIA7 not supported

	1
	
	
	
	EPS integrity algorithm EIA7 supported


12.5.1.o
Chosen Algorithms
The purpose of the Chosen Algorithms information element is to indicate the algorithms to be used for ciphering and integrity protection.

The Chosen Algorithms information element is coded as shown in figure 12.5.1.o.1 and table 12.5.1.o.1.

The Chosen Algorithms is a type 3 information element with a length of 2 octets. The IEI of the Chosen Algorithms IE is 12.
	8
	7
	6
	5
	4
	3
	2
	1
	

	Chosen Algorithms IEI
	octet 1

	0

spare
	Type of ciphering algorithm
	0

spare
	Type of integrity protection algorithm
	octet 2


Figure 12.5.1.o.1: Chosen Algorithms information element

Table 12.5.1.o.1: Chosen Algorithms information element

	Type of integrity protection algorithm (octet 2, bit 1 to 3)

	Bits

	3
	2
	1
	
	

	0
	0
	0
	
	EPS integrity algorithm EIA0 (null integrity protection algorithm)

	0
	0
	1
	
	EPS integrity algorithm 128-EIA1

	0
	1
	0
	
	EPS integrity algorithm 128-EIA2

	0
	1
	1
	
	EPS integrity algorithm 128-EIA3

	1
	0
	0
	
	EPS integrity algorithm EIA4

	1
	0
	1
	
	EPS integrity algorithm EIA5

	1
	1
	0
	
	EPS integrity algorithm EIA6

	1
	1
	1
	
	EPS integrity algorithm EIA7

	

	Type of ciphering algorithm (octet 2, bit 5 to 7)

	Bits

	7
	6
	5
	
	

	0
	0
	0
	
	EPS encryption algorithm EEA0 (null ciphering algorithm)

	0
	0
	1
	
	EPS encryption algorithm 128-EEA1

	0
	1
	0
	
	EPS encryption algorithm 128-EEA2

	0
	1
	1
	
	EPS encryption algorithm 128-EEA3

	1
	0
	0
	
	EPS encryption algorithm EEA4

	1
	0
	1
	
	EPS encryption algorithm EEA5

	1
	1
	0
	
	EPS encryption algorithm EEA6

	1
	1
	1
	
	EPS encryption algorithm EEA7

	

	Bit 4 and 8 of octet 2 are spare and shall be coded as zero.

	


12.5.1.p
LSB of KD-sess ID
The purpose of the LSB of KD-sess ID information element is to carry the 16 least significant bits of the KD-sess ID.
The LSB of KD-sess ID IE is a type 3 information element, with a length of 1 octet. The IEI of the LSB of KD-sess ID IE is 13.

The LSB of KD-sess ID information element is coded as shown in figure 12.5.1.p.1 and table 12.5.1.p.1.
	8
	7
	6
	5
	4
	3
	2
	1
	

	LSB of KD-sess ID IEI
	octet 1

	LSB of KD-sess ID Content
	octet 2


Figure 12.5.1.p.1: LSB of KD-sess ID information element

Table12.5.1.p.1: LSB of KD-sess ID information element

	LSB of KD-sess ID value (octet 2)

This contains the 8 least significant bits of KD-sess ID.




12.5.1.q
MSB of KD-sess ID
The purpose of the MSB of KD-sess ID information element is to carry the 8 most significant bits of the KD-sess ID.
The MSB of KD-sess ID IE is a type 3 information element, with a length of 1 octet. The IEI of the MSB of KD-sess ID Request Nonce IE is 14.

The MSB of KD-sess ID information element is coded as shown in figure 12.5.1.q.1 and table 12.5.1.q.1.
	8
	7
	6
	5
	4
	3
	2
	1
	

	MSB of KD-sess ID IEI
	octet 1

	MSB of KD-sess ID Content
	octet 2


Figure 12.5.1.q.1: MSB of KD-sess ID information element

Table12.5.1.q.1: MSB of KD-sess ID information element

	MSB of KD-sess ID value (octet 2)

This contains the 16 most significant bits of KD-sess ID.




12.5.1.r
LSB of KD ID
The purpose of the LSD of KD ID information element is to carry the 16 least significant bits of the KD ID.
The LSB of KD ID IE is a type 3 information element, with a length of 2 octets. The IEI of the LSB of KD ID is 15.

The LSB of KD ID information element is coded as shown in figure 12.5.1.r.1 and table 12.5.1.r.1.
	8
	7
	6
	5
	4
	3
	2
	1
	

	LSD of KD ID IEI
	octet 1

	LSB of KD ID Content
	octet 2

	
	octet 3


Figure 12.5.1.r.1: LSB of KD ID information element

Table12.5.1.r.1: LSB of KD ID information element

	LSB of KD ID value (octet 2 to 3)

This contains the 16 least significant bits of KD ID.




12.5.1.s
MSB of KD ID
The purpose of the MSB of KD ID information element is to carry the 16 most significant bits of the KD ID.
The MSB of KD ID IE is a type 3 information element, with a length of 2 octets. The IEI of the MSB of KD ID IE is 16.

The MSB of KD ID information element is coded as shown in figure 12.5.1.s.1 and table 12.5.1.s.1.
	8
	7
	6
	5
	4
	3
	2
	1
	

	MSD of KD ID IEI
	octet 1

	MSB of KD ID Content
	octet 2

	
	octet 3


Figure 12.5.1.s.1: MSB of KD ID information element

Table12.5.1.s.1: MSB of KD ID information element

	MSB of KD ID value (octet 2 to 3)

This contains the 16 most significant bits of KD ID.




12.5.1.t
KD ID
The purpose of the KD ID information element is to carry the identity of the KD held by a UE.
The KD ID IE is a type 3 information element, with a length of 4 octets. The IEI of the KD ID IE is 17.

The KD ID information element is coded as shown in figure 12.5.1.t.1 and table 12.5.1.t.1.
	8
	7
	6
	5
	4
	3
	2
	1
	

	KD ID IEI
	octet 1

	KD ID Content
	octet 2



	
	octet 5


Figure 12.5.1.t.1: KD ID information element

Table12.5.1.t.1: KD ID information element

	KD ID value (octet 2 to 5)

This contains the 32-bit identifier of a KD.




12.5.1.u
KD Freshness 
The purpose of the KD Freshness information element is to indicate the nonce value generated by initiating PKMF to ensure that any calculated KD is fresh.

The KD Freshness parameter IE is a type 3 information element, with a length of 16 octets. The IEI of the KD Freshness IE is 18.

The KD Freshness parameter information element is coded as shown in figure 12.5.1.u.1 and table 12.5.1.u.1.
	8
	7
	6
	5
	4
	3
	2
	1
	

	KD Freshness IEI
	octet 1

	KD Freshness Content
	octet 2



	
	octet 17


Figure 12.5.1.u.1: KD Freshness information element

Table12.5.1.u.1: KD Freshness information element

	KD Freshness value (octet 2 to 17)

This contains the 128-bit nonce value.




12.5.1.v
Nonce_1
The purpose of the Nonce_1 information element is to indicate the nonce value generated by the UE which initiated the direct link setup procedure or direct link rekeying procedure.

The Nonce_1 IE is a type 3 information element, with a length of 16 octets. The IEI of the Nonce_1 IE is 19.

The Nonce_1 information element is coded as shown in figure 12.5.1.v.1 and table 12.5.1.v.1.
	8
	7
	6
	5
	4
	3
	2
	1
	

	Nonce_1 IEI
	octet 1

	Nonce_1 Content
	octet 2



	
	octet 17


Figure 12.5.1.v.1: Nonce_1 information element

Table12.5.1.v.1: Nonce_1 information element

	Nonce1 value (octet 2 to 17)

This contains the 128-bit nonce value.




12.5.1.w
Nonce_2

The purpose of the Nonce_2 information element is to indicate the nonce value generated by the UE which initiated the direct security mode control procedure.

The Nonce_2 IE is a type 3 information element, with a length of 16 octets. The IEI of the Nonce_2 IE is 20.

The Nonce_2 information element is coded as shown in figure 12.5.1.w.1 and table 12.5.1.w.1. 
	8
	7
	6
	5
	4
	3
	2
	1
	

	Nonce_2 IEI
	octet 1

	Nonce_2 Content
	octet 2



	
	octet 17


Figure 12.5.1.w.1: Nonce_2 information element

Table12.5.1.w.1: Nonce_2 information element

	Nonce_2 value (octet 2 to 17)

This contains the 128-bit nonce value.




12.5.1.x
Auth Flag
The purpose of the Auth Flag information element is to indicate that the KD is to be refreshed..

The Auth Flag IE is a type 3 information element, with a length of 2 octets. The IEI of the Auth Flag IE is 21.

The Auth Flag information element is coded as shown in figure 12.5.1.x.1 and table 12.5.1.x.1.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Auth Flag IEI
	octet 1

	Auth Flag Content
	octet 2


Figure 12.5.1.x.1: Auth Flag information element

Table12.5.1.x.1: Auth Flag information element
	Auth Flag value (octet 2)


	Bits

	1
	
	

	0
	
	Reserved

	1
	
	KD is requested to be refreshed 

	

	Bit 2 to 8 of octet 2 are spare and shall be coded as zero.

	

	


12.5.1.y
Signature
The purpose of the Signature information element is to indicate the ECCSI signature calculated based on information exchanged during the direct link setup.

The Signature IE is a type 3 information element, with a length of 129 octets. The IEI of the Signature IE is 22.

The Signature information element is coded as shown in figure 12.5.1.y.1 and table 12.5.1.y.1.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Signature IEI
	octet 1

	Signature Content
	octet 2



	
	octet 130


Figure 12.5.1.y.1: Signature information element

Table12.5.1.y.1: Signature information element

	Signature value (octet 2 to 130)

This contains the signature with a length of 129 octets. The exact content structure is specified in 3GPP TS 33.303 [6].



12.5.1.z
Encrypted Payload
The purpose of the Encrypted Payload information element is to indicate the encrypted data encapsulating the shared secret key to be used for the established link.

The Encrypted Payload IE is a type 3 information element, with a variable length. The IEI of the Encrypted Payload IE is 23.

The Encrypted Payload information element is coded as shown in figure 12.5.1.z.1 and table 12.5.1.z.1.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Encrypted Payload IEI
	octet 1

	Encrypted Payload Content
	octet 2



	
	octet n


Figure 12.5.1.z.1: Encrypted Payload information element

Table12.5.1.z.1: Encrypted Payload information element

	Encrypted Payload value (octet 2 to n)

This contains the encrypted data content with a variable length. The exact content structure is specified in 3GPP TS 33.303 [6].



***** Next change *****
13.2
Timers of ProSe direct services procedures

Table 13.2.1: ProSe direct services timers – UE side

	TIMER NUM.
	TIMER VALUE
	CAUSE OF START
	NORMAL STOP
	ON 
EXPIRY

	T4000
	NOTE 1
	Upon receiving a ProSe Application Code with an associated T4000 timer in a DISCOVERY_RESPONSE message whose transaction ID contained in the <response-announce> element matches the value sent by the UE in a DISCOVERY_REQUEST message with the command set to "announce", as described in subclause 6.2.2.4.
Upon receiving a ProSe Application Code with an associated T4000 timer in the Update Info in the <discovery-update-request> element in a DISCOVERY_UPDATE_REQUEST message and the Discovery Entry ID in the <discovery-update-request> element is known, as described in subclause 6.2.7.3.
	Upon receiving a new T4000 timer value for the same ProSe Application Code or receiving a new Timer associated with a new ProSe Application Code for the same ProSe Application ID in a DISCOVERY_RESPONSE message.

When the UE selects a new PLMN.
Upon receiving a <discovery-update-request> element in a DISCOVERY_UPDATE_REQUEST message and the Discovery Entry ID in the <discovery-update-request> element is known, as described in subclause 6.2.7.3.
	Stop announcing the associated ProSe Application Code over the PC5 interface and re-initiate the announce request procedure if the request from upper layers to announce the ProSe Application ID corresponding to the associated ProSe Application Code is still in place.

	T4002
	NOTE 2
	Upon receiving a Discovery Filter with an associated T4002 timer in a DISCOVERY_RESPONSE message whose transaction ID contained in the <response-monitor> element matches the value sent by the UE in a DISCOVERY_REQUEST message with the command set to "monitor", as described in subclause 6.2.3.4.
Upon receiving a Discovery Filter in the Update Info in the <discovery-update-request> element in a DISCOVERY_UPDATE_REQUEST message and the Discovery Entry ID in the <discovery-update-request> element is known, as described in subclause 6.2.7.3.
	Upon receiving a new T4002 timer value for the same Discovery Filter in a DISCOVERY_RESPONSE message.
Upon receiving a <discovery-update-request> element in a DISCOVERY_UPDATE_REQUEST message and the Discovery Entry ID in the <discovery-update-request> element is known, as described in subclause 6.2.7.3.
	Stop using the associated Discovery Filter for ProSe direct discovery monitoring over the PC5 interface and re-initiate the monitor request procedure, if the request from upper layers to monitor the ProSe Application ID corresponding to the associated Discovery Filter is still in place.

	T4004
	NOTE 3
	Upon receiving a T4004 timer in a MATCH_REPORT_ACK message whose transaction ID contained in the <match-ack> element matches the value sent by the UE in a MATCH_REPORT message, as described in subclause 6.2.4.4.
	Upon receiving a new T4004 timer value for the same ProSe Application Code in a MATCH_REPORT_ACK message. 

Upon receiving a MATCH_REPORT_ACK message with a <match-reject> element containing PC3 Control Protocol cause value is #5.
	The UE may inform the upper layers that the corresponding ProSe Application ID is no longer matched.

	T4005
	NOTE 4
	Upon receiving a monitoring, announcing, discoveree operation, discoverer operation or communication policy for a given PLMN with an associated T4005 value in the ProSe service authorisation as described in subclause 5.1.3.
	When the service authorisation for the corresponding PLMN is revoked by the ProSe Function.

Upon receiving a new T4005 timer value for the same operation (monitoring, announcing, discoveree operation, discoverer operation or communication) in the same PLMN.
	Stop the monitoring, announcing, discoveree, discoverer or communication operation in the corresponding PLMN and re-initiate the service authorisation procedure if the UE wants to continue performing announcing, monitoring, discoveree, discoverer or communication operation in that 
PLMN.

	T4006
	NOTE 3
	Upon receiving a T4006 timer in a MATCH_REPORT_ACK message whose transaction ID contained in the <match-ack> element matches the value sent by the UE in a MATCH_REPORT message, as described in subclause 6.2.4.4.
	Upon receiving a new T4006 timer value for the same ProSe Application Code in a MATCH_REPORT_ACK message.

When the corresponding T4004 timer for the ProSe Application Code is stopped or expires.
	The UE needs to

send a Match Report on next instance it detects the corresponding ProSe Application Code.

	T4007
	NOTE 5
	Upon receiving a ProSe Restricted Code or ProSe Restricted Code Prefix with an associated T4007 timer in a DISCOVERY_RESPONSE message whose transaction ID contained in the <restricted-announce-response> element matches the value sent by the UE in a DISCOVERY_REQUEST message with the command set to "announce" and the Discovery Type set to "Restrict discovery", as described in subclause 6.2.2A.4.
Upon receiving a ProSe Restricted Code with an associated T4007 timer in the Update Info in the <discovery-update-request> element in a DISCOVERY_UPDATE_REQUEST message and the Discovery Entry ID in the <discovery-update-request> element is known, as described in subclause 6.2.6.3.
	Upon receiving a new T4007 timer value for the same ProSe Restricted Code or ProSe Restricted Code Prefix, or upon receiving a new T4007 timer associated with a new ProSe Restricted Code or ProSe Restricted Code Prefix for the same RPAUID in a DISCOVERY_RESPONSE message.

When the UE selects a new PLMN.
Upon receiving a ProSe Restricted Code with an associated T4007 timer in the Update Info in the <discovery-update-request> element in a DISCOVERY_UPDATE_REQUEST message and the Discovery Entry ID in the <discovery-update-request> element is known, as described in subclause 6.2.6.3.
	Stop announcing the associated ProSe Restricted Code over the PC5 interface if the ProSe Restricted Code is already allocated; and re-initiate the announce request procedure if the request from upper layers to announce the RPAUID corresponding to the associated ProSe Restricted Code is still in place.

	T4009
	NOTE 6
	Upon receiving a Restricted Discovery Filter with an associated T4009 timer in a DISCOVERY_RESPONSE message whose transaction ID contained in the <restricted-monitor-response> element matches the value sent by the UE in a DISCOVERY_REQUEST message with the command set to "monitor" and the Discovery Type set to "Restrict discovery", as described in subclause 6.2.3A.4.
Upon receiving a Restricted Discovery Filter in the Update Info in the <discovery-update-request> element in a DISCOVERY_UPDATE_REQUEST message and the Discovery Entry ID in the <discovery-update-request> element is known, as described in subclause 6.2.6.2.
	Upon receiving one or more new T4009 timer values for the same discovery entry in a DISCOVERY_RESPONSE message.

Upon receiving a Restricted Discovery Filter in the Update Info in the <discovery-update-request> element in a DISCOVERY_UPDATE_REQUEST message and the Discovery Entry ID in the <discovery-update-request> element is known, as described in subclause 6.2.6.2.
	Stop using the associated Restricted Discovery Filter for restricted ProSe direct discovery monitoring over the PC5 interface and re-initiate the monitor request procedure, if the request from upper layers to monitor the corresponding discovery target is still in place.

	T4011
	NOTE 7
	Upon receiving a ProSe Response Code and Discovery Query Filters with an associated T4011 timer in a DISCOVERY_RESPONSE message whose transaction ID contained in the < restricted-discoveree-response > element matches the value sent by the UE in a DISCOVERY_REQUEST message with the command set to "response" and the Discovery Type set to "Restrict discovery", as described in subclause 6.2.2B.4.
	Upon receiving a new T4011 timer value for the same discovery entry in a DISCOVERY_RESPONSE message.

When the UE selects a new PLMN.
	Stop announcing the associated ProSe Response Code or monitoring with the associated Discovery Query Filter(s) over the PC5 interface and re-initiate the discoveree request procedure if the request from upper layers to announce the RPAUID in Model B is still in place.

	T4013
	NOTE 8
	Upon receiving a ProSe Query Code and Discovery Response Filters with an associated T4013 timer in a DISCOVERY_RESPONSE message whose transaction ID contained in the < restricted-discoverer-response > element matches the value sent by the UE in a DISCOVERY_REQUEST message with the command set to "query" and the Discovery Type set to "Restrict discovery", as described in subclause 6.2.3B.4.
	Upon receiving a new T4013 timer value for the same discovery entry in a DISCOVERY_RESPONSE message.


	Stop announcing the associated ProSe Query Code or monitoring with the associated Discovery Response Filter(s) over the PC5 interface and re-initiate the discoverer request procedure if the request from upper layers to query for the same targets in Model B is still in place.

	T4015
	NOTE 4
	Upon receiving a ProSe Discovery UE ID with an associated T4015 value in the ProSe service authorisation as described in subclause 5.1.3.
	Upon receiving a new ProSe Discovery UE ID.
	Stop performing ProSe restricted discovery and re-initiate the service authorisation procedure if the UE wants to continue performing ProSe restricted discovery.

	T4016
	NOTE 13
	Upon receiving a T4016 timer in a MATCH_REPORT_ACK message whose transaction ID contained in the <restricted-match-ack> element matches the value sent by the UE in a MATCH_REPORTmessage, as described in subclause 6.2.4A.4 or 6.2.4B.4.
	Upon receiving a new T4016 timer value for the same ProSe Restricted Code or ProSe Response Code in a MATCH_REPORT_ACK message.

Upon receiving a MATCH_REPORT_ACK message with a <match-reject> element containing PC3 Control Protocol cause value #5.
	The UE may inform the upper layers that the corresponding RPAUID is no longer matched.

	T4017
	NOTE 13
	Upon receiving a T4017 timer in a MATCH_REPORT_ACK message whose transaction ID contained in the <restricted-match-ack> element matches the value sent by the UE in a MATCH_REPORTmessage, as described in subclause 6.2.4A.4.
	Upon receiving a new T4017 timer value for the same ProSe Restricted Code or ProSe Response Code in a MATCH_REPORT_ACK message.

When the corresponding T4016 timer for the ProSe Restricted Code or ProSe Response Code is stopped or expires.
	The UE needs to

send a Match Report on next instance it detects the corresponding ProSe Restricted Code or ProSe Response Code.

	T4100
	
	Upon sending a DIRECT_COMMUNICATION_REQUEST message
	Upon receiving a DIRECT_COMMUNICATION_ACCEPT or DIRECT_COMMUNICATION_REJECT message from the target UE
	Retransmission of DIRECT_COMMUNICATION_SETUP message

	T4101
	
	DIRECT_COMMUNICATION_KEEPALIVE message sent
	Upon Receiving a DIRECT_COMMUNICATION_KEEPALIVE_ACK message or other PC5 Signaling message or user data from the peer UE
	Retransmission of DIRECT_COMMUNICATION_KEEPALIVE message

	T4102
	
	Upon Receiving a DIRECT_COMMUNICATION_KEEPALIVE_ACK message, or other PC5 Signaling message, or any user data from the peer UE
	Upon receiving an upper layer request to check whether the direct link is alive and sending out a DIRECT_COMMUNICATION_KEEPALIVE message


	Send a DIRECT_COMMUNICATION_KEEP_ALIVE message

	T4103
	
	Upon sending a DIRECT_COMMUNICATION_RELEASE message
	Upon receiving a DIRECT_COMMUNICATION_RELEASE_ACCEPT message from the peer UE.
	Stop using the corresponding direct link for one-to-one communication

	T4104
	NOTE 9 
	Upon receiving a ProSe Layer2 Group ID with an associated T4104 timer in a TMGI_MONITORING_RESPONSE message, as described in subclause 10.5.
	Upon receiving one or more new T4104 timer values for the same ProSe Layer2 Group ID in a TMGI_MONITORING_RESPONSE message.
	Stop using the associated ProSe Layer2 Group ID to receive the corresponding MBMS content over the PC5 interface and re-initiate the TMGI monitoring request procedure, if the request from upper layers to receive the MBMS content for the given TMGI is still in place.

	T4105
	NOTE 10
	Upon assigning a ProSe Layer2 Group ID with an associated T4104 value to the remote UE, as described in subclause 10.5.
	Upon sending a new TMGI_MONITORING_RESPONSE for the same TMGI.
	Delete the associated TMGI and MBMS SAI list.

	T4106
	NOTE 11
	Upon receiving a T4106 value in a CELL_ID_ANNOUNCEMENT_RESPONSE message as described in subclause 10.6.
	Upon receiving one or more new T4106 timer values in a CELL_ID_ANNOUNCEMENT_RESPONSE message.
	Re-initiate the cell ID announcement request procedure, if the upper layer application still needs to obtain ECGI of the cell serving the ProSe UE-to-network relay.

	T4107
	NOTE 12
	Upon sending a CELL_ID_ANNOUNCEMENT_RESPONSE message as described in subclause 10.6.
	Upon sending a new CELL_ID_ANNOUNCEMENT_RESPONSE message.
	Stop the cell ID announcement in the PC5_DISCOVERY message for Relay Discovery Additional Information.

	T4108
	
	Upon receiving a Maximum Inactivity Period IE in DIRECT_COMMUNICATION_KEEPALIVE message; or when the UE has no more message or user data to send over the direct link.
	Upon sending or receiving a PC5 Signaling message or user data over the direct link
	Either initiate the direct link keepalive procedure or direct link release procedure.

	T41xx
	
	Upon sending a DIRECT_SECURITY_MODE_COMMAND message.
	Upon receiving the  DIRECT_SECURITY_MODE_COMPLETE or DIRECT_SECURITY_MODE_REJECT message.
	Sending a DIRECT_COMMUNICATION_REJECT if the security mode control procedure is triggered by the DIRECT_COMMUNICATION_REQUEST message from the peer UE.

	T41yy
	
	Upon sending a DIRECT_REKEYING_REQUEST  message.
	Upon receiving the DIRECT_REKEYING_RESPONSE message or receiving a DIRECT_REKEYING_REQUEST message from the peer UE and satisfying the conditions specified in subclause 10.4.X.
	Retransmission of DIRECT_REKEYING_REQUEST message.

	T41zz
	
	Upon sending a DIRECT_REKEYING_TRIGGER message.
	Upon receiving the DIRECT_REKEYING_REQUEST message from the remote UE containing an Auth-Flag IE.
	Retransmission of DIRECT_REKEYING_TRIGGER message.

	NOTE 1:
The value of this timer is provided by the ProSe Function during the announce request and discovery update procedure for open ProSe direct discovery.

NOTE 2:
The value of this timer is provided by the ProSe Function during the monitor request and discovery update procedure for open ProSe direct discovery.

NOTE 3:
The value of this timer is provided by the ProSe Function during the match report procedure for open ProSe direct discovery.

NOTE 4:
The value of this timer is provided by the ProSe Function during service authorisation procedure.
NOTE 5:
The value of this timer is provided by the ProSe Function during the announce request and discovery update procedure for restricted ProSe direct discovery model A.
NOTE 6:
The value of this timer is provided by the ProSe Function during the monitor request and discovery update procedure for restricted ProSe direct discovery model A.

NOTE 7:
The value of this timer is assigned by the ProSe Function during the discoveree request procedure for restricted ProSe direct discovery model B.
NOTE 8:
The value of this timer is assigned by the ProSe Function during the discoverer request procedure for restricted ProSe direct discovery model B.

NOTE 9:
The value of this timer is provided by the ProSe UE-to-network relay UE during the TMGI monitoring request procedure.

NOTE 10:
The value of this timer is assigned by the ProSe UE-to-network relay UE during the TMGI monitoring request procedure

NOTE 11:
The value of this timer is provided by the ProSe UE-to-network relay UE during the cell ID announcement request procedure.

NOTE 12:
The value of this timer is assigned by the ProSe UE-to-network relay UE during the cell ID announcement request procedure.
NOTE 13:
The value of this timer is provided by the ProSe Function during the match report procedure for restricted ProSe direct discovery model  A or match report procedure for restricted ProSe direct discovery model B.


Table 13.2.2: ProSe direct services timers – ProSe Function side

	TIMER NUM.
	TIMER VALUE
	CAUSE OF START
	NORMAL STOP
	ON 
EXPIRY

	T4001
	NOTE 1
	Upon assigning a ProSe Application Code with an associated T4000 value to the UE, as described in subclause 6.2.2.3 and subclause 6.2.7.2.
	Upon receiving a new DISCOVERY_REQUEST message from the UE with the command set to "announce" for the same ProSe Application ID.
	Delete the association between the UE, the requested ProSe Application ID and the corresponding ProSe Application Code allocated by the ProSe Function.

	T4003
	NOTE 2
	Upon assigning a Discovery Filter with an associated T4002 value to the UE, as described in subclause 6.2.3.3 and subclause 6.2.7.2.
	Upon receiving a new DISCOVERY_REQUEST message from the UE with the command set to "monitor" for the same ProSe Application ID
	Delete the association between the UE, the requested ProSe Application ID and the corresponding Discovery Filter allocated by the ProSe Function.

	T4008
	NOTE 3
	Upon assigning a ProSe Restricted Code or ProSe Restricted Code Prefix with an associated T4007 value to the UE, as described in subclause 6.2.2A.3 and subclause 6.2.6.3.
	Upon receiving a new DISCOVERY_REQUEST message from the UE with the command set to "announce" for the same RPAUID or discovery entry ID. Set to be the same as the discovery entry in which this timer is running.
	Delete the association between the UE, the  RPAUID and the corresponding ProSe Restricted Code or ProSe Restricted Code Prefix allocated by the ProSe Function.

	T4010
	NOTE 4
	Upon assigning a Restricted Discovery Filter with an associated T4009 value to the UE, as described in subclause 6.2.3A.3 and subclause 6.2.6.2.
	Upon receiving a new DISCOVERY_REQUEST message from the UE with the command set to "monitor" and discovery entry ID set to be the same as the discovery entry in which this timer is running.
	Delete the association between the UE, the RPAUID and the corresponding Restricted Discovery Filter allocated by the ProSe Function.

	T4012
	NOTE 5
	Upon assigning a ProSe Query Code, ProSe Response Code and Discovery Query Filter(s) with an associated T4011 value to the UE, as described in subclause 6.2.2B.3.
	Upon receiving a new DISCOVERY_REQUEST message from the UE with the command set to "response" for the same RPAUID or discovery entry ID. Set to be the same as the discovery entry in which this timer is running.
	Delete the discovery entry in discoveree UE context which contains association between the UE, the RPAUID and the corresponding ProSe Query Code, ProSe Response Code, Discovery Query Filter(s) allocated by the ProSe Function.

	T4014
	NOTE 6
	Upon retrieving the ProSe Query Code, ProSe Response Code from discoveree UE context and assigning Discovery Response Filter(s) with an associated T4013 value to the UE, as described in subclause 6.2.3B.3.
	Upon receiving a new DISCOVERY_REQUEST message from the UE with the command set to "query" and discovery entry ID set to be the same as the discovery entry in which this timer is running.
	Delete the discovery entry in discoverer UE context which contains the association between the UE, the RPAUID and the corresponding Discovery Response Filter(s) allocated by the ProSe Function.

	T4018
	NOTE 7
	Upon assigning a ProSe Discovery UE ID with an associated T4015 value in the ProSe service authorisation as described in subclause 5.1.3.
	Upon assigning a new ProSe Discovery UE ID for the same UE.
	Delete the UE context related to the restricted discovery.



	NOTE 1:
The value of this timer is assigned by the ProSe Function during the announce request and discovery update procedure for open ProSe direct discovery.

NOTE 2:
The value of this timer is assigned by the ProSe Function during the monitor request and discovery update procedure for open ProSe direct discovery.
NOTE 3:
The value of this timer is assigned by the ProSe Function during the announce request and discovery update procedure for restricted ProSe direct discovery model A.
NOTE 4:
The value of this timer is assigned by the ProSe Function during the monitor request and discovery update procedure for restricted ProSe direct discovery model A.
NOTE 5:
The value of this timer is assigned by the ProSe Function during the discoveree request procedure for restricted ProSe direct discovery model B.
NOTE 6:
The value of this timer is assigned by the ProSe Function during the discoverer request procedure for restricted ProSe direct discovery model B.
NOTE 7:
The value of this timer is assigned by the ProSe Function during the service authorisation procedure.



NOTE:
Multiple timers T4001, T4003, T4008, T4010, T4012 and T4014 can run simultaneously in the ProSe Function.

***** End of changes *****
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