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* * * Second Change * * * *

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [7] and the following apply:

End-to-end security: media protection between two IMS UEs without being terminated by any intermediary node.

IM CN subsystem: (IP Multimedia CN subsystem) comprises of all CN elements for the provision of IP multimedia applications over IP multimedia sessions
IP multimedia session: set of multimedia senders and receivers and the data streams flowing from senders to receivers
IP multimedia sessions are supported by the IP multimedia CN Subsystem and are enabled by IP connectivity bearers (e.g. GPRS as a bearer). A user may invoke concurrent IP multimedia sessions.

MSC Server enhanced for ICS: An MSC Server that supports the network based ICS functionality.
MSC Server enhanced for SRVCC: An MSC Server that supports the network based SRVCC functionality.
* * * Third Change * * * *

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [7] and the following apply: An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [7].

ATCF
Access Transfer Control Function

ATGW
Access Transfer Gateway
B2BUA
Back-to-Back User Agent

BFCP
Binary Floor Control Protocol

BGCF
Breakout Gateway Control Function

CS-TrGW
CS (domain) TrGW
CVO
Coordination of Video Orientation
DRVCC
Dual Radio Voice Call Continuity
ECN
Explicit Congestion Notification

ECN-CE
ECN Congestion Experienced

IBCF
Interconnect Border Control Function

ICS
IMS Centralized Services

I-CSCF
Interrogating CSCF

IMS-ALG
IMS - Application Level Gateway

ITU-T
International Telecommunication Union – Telecommunication Standardization Sector

MboIP
Mb over IP
MPS
Multimedia Priority Service
MRFP
Multimedia Resource Function Processor

MSRP
Message Session Relay Protocol
NAT/NAPT
Network Address Translation / Network Address and Port Translation

NA (P) T-PT
Network Address (and Port) Translation - Protocol Translation 
OMR
Optimal Media Routeing

P-CSCF
Proxy CSCF

RTCP
Real Time Control Protocol

SCTP
Stream Control Transmission Protocol

SIP UA
SIP User Agent

UAC
User Agent Client

UAS
User Agent Server
URN
Uniform Resource Name
THIG
Topology Hiding Internetwork Gateway
TLS
Transport Layer Security

TRF
Transit and Roaming Function
TrGW
Translation GateWay

WAN
Wide Area Network

* * * Fourth Change * * * *

10.2.10
IMS end-to-end media plane security

10.2.10.1
End-to-end security for RTP based media
An IBCF and a TrGW may support the end-to-end IMS media plane security for RTP based media as specified in 3GPP TS 33.328 [32]. If supported, the IBCF shall use the following procedures.

If the IBCF receives SDP containing media lines with "RTP/SAVP" (see IETF RFC 3711 [34]) or "RTP/SAVPF" (see IETF RFC 5124 [35]) as transport protocol, the IBCF shall:

-
forward the SDP with unmodified transport protocol for those media lines;

-
apply the procedures to not offer or apply transcoding defined in subclause 10.2.5; and

-
provide "RTP/SAVP" or "RTP/SAVPF", as received in the SDP, to the TrGW as transport protocol for all related terminations, and not provide media related information to these terminations, to configure the TrGW to pass media and possibly associated RTCP control flows and not to reserve any resources.

NOTE:
RTP/SAVP or SAVPF are provided to the TrGW even though it does not reserve any resources for this as such, but this is needed in order to allocate dual ports to support RTCP flows. These are also controlled as described in subclause 10.2.3. For "RTP/SAVP" or "RTP/SAVPF", RTCP will be encrypted and can not be interpreted by the TrGW. Media information is also meaningless as encryption will modify the properties of the media streams. 
If the IBCF receives SDP containing SDES SDP attribute(s) according to IETF RFC 4568 [33], IBCF shall forward the SDP with unmodified SDES SDP attribute(s), but shall not provide the SDES SDP attribute(s) to the TrGW.
10.2.10.2
End-to-end security for TCP based media using TLS
An IBCF may support the end-to-end IMS media plane security for TCP based media using TLS as specified in 3GPP TS 33.328 [32]. If supported, the IBCF shall use the following procedures.
NOTE:
End-to-end IMS media plane security for TCP based media using TLS does not impact the TrGW.
End-to-end protection of MSRP (used in IMS session-based messaging) and BFCP (used in IMS conferencing) media is based on TLS, according to the TLS profile specified in Annex M of 3GPP TS 33.328 [32].
If the IBCF receives SDP containing media lines with "TCP/TLS/MSRP" (see IETF RFC 4975 [x1] and IETF RFC 6714 [x2]) and/or "TCP/TLS/BFCP" (see IETF RFC 4583 [x3]) as transport protocol, the IBCF shall:

· forward the SDP with unmodified transport protocol for those media lines and unmodified TLS related SDP attribute(s); and
· indicate "TCP" to the TrGW as transport protocol for all related terminations, and provide no media related information to these terminations, to configure the TrGW to pass media transparently.
* * * End of Changes * * * *

