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3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Access Network Discovery and Selection Function: In this specification, Access Network Discovery and Selection Function (ANDSF) is a network element specified in 3GPP TS 23.402 [6]. Unless otherwise specified, the term ANDSF is used to refer to both Home and Visited ANDSF.

Emergency session: In this specification, an emergency session is an emergency PDN connection established in E-UTRAN and handed over to a S2a based cdma2000® HRPD access network.

Home ANDSF: In this specification, the Home ANDSF (H-ANDSF) is an ANDSF element located in the home PLMN of a UE.

Set of Access network discovery information: In this specification, a set of Access network discovery information is the access network discovery information from a single ANDSF.

Set of Inter-system mobility policy: In this specification, a set of Inter-system mobility policy is the inter-system policy information received from a single ANDSF.

Visited ANDSF: In this specification, the Visited ANDSF (V-ANDSF) is an ANDSF element located in the visited PLMN of a UE.

Restrictive non-3GPP access network type I: a non-3GPP access network forwarding IP packets of TCP connections initiated by a served UE, with destination port 443, and with destination address outside of the non-3GPP access network, and discarding IP packets of some or all other TCP connections initiated by the served UE, with destination address outside of the non-3GPP access network.

Restrictive non-3GPP access network type II: a non-3GPP access network discarding IP packets of TCP connections initiated by a served UE, with destination address outside of the non-3GPP access network, where the non-3GPP access network contains HTTP proxy supporting HTTP CONNECT method for URIs with port 443 and with host outside of the non-3GPP access network.

Restrictive non-3GPP access network: restrictive non-3GPP access network type I or restrictive non-3GPP access network type II.

Firewall traversal tunnel (FTT): a TCP connection with TLS connection enabling passing of messages between UE in restrictive non-3GPP access network and ePDG.

Firewall traversal tunnel keep-alive time (FTT KAT): a maximum time between two subsequent messages sent by UE in the firewall traversal tunnel.

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.122 [4] apply:
EHPLMN
Home PLMN
RPLMN
Visited PLMN
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.402 [6] apply:
IFOM capable UE

Local Operating Environment Information

MAPCON capable UE

S2a
S2b
S2c
Non-seamless WLAN offload capable UE
Inter-APN routing capable UE
For the purposes of the present document, the following terms and definitions given in 3GPP TS 29.273 [17] apply:
STa

For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.301 [10] apply:
Evolved packet core network
Evolved packet system
For the purposes of the present document, the following terms and definitions given in WiMAX Forum Network Architecture Release 1.0 version 1.2 – Stage 3 [25] apply:
Network Access Provider

Network Service Provider

For the purposes of the present document, the following terms and definitions given in 3GPP TS 33.402 [15] apply:
External AAA server
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

AAA
Authentication, Authorization and Accounting

ACL
Access Control List
AKA
Authentication and Key Agreement

ANDSF
Access Network Discovery and Selection Function
ANDSF-SN
Access Network Discovery and Selection Function Server Name

ANID
Access Network Identity

APN
Access Point Name

DHCP
Dynamic Host Configuration Protocol

DM
Device Management
DNS
Domain Name System

DSMIPv6
Dual-Stack MIPv6

eAN/PCF
Evolved Access Network Packet Control Function

EAP
Extensible Authentication Protocol

EPC
Evolved Packet Core
ePDG
Evolved Packet Data Gateway

EPS
Evolved Packet System

ESP
Encapsulating Security Payload

FQDN
Fully Qualified Domain Name
GAA
Generic Authentication Architecture

GBA
Generic Bootstrapping Architecture
HA
Home Agent
H-ANDSF
Home-ANDSF

HRPD
High Rate Packet Data

HSGW
HRPD Serving Gateway

IEEE
Institute of Electrical and Electronics Engineers
IFOM
IP Flow Mobility

IKEv2
Internet Key Exchange version 2

IARP
Inter-APN Routing Policy
IPMS
IP Mobility Mode Selection
ISMP
Inter-system Mobility Policy
ISRP
Inter-system Routing Policy
I-WLAN
Interworking – WLAN
MAPCON
Multi Access PDN Connectivity

MO
Management Object
NAI
Network Access Identifier

NAP
Network Access Provider

NBM
Network based mobility management

NSP
Network Service Provider
NSWO
Non-seamless WLAN offload
OMA
Open Mobile Alliance
PCO
Protocol Configuration Options

P-GW
PDN Gateway

PDU
Protocol Data Unit

S-GW
Serving Gateway

SPI
Security Parameters Index

UE
User Equipment

UICC
Universal Integrated Circuit Card
V-ANDSF
Visited-ANDSF

W-APN
WLAN APN

WiMAX
Worldwide Interoperability for Microwave Access
WLAN
Wireless Local Area Network

WMF
WiMAX Forum

***** Next change *****
5.4
Data traffic routing of IP flows

5.4.1
General

In regards to the routing of IP flows, 3GPP TS 23.402 [6] defines the following UE capabilities: IFOM capability, inter-APN routing capability, NSWO capability and MAPCON capability.  Any of these capabilities can be enabled and disabled via UE configuration means outside of the scope of this document.  A capability that exists and has not been disabled is considered as supported. A capability that does not exist or the existing capability that has been disabled is considered as not supported.

NOTE: IFOM capability implies MAPCON capability. However, since these capabilities can be individually enabled or disabled, support for IFOM is separate from the support for MAPCON.   
A UE can have several sets of information about access technologies or access networks or both to assist in determining the data traffic routing of IP flows. These sets of information are:

-
the Inter-System Routing policies. The ISRP can be statically provisioned in the UE or it can be provided over the S14 interface by the H-ANDSF or the V-ANDSF or both;

-
the Local Operating Environment Information. The Local Operating Environment Information can be optionally generated by the UE locally and the contents of Local Operating Environment Information is implementation dependant; and

-
user preference settings.
This clause describes the relationship amongst these information sets and how they are used in order to route data traffic of IP flows. The Local Operating Environment Information does not apply to MAPCON rules in this version of the specification.
5.4.2
Access technology or access network selection
When selecting the access technologies or access networks or both to route the data traffic of IP flows, a UE supporting IFOM or non-seamless WLAN offload and provided with user preferences and having ISRP or Local Operating Environment Information or both may perform the following:
-
when selecting the access technology or access network or both for routing data traffic of a specific IP flow the user preference settings take precedence over ISRP (if present) and Local Operating Environment Information (if present).
When selecting the access technologies or access networks or both to route the data traffic of IP flows, a UE supporting IFOM or non-seamless WLAN offload and having both ISRP and Local Operating Environment Information and no user preference settings may perform the following:

-
if based on the content of Local Operating Environment the UE supporting IFOM or non-seamless WLAN offload decides that an access technology or access network or both do not meet implementation specific criteria for routing data traffic of a specfic IP flow, the UE may exclude that access technology or access network or both when deciding on the routing of the data traffic for those IP flows.
When selecting the access technologies or access networks or both to route the data traffic of IP flows, a UE supporting IFOM or non-seamless WLAN offload having Local Operating Environment Information and no available ISRP nor user preference settings may perform the following:
-
the UE supporting IFOM or non-seamless WLAN offload selects the access technology or access network or both for routing data traffic of a specific IP flow by evaluating the available access technologies or access networks against the Local Operating Environment Information.
When a UE supporting MAPCON selects the access technologies or access networks or both, to route the data traffic of a specific APN, the user preference settings shall take precedence over ISRP (if present).
***** Next change *****
6.8
Communication over the S14

6.8.1 General

In order to assist the UE with performing access network discovery and selection, ANDSF provides a set of information to the UE. This information contains:

-
the access network discovery and selection information to assist the UE with selecting the access network;

-
ISMP to control and assist the UE with performing the inter-system change or both;

-
ISRP information to control and assist a UE with selecting the access network to be used for routing different IP flows over different access networks, establishing PDN connections and identifying IP flows applicable for non-seamless WLAN offload; or 
-
IARP information to control and assist a UE with selecting a prioritised APN which is associated with an existing PDN connection for routing different IP flows.
The ANDSF can provide ISRP and IARP to a UE independently of the UE's support for IFOM, MAPCON, NSWO or Inter-APN routing.  A UE that does not support any of: IFOM, MAPCON, NSWO and Inter-APN routing, shall not apply the ISRP received from the ANDSF.
This set of information can either be provisioned in the UE by the home operator, or provided to the UE by the ANDSF over the S14 reference point via pull or push mechanisms as defined in 3GPP TS 23.402 [6] by means of the access network discovery and selection procedures as described in subclause 6.8.2. While roaming, the UE can receive a set of information from H-ANDSF or V-ANDSF or both. The V-ANDSF shall not provide any IARP to a roaming UE. If the roaming UE receives any IARP delivered by a V-ANDSF then the roaming UE shall ignore it.
The UE, located in the home PLMN, needs to discover the H-ANDSF by means of the discovery procedure as described in subclause 6.8.2.2.1. The UE, located in the visited PLMN, needs to discover the H-ANDSF or V-ANDSF or both by means of the discovery procedure as described in subclause 6.8.2.2.1.
Through push mechanisms the ANDSF can provide assistance information to the UE e.g. if the UE has previously used pull based ANDSF procedure or if OMA-DM bootstrapping is used as described in subclause 6.8.2.2.1A. Through pull mechanisms the UE can send a request to the ANDSF in order to get assistance information for access network discovery and selection.

ANDSF shall comply with local, national and regional requirements regarding the privacy and confidentiality of location information.
NOTE:
The regulation and legislations of the home operator of the ANDSF server determines whether the ANDSF server can store the user's location information.
6.8.2
Interaction with the Access Network Discovery and Selection Function

6.8.2.1
General

The S14 interface enables IP level communication between the UE and ANDSF. The protocols supported by the S14 interface are realized above the IP level. Both pull and push mechanisms may be supported for communication between the UE and the ANDSF. A combination of pull and push mechanisms may also be supported. The communication security over the S14 interface is specified in 3GPP TS 33.402 [15].
The UE, located in a home PLMN, can communicate securely with the H-ANDSF. The UE, located in a visited PLMN, can communicate securely with H-ANDSF or V-ANDSF or both.
The information is transferred between the UE and ANDSF using OMA DM as defined in OMA-ERELD-DM-V1_2 [39] with the management object as specified in 3GPP TS 24.312 [13].

6.8.2.2
UE procedures
6.8.2.2.1
UE discovering the ANDSF

The IP address of the H-ANDSF can be configured in the UE by the home operator.

When the UE is in its HPLMN or equivalent HPLMN, the UE may use DNS lookup as specified in IETF RFC 1035 [35] or DHCP query as specified in IETF RFC 6153 [37] to discover the IP address of the H-ANDSF. If the UE implements DHCP query, the preference between DNS lookup and DHCP query is UE implementation dependent. .

When the UE is in a visited PLMN, the UE shall use DNS lookup to discover the IP address of the ANDSF.
When performing a DNS lookup resolution for ANDSF, the UE shall apply the following procedures:

-
For the H-ANDSF discovery, the UE shall build a Fully Qualified Domain Name (FQDN) that shall be set to the ANFSF-SN FQDN as defined in 3GPP TS 23.003 [3] for the DNS request and select the IP address of the H-ANDSF included in the DNS response message.
-
For the V-ANDSF discovery, the V-ANDSF IP address by which the UE can contact the V-ANDSF is obtained by the UE through a DNS lookup by name as specified in IETF RFC 1035 [35]. The QNAME shall be set to the ANDSF-SN FQDN and included in the DNS Request as defined in 3GPP TS 23.003 [3], and select the IP address of the V-ANDSF included in the DNS response message.

6.8.2.2.1A
ANDSF communication security

According to 3GPP TS 33.402 [15], for the pull model, the UE and ANDSF shall use PSK TLS with GBA based shared key-based mutual authentication to establish a secure connection between UE and ANDSF as specified by subclause 5.4 of 3GPP TS 33.222 [44].

According to 3GPP TS 33.402 [15], for the push model, the UE and ANDSF shall use PSK TLS with GBA push based shared key-based mutual authentication to establish a secure connection between the UE and the ANDSF as specified by subclause 5.1 of 3GPP TS 33.223 [47].
In accordance with 3GPP TS 29.109 [43], the BSF shall provide either the UE's IMSI or IMPI to NAF, ie the ANDSF server.
OMA-DM's application level authentication mechanism does not need to be used with ANDSF, since mutual security association is already established on transport level using PSK-TLS as specified in 3GPP TS 33.402 [15]. According to OMA-ERELD-DM-V1_2 [39], however, each Managed Object (MO) shall have an access control list (ACL) that lists authorized OMA DM servers. In order to comply with OMA-ERELD-DM-V1_2 [39], the ANDSF-SN FQDN shall be used as server name in the ACL list. 

If the UE does not support the ANDSF security mechanism as specified in 3GPP TS 33.402 [15], or if the operator does not implement the GAA bootstrap framework specified in 3GPP TS 33.220 [42], appropriate communication security can be established with the ANDSF using OMA-DM's bootstrap, secure http (https) mechanism and WAP Push according to OMA-ERELD-DM-V1_2 [39].
6.8.2.2.2
Role of UE for Push model

The UE shall implement the push model of ANDSF in accordance with OMA-ERELD-DM-V1_2 [39] using WAP Push, which is applicable for 3GPP access networks only.
If the UE operates according to the GAA bootstrap framework specified in 3GPP TS 33.220 [42] and if the UE supports GBA Push as specified in 3GPP TS 33.223 [47], the UE shall accept the SMS as a valid ANDSF notification SMS if:

-
the notification SMS contains valid GBA Push Information (GPI) as specified in 3GPP TS 24.109 [52],

-
the X-WAP-Application-ID field (Push Application ID) in the WSP header indicates ANDSF, 

-
the WSP payload contains only the header part defined in 3GPP TS 24.109 [52] and the GPI parameter without any additional identifiers and 

-
the NAF FQDN in GPI conforms to the ANDSF-SN specified in 3GPP TS 23.003 [3].

The short code for the X-WAP-Application-ID is specified in subclause 8.1.3.

If the UE operates according to OMA DM bootstrap procedures as specified in OMA DM Enabler Release v.1.2, see OMA-ERELD-DM v1_2 [39], the UE shall accept the SMS as a valid ANDSF notification SMS if it contains an OMA DM General Package #0 message according to OMA-ERELD-DM v1_2 [39].

In the push model of communication, if the UE receives a valid ANDSF notification SMS from the ANDSF, the UE shall establish a secure data connection using the information received in the notification SMS.
If the UE receives an invalid ANDSF notification SMS it shall be ignored by the UE.
Upon establishing a secure connection between the UE and ANDSF, the UE may be provided with updated ISMP, information about available access networks and ISRP. The list of the information is described in subclause 6.8.1 and 6.8.2.3.3 and the correspondent ANDSF MO is defined in 3GPP TS 24.312 [13].


6.8.2.2.3
Role of UE for Pull model

In the pull model of communication, the UE sends a query to ANDSF to retrieve or update inter-system mobility policy or information about available access networks in its vicinity or both. A UE supporting IFOM, MAPCON, NSWO or any combination of these may also request ISRP. The UE will wait for an implementation dependent time for an answer from the ANDSF. If ANDSF does not respond within that time, further action by the UE is implementation dependent. The UE may provide to ANDSF the UE's location information including, if available, the location parameters (for example, cell identities or the MAC address of the WLAN AP) associated with the Radio Access Networks the UE has discovered in its current location at the time the UE sends a query to ANDSF; the format of the location information is described as UE_Location in ANDSF MO defined in 3GPP TS 24.312 [13].
After communicating with ANDSF, the UE may be provided with updated inter-system policy, information about available access networks, ISRP and IARP. The list of the information is described in subclause 6.8.1 and 6.8.2.3.3 and the correspondent ANDSF MO is defined in 3GPP TS 24.312 [13].

The UE may start Pull model communication with ANDSF based upon the information previously received from the ANDSF (e.g. based on the value of UpdatePolicy leaf defined in 3GPP TS 24.312 [13]). The UE capable of IFOM, MAPCON, or non-seamless WLAN offload (or any combination of these capabilities) can have all these capabilities disabled and have no ISRP. If the UE enables one (or more) of these capabilities, the UE may start Pull model communication with ANDSF. The UE capable of IFOM, MAPCON, or non-seamless WLAN offload (or any combination of these capabilities) can have one (or more) of these capabilities enabled and have no ISMP. If the UE disables all these capabilities, the UE may start Pull model communication with ANDSF.

NOTE:
Mechanisms to limit the frequency of queries transmission from the UE to the ANDSF are implementation dependant.



6.8.2.2.4
UE using information provided by ANDSF
6.8.2.2.4.1
General
Network detection and selection shall take into account the access network specific requirements and the UE's local policy, e.g. user preference settings, access history, etc, along with the information provided by the ANDSF when selecting an access network. The local policy and the information provided by the ANDSF shall be used by the UE in an implementation dependent way to limit the undesired alternating between access systems, e.g. ping-pong type of inter-system changes. However, the use of such information from the ANDSF shall not be in contradiction to functions specified in 3GPP TS 23.122 [4], 3GPP TS 24.234 [9], 3GPP TS 25.304 [14] and 3GPP TS 36.304 [16].
If the UE is roaming in a VPLMN, the UE may receive Inter-system mobility policies or Access network discovery information or ISRP or combinations of these from H-ANDSF or V-ANDSF or both. The formats of the Inter-system mobility policies, Access network discovery information and ISRP are defined in 3GPP TS 24.312 [13].

The maximum number of sets of Inter-system mobility polices or Access network discovery information or ISRP or combinations of these that the UE may keep is implementation dependent. However, the UE shall retain at least one set of Inter-system mobility policies and one set of Access network discovery information from the same ANDSF. In addition, a UE supporting IFOM, MAPCON, or non-seamless WLAN offload shall retain at least one ISRP rule from the same ANDSF.

If a UE supporting IFOM, MAPCON, or non-seamless WLAN offload (or any combination of these featureshas ISMP and ISRP available, then ISRP shall be used for the routing of IP traffic. The relation between ISRP and user preferences is described in subclause 5.4.2.

For a UE not supporting any of IFOM, MAPCON or non-seamless offload capabilities or with all those capabilities disabled, if ISMP and ISRP are available, the ISMP shall be used.
This information shall be deleted if there is a change of USIM. This information may be deleted when UE is switched off.
6.8.2.2.4.2
Use of Inter-system Mobility Policy
If more than one set of Inter-system mobility policies is available in the UE, the UE shall only use one set of Inter-system mobility policies at any one time. If available, the inter-system mobility policy of the RPLMN takes precedence. For example, when roaming, the Inter-system mobility policy from V-ANDSF of the RPLMN, if available, takes precedence over the Inter-system mobility policy from H-ANDSF. When applying the Inter-system mobility policy the following requirements apply:-

-
the requirements on periodic network reselection as described in subclause 5.3.4 of the present specification; 

-
the PLMN selection rules specified in 3GPP TS 23.122 [4] and in 3GPP TS 24.234 [9];

-
the selection rules specified in 3GPP2 C.P0016-D [23a]; and

-
the 3GPP RAT selection, cell selection and reselection rules specified in 3GPP TS 25.304 [14], 3GPP TS 36.304 [16] and 3GPP TS 45.008 [16a].
6.8.2.2.4.3
Use of Access Network Discovery Information
The UE may use the received Access network discovery information of both the H-ANSDF and V-ANDSF for network discovery and detection. The Access network discovery information received from:-

a)
the H-ANDSF provides guidance for the UE on access networks that have connectivity to the HPLMN or equivalent HPLMNs or both; and
b)
the V-ANDSF provides guidance for the UE on access networks that have connectivity to the corresponding VPLMN or equivalent PLMNs or both.
6.8.2.2.4.4
Use of Inter-System Routing Policies
A UE supporting IFOM, MAPCON, or non-seamless WLAN offload (or any combination of these features) shall use the ISRP if available. 

A UE supporting IFOM uses the ISRP to:

-
select an access technology or an access network or both for routing user plane traffic matching specific IP flows on a specific or any APN identified in the ISRP; and
-
decide if an access technology or access network or both are restricted for a specific IP flows on a specific or any APN identified in the ISRP.

A UE supporting MAPCON uses the ISRP to:

-
select an access technology or an access network or both for routing user plane traffic matching a specific APN or any APN identified in the ISRP; and

-
decide if an access technology or an access network or both are restricted for a specific APN or any APN identified in the ISRP.

A UE supporting non-seamless WLAN offload uses the ISRP to:

-
select a WLAN access network for routing, without traversing the EPC, user plane traffic matching specific IP flows for a specific APN or any APN identified in the ISRP; and
-
decide if a WLAN access network is restricted for routing, without traversing the EPC, a specific IP flows for a specific APN or any APN identified in the ISRP.

When the UE supporting IFOM identifies an access technology or an access network or both over which an IP flow can be routed based on the ISRP, the UE shall apply the IFOM procedures specified in 3GPP TS 24.303 [11] to move an on-going IP flow from the source access technology or access network to the identified access technology or access network, if required.
If more than one set of ISRP is available in the UE, the UE shall only use one ISRP at any one time. If available, the ISRP of the RPLMN takes precedence. When applying ISRP the same requirements defined for inter-system mobility policy in subclause 6.8.2.2.4.2 applies.
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