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****************** change 2 ******************

4.2B.2
Media security

3GPP TS 33.328 [19C] defines mechanisms for support of security on the media plane.

This document defines the required elements for signalling the support of media security.

The media security mechanisms are summarised as shown in table 4-2.

Table 4-2: Summary of media security mechanisms to the IM CN subsystem

	Mechanism
	Applicable to media
	Support required by UE
	Support required by IM CN subsystem entities
	Network support outside IM CN subsystem entities

	End-to-access-edge media security using SDES.
	RTP based media only.
	Support RFC 3329 additions specified in subclause 7.2A.7 and SDP extensions specified in table A.317, items A.317/34, A.317/36 and A.317/37.
	P-CSCF (IMS-ALG) is required.

P-CSCF support of RFC 3329 additions specified in subclause 7.2A.7 and SDP extensions specified in table A.317, items A.317/34, A.317/36 and A.317/37.

(NOTE)
	Not applicable.

	End-to-access-edge media security for MSRP using TLS and certificate fingerprints.
	MSRP based media only.
	Support RFC 3329 additions specified in subclause 7.2A.7 and SDP extensions specified in table A.317, items A.317/40, A.317/40A, A.317/T and A.317/37A.
	P-CSCF (IMS-ALG) is required.

P-CSCF support of RFC 3329 additions specified in subclause 7.2A.7 and SDP extensions specified in table A.317, items A.317/40, A.317/40A, A.317/T and A.317/37A.

(NOTE)
	Not applicable.

	End-to-access-edge media security for BFCP using TLS and certificate fingerprints.
	BFCP based media only.
	Support RFC 3329 additions specified in subclause 7.2A.7 and SDP extensions specified in table A.317, items A.317/28, A.317/T and A.317/37B.
	P-CSCF (IMS-ALG) is required.

P-CSCF support of RFC 3329 additions specified in subclause 7.2A.7 and SDP extensions specified in table A.317, items A.317/28, A.317/T and A.317/37B.

(NOTE)
	Not applicable.

	End-to-access-edge media security for UDPTL using DTLS and certificate fingerprints.
	UDPTL based media only.
	Support RFC 3329 additions specified in subclause 7.2A.7 and SDP extensions specified in table A.317, items A.317/U, A.317/T and A.317/37C.
	P-CSCF (IMS-ALG) is required.

P-CSCF support of RFC 3329 additions specified in subclause 7.2A.7 and SDP extensions specified in table A.317, items A.317/U, A.317/T and A.317/37C.

(NOTE)
	Not applicable.

	End-to-end media security using SDES.
	RTP based media only.
	Support SDP extensions specified in table A.317, items A.317/34 and A.317/36.
	Not applicable.
	Not applicable.

	End-to-end media security using KMS.
	RTP based media only.
	Support SDP extensions specified in table A.317, items A.317/34 and A.317/35.
	Not applicable.
	GBA and KMS support required.

	NOTE:
Support of end-to-access-edge media security is determined entirely by the network operator of the P-CSCF, which need not be the same network operator as that of the S-CSCF.


For RTP media security, the UE supports the SDES key management protocol and optionally the KMS key management protocol as defined in 3GPP TS 33.328 [19C] and SRTP as defined in RFC 3711 [169] for secure transport of media.

For end-to-access-edge media security for MSRP using TLS and certificate fingerprints, the UE supports MSRP over TLS as defined in RFC 4975 [178] and RFC 6714 [178A] with certificate fingerprints as defined in 3GPP TS 33.328 [19C].

For end-to-access-edge media security for BFCP using TLS and certificate fingerprints, the UE supports BFCP over TLS as defined in RFC 4583 [108] with certificate fingerprints as defined in 3GPP TS 33.328 [19C].

For end-to-access-edge media security for UDPTL using DTLS and certificate fingerprints, the UE supports UDPTL over DTLS as defined in draft-ietf-mmusic-udptl-dtls [I-D-udptl-dtls] with certificate fingerprints as defined in 3GPP TS 33.328 [19C].
There is no support for media security in the MGCF, because there would be no end-to-end media security support on calls interworked with the CS domain and the CS user. In this release of this document, there is no support for media security in the MRF. End-to-access-edge media security is not impacted by this absence of support.

For emergency calls, it is not expected that PSAPs would support end-to-end media security and therefore the procedures of this document do not allow the UE to establish such sessions with end-to-end media security. End-to-access-edge media security is not impacted and can be used on emergency calls.

When the UE performs the functions of an external attached network (e.g. an enterprise network):

-
where end-to-access-edge media security is used, the UE functionality is expected to be in the gateway of the external attached network, and support for further media security is outside the scope of this document; and

-
where end-to-end media security is used, the UE functionality is expected to be supported by the endpoints in the attached network.

****************** change 3 ******************

6.1.2
Handling of SDP at the originating UE

An INVITE request generated by a UE shall contain a SDP offer and at least one media description. The SDP offer shall reflect the calling user's terminal capabilities and user preferences for the session.

If the desired QoS resources for one or more media streams have not been reserved at the UE when constructing the SDP offer, the UE shall:

- 
indicate the related local preconditions for QoS as not met, using the segmented status type, as defined in RFC 3312 [30] and RFC 4032 [64], as well as the strength-tag value "mandatory" for the local segment and the strength-tag value "optional" for the remote segment, if the UE supports the precondition mechanism (see subclause 5.1.3.1); and,

- 
set the related media streams to inactive, by including an "a=inactive" line, according to the procedures described in RFC 4566 [39], unless the UE knows that the precondition mechanism is supported by the remote UE.
NOTE 1:
When setting the media streams to the inactive mode, the UE can include in the first SDP offer the proper values for the RS and RR modifiers and associate bandwidths to prevent the receiving of the RTCP packets, and not send any RTCP packets.

If the desired QoS resources for one or more media streams are available at the UE when the SDP offer is sent, the UE shall indicate the related local preconditions as met, using the segmented status type, as defined in RFC 3312 [30] and RFC 4032 [64], as well as the strength-tag value "mandatory" for the local segment and the strength-tag value "optional" for the remote segment, if the UE supports the precondition mechanism (see subclause 5.1.3.1).
NOTE 2: 
If the originating UE does not support the precondition mechanism it will not include any precondition information in the SDP message body.

If the UE indicated support for end-to-access-edge media security using SDES during registration, and the P-CSCF indicated support for end-to-access-edge media security using SDES during registration, then upon generating an SDP offer with an RTP based media, for each RTP based media except those for which the UE requests an end-to-end media security mechanism, the UE shall:

-
offer SRTP transport protocol according to RFC 3711 [169] and the profile defined in 3GPP TS 33.328 [19C];

-
include the SDP crypto attribute according to RFC 4568 [168] and the profile defined in 3GPP TS 33.328 [19C]; and

-
include an SDP "a=3ge2ae:requested" attribute.

If the UE indicated support for the end-to-access-edge media security for MSRP using TLS and certificate fingerprints during registration, and the P-CSCF indicated support for the end-to-access-edge media security for MSRP using TLS and certificate fingerprints during registration, then upon generating an SDP offer with an MSRP based media, for each MSRP based media except those for which the UE requests an end-to-end security mechanism, the UE shall:

-
offer MSRP over TLS transport protocol according to RFC 4975 [178], RFC 6714 [178A] and the profile defined in 3GPP TS 33.328 [19C];

-
include the SDP fingerprint attribute according to RFC 4572 [r4572] and the profile defined in 3GPP TS 33.328 [19C]; and

-
include the SDP "a=3ge2ae:requested" attribute.

NOTE 3:
TLS client role and TLS server role are determined according to RFC 6135 [178B] (referenced by RFC 6714 [178A]). If the SDP answer contains the SDP setup attribute with "active" attribute value, the answerer performs the TLS client role. If the SDP answer contains the SDP setup attribute with "passive" attribute value, the offerer performs the TLS client role.

If the UE indicated support for the end-to-access-edge media security for BFCP using TLS and certificate fingerprints during registration, and the P-CSCF indicated support for the end-to-access-edge media security for BFCP using TLS and certificate fingerprints during registration, then upon generating an SDP offer with an BFCP based media, for each BFCP based media except those for which the UE requests an end-to-end security mechanism, the UE shall:

-
offer BFCP over TLS transport protocol according to RFC 4583 [108] and the profile defined in 3GPP TS 33.328 [19C];

-
include the SDP fingerprint attribute according to RFC 4572 [r4572] and the profile defined in 3GPP TS 33.328 [19C]; and

-
include the SDP "a=3ge2ae:requested" attribute.

If the UE indicated support for the end-to-access-edge media security for UDPTL using DTLS and certificate fingerprints during registration, and the P-CSCF indicated support for the end-to-access-edge media security for UDPTL using DTLS and certificate fingerprints during registration, then upon generating an SDP offer with an UDPTL based media, for each UDPTL based media except those for which the UE requests an end-to-end security mechanism, the UE shall:

-
offer UDPTL over DTLS transport protocol according to draft-ietf-mmusic-udptl-dtls [I-D-udptl-dtls] and the profile defined in 3GPP TS 33.328 [19C];

-
include the SDP fingerprint attribute according to RFC 4572 [r4572] and the profile defined in 3GPP TS 33.328 [19C]; and

-
include the SDP "a=3ge2ae:requested" attribute.

If the P-CSCF did not indicate support for end-to-access-edge media security using SDES during registration, the UE shall not include an SDP "a=3ge2ae:requested" attribute in any RTP based media in any SDP offer.

If the P-CSCF did not indicate support for the end-to-access-edge media security for MSRP using TLS and certificate fingerprints during registration, the UE shall not include an SDP "a=3ge2ae:requested" attribute in any MSRP based media in any SDP offer.

If the P-CSCF did not indicate support for the end-to-access-edge media security for BFCP using TLS and certificate fingerprints during registration, the UE shall not include an SDP "a=3ge2ae:requested" attribute in any BFCP based media in any SDP offer.

If the P-CSCF did not indicate support for the end-to-access-edge media security for UDPTL using DTLS and certificate fingerprints during registration, the UE shall not include an SDP "a=3ge2ae:requested" attribute in any UDPTL based media in any SDP offer.

The UE shall not include an SDP "a=3ge2ae:requested" attribute in any media other than RTP based, MSRP based, BFCP based and UDPTL based in any SDP offer.

When the UE detects that an emergency call is being made, the UE shall not include end-to-end media security on any media in the SDP offer.

Upon generating the SDP offer for an INVITE request generated after receiving a 488 (Not Acceptable Here) response, as described in subclause 5.1.3.1, the SDP offer shall contain a subset of the allowed media types, codecs and other parameters from the SDP message bodies of all 488 (Not Acceptable Here) responses so far received for the same session establishment attempt (i.e. a set of INVITE requests used for the same session establishment). For each media line, the UE shall order the codecs in the SDP offer according to the order of the codecs in the SDP message bodies of the 488 (Not Acceptable Here) responses.

NOTE 4:
The UE can attempt a session establishment through multiple networks with different policies and potentially can need to send multiple INVITE requests and receive multiple 488 (Not Acceptable Here) responses from different CSCF nodes. The UE therefore takes into account the SDP message bodies of all the 488 (Not Acceptable Here) responses received related to the same session establishment when building a new INVITE request.

Upon confirming successful local resource reservation, the UE shall create an SDP offer in which:

-
the related local preconditions are set to met, using the segmented status type, as defined in RFC 3312 [30] and RFC 4032 [64]; and

-
the media streams previously set to inactive mode are set to active (sendrecv, sendonly or recvonly) mode.
Upon receiving an SDP answer, which includes more than one codec per media stream, excluding the in-band DTMF codec, as described in subclause 6.1.1, the UE shall send an SDP offer at the first possible time, selecting only one codec per media stream.

If the UE sends an initial INVITE request that includes only an IPv6 address in the SDP offer, and receives an error response (e.g., 488 (Not Acceptable Here) with 301 Warning header field) indicating "incompatible network address format", the UE shall send an ACK as per standard SIP procedures. Subsequently, the UE may acquire an IPv4 address or use an existing IPv4 address, and send a new initial INVITE request to the same destination containing only the IPv4 address in the SDP offer.

****************** change 4 ******************

6.1.3
Handling of SDP at the terminating UE

Upon receipt of an initial SDP offer in which no precondition information is available, the terminating UE shall in the SDP answer:

-
if, prior to sending the SDP answer the desired QoS resources have been reserved at the terminating UE, set the related media streams in the SDP answer to:

-
active mode, if the offered media streams were not listed as inactive; or

-
inactive mode, if the offered media streams were listed as inactive.
If the terminating UE had previously set one or more media streams to inactive mode and the QoS resources for those media streams are now ready, the UE shall set the media streams to active mode by applying the procedures described in RFC 4566 [39] with respect to setting the direction of media streams.

Upon sending a SDP answer to an SDP offer (which included one or more media lines which was offered with several codecs) the terminating UE shall select exactly one codec per media line and indicate only the selected codec for the related media stream. In addition, the UE may indicate support of the in-band DTMF codec, as described in subclause 6.1.1.

Upon sending a SDP answer to an SDP offer, with the SDP answer including one or more media streams for which the originating side did indicate its local preconditions as not met, if the precondition mechanism is supported by the terminating UE, the terminating UE shall indicate its local preconditions and request the confirmation for the result of the resource reservation at the originating end point.
NOTE 1: 
If the terminating UE does not support the precondition mechanism it will ignore any precondition information received from the originating UE.

Upon receiving an initial INVITE request, that includes the SDP offer containing an IP address type (in the "c=" parameter) that is not supported by the UE, the UE shall respond with the 488 (Not Acceptable Here) response with 301 Warning header field indicating "incompatible network address format".

NOTE 2:
Upon receiving an initial INVITE request that does not include an SDP offer, the UE can accept the request and include an SDP offer in the first reliable response. The SDP offer will reflect the called user's terminal capabilities and user preferences for the session.
If the UE receives an SDP offer that specifies different IP address type for media (i.e. specify it in the "c=" parameter of the SDP offer) that the UE is using for signalling, and if the UE supports both IPv4 and IPv6 addresses simultaneously, the UE shall accept the received SDP offer. Subsequently, the UE shall either acquire an IP address type or use an existing IP address type as specified in the SDP offer, and include it in the "c=" parameter in the SDP answer.

NOTE 3:
Upon receiving an initial INVITE request, that includes an SDP offer containing connection addresses (in the "c=" parameter) equal to zero, the UE will select the media streams that is willing to accept for the session, reserve the QoS resources for accepted media streams, and include its valid connection address in the SDP answer.
If the UE supports the end-to-access-edge media security using SDES, upon receiving an SDP offer containing an RTP based media:

-
transported using the SRTP transport protocol as defined in RFC 3711 [169];
-
with an SDP crypto attribute as defined in RFC 4568 [168]; and

-
with the SDP "a=3ge2ae:applied" attribute;
and if the UE accepts the RTP based media, then the UE shall generate the SDP answer with the related RTP based media:

-
transported using the SRTP transport protocol according to RFC 3711 [169] and the profile defined in 3GPP TS 33.328 [19C]; and
-
including an SDP crypto attribute according to RFC 4568 [168] and the profile defined in 3GPP TS 33.328 [19C].

If the UE supports the end-to-access-edge media security for MSRP using TLS and certificate fingerprints, upon receiving an SDP offer containing an MSRP based media:

-
transported using the MSRP over TLS transport protocol as defined in RFC 4975 [178] and RFC 6714 [178A];

-
with the SDP fingerprint attribute as defined in RFC 4572 [r4572]; and

-
with the SDP "a=3ge2ae:applied" attribute;

and if the UE accepts the MSRP based media, then the UE shall generate the SDP answer with the related MSRP based media:

-
transported using the MSRP over TLS transport protocol according to RFC 4975 [178], RFC 6714 [178A] and the profile defined in 3GPP TS 33.328 [19C]; and

-
including the SDP fingerprint attribute according to RFC 4572 [r4572] and the profile defined in 3GPP TS 33.328 [19C].

NOTE 3:
TLS client role and TLS server role are determined according to RFC 6135 [178B] (referenced by RFC 6714 [178A]). If the SDP answer contains the SDP setup attribute with "active" attribute value, the answerer performs the TLS client role. If the SDP answer contains the SDP setup attribute with "passive" attribute value, the offerer performs the TLS client role.
If the UE supports the end-to-access-edge media security for BFCP using TLS and certificate fingerprints, upon receiving an SDP offer containing an BFCP based media:

-
transported using the BFCP over TLS transport protocol as defined in RFC 4583 [108];

-
with the SDP fingerprint attribute as defined in RFC 4572 [r4572]; and

-
with the SDP "a=3ge2ae:applied" attribute;

and if the UE accepts the BFCP based media, then the UE shall generate the SDP answer with the related BFCP based media:

-
transported using the BFCP over TLS transport protocol according to RFC 4583 [108] and the profile defined in 3GPP TS 33.328 [19C]; and

-
including the SDP fingerprint attribute according to RFC 4572 [r4572] and the profile defined in 3GPP TS 33.328 [19C].

If the UE supports the end-to-access-edge media security for UDPTL using DTLS and certificate fingerprints, upon receiving an SDP offer containing an UDPTL based media:

-
transported using the UDPTL over DTLS transport protocol as defined in draft-ietf-mmusic-udptl-dtls [I-D-udptl-dtls];

-
with the SDP fingerprint attribute as defined in RFC 4572 [r4572]; and

-
with the SDP "a=3ge2ae:applied" attribute;

and if the UE accepts the UDPTL based media, then the UE shall generate the SDP answer with the related UDPTL based media:

-
transported using the UDPTL over DTLS transport protocol according to draft-ietf-mmusic-udptl-dtls [I-D-udptl-dtls] and the profile defined in 3GPP TS 33.328 [19C]; and

-
including the SDP fingerprint attribute according to RFC 4572 [r4572] and the profile defined in 3GPP TS 33.328 [19C].

If the terminating UE uses the precondition mechanism (see subclause 5.1.4.1), if the desired QoS resources for one or more media streams have not been reserved at the terminating UE when constructing the SDP offer, the terminating UE shall indicate the related local preconditions for QoS as not met, using the segmented status type, as defined in RFC 3312 [30] and RFC 4032 [64], as well as the strength-tag value "mandatory" for the local segment and the strength-tag value "optional" for the remote segment.

NOTE 5:
It is out of scope of this specification which media streams are to be included in the SDP offer.

If the terminating UE uses the precondition mechanism (see subclause 5.1.4.1) and if the desired QoS resources for one or more media streams are available at the terminating UE when the SDP offer is sent, the UE shall indicate the related local preconditions as met, using the segmented status type, as defined in RFC 3312 [30] and RFC 4032 [64], as well as the strength-tag value "mandatory" for the local segment and the strength-tag value "optional" for the remote segment.

If the terminating UE sends an UPDATE request to remove one or more media streams negotiated in the session for which a final response to the INVITE request has not been sent yet, the terminating UE sets the ports of the media streams to be removed from the session to zero in the new SDP offer.

****************** change 5 ******************

6.7.2.2
IMS-ALG in P-CSCF for media plane security

When the P-CSCF acts as an IMS-ALG, it acts as a B2BUA and modifies the SDP as described as described in 3GPP TS 23.334 [7F].

If the P-CSCF indicated support for end-to-access-edge media security using SDES during registration:

1)
upon receiving an SDP offer from the served UE containing an end-to-access-edge protected RTP based media, i.e. a RTP media stream:

-
transported using the SRTP transport protocol as defined in RFC 3711 [169];
-
with an SDP crypto attribute as defined in RFC 4568 [168]; and

-
with the SDP "a=3ge2ae:requested" attribute;


the P-CSCF shall invoke IMS-ALG procedures, will act as defined in 3GPP TS 23.334 [7F] as far as SDP and SRTP is concerned, and shall strip the SDP "a=3ge2ae:requested" attribute and the SDP crypto attribute from the end-to-access-edge protected RTP based media of the received SDP offer; and

2)
upon sending an SDP answer to the SDP offer from the served UE, for each end-to-access-edge protected RTP based media of the SDP offer from the served UE which is accepted in the SDP answer, the P-CSCF will act as defined in 3GPP TS 23.334 [7F] as far as SDP and SRTP is concerned and shall:

-
indicate the SRTP transport protocol according to RFC 3711 [169] and the profile defined in 3GPP TS 33.328 [19C]; and

-
include a SDP crypto attribute according to RFC 4568 [168] and the profile defined in 3GPP TS 33.328 [19C].

If the served UE indicated support for end-to-access-edge media security using SDES, during registration, and the P-CSCF indicated support for end-to-access-edge 2ae-media security using SDES during registration:

1)
upon receiving an SDP offer from remote user with an RTP based media, for each end-to-access-edge protected RTP based media, i.e. a RTP based media except those for which the result of the SDP offer / answer exchange results in the application of an end-to-end media security mechanism, the P-CSCF shall invoke IMS-ALG procedures, will act as defined in 3GPP TS 23.334 [7F] as far as SDP and RTP is concerned, and shall:

-
remove any SDP crypto attribute;

-
offer SRTP transport protocol according to RFC 3711 [169] and the profile defined in 3GPP TS 33.328 [19C];

-
include a SDP crypto attribute according to RFC 4568 [168] and the profile defined in 3GPP TS 33.328 [19C]; and

-
include a SDP "a=3ge2ae:applied" attribute; and:

2)
upon receiving an SDP answer to the SDP offer from remote user, for each accepted end-to-access-edge protected RTP based media, the P-CSCF will act as defined in 3GPP TS 23.334 [7F] as far as SDP and RTP is concerned, and shall remove the SDP crypto attribute.

If the P-CSCF indicated support for the end-to-access-edge media security for MSRP using TLS and certificate fingerprints during registration:

1)
upon receiving an SDP offer from the served UE containing an end-to-access-edge protected MSRP based media, i.e. an MSRP based media:

-
transported using the MSRP over TLS transport protocol as defined in RFC 4975 [178] and RFC 6714 [178A];

-
with the SDP fingerprint attribute as defined in RFC 4572 [r4572]; and

-
with the SDP "a=3ge2ae:requested" attribute;


the P-CSCF shall invoke IMS-ALG procedures, will act as defined in 3GPP TS 23.334 [7F] as far as SDP and MSRP is concerned, and shall strip the SDP "a=3ge2ae:requested" attribute and the SDP fingerprint attribute from the end-to-access-edge protected MSRP based media of the received SDP offer; and

2)
upon sending an SDP answer to the SDP offer from the served UE, for each end-to-access-edge protected MSRP based media of the SDP offer from the served UE which is accepted in the SDP answer, the P-CSCF will act as defined in 3GPP TS 23.334 [7F] as far as SDP and MSRP is concerned and shall:

-
indicate the MSRP over TLS transport protocol according to RFC 4975 [178], RFC 6714 [178A] and the profile defined in 3GPP TS 33.328 [19C]; and

-
include the SDP fingerprint attribute according to RFC 4572 [r4572] and the profile defined in 3GPP TS 33.328 [19C].

If the served UE indicated support for the end-to-access-edge media security for MSRP using TLS and certificate fingerprints during registration, and the P-CSCF indicated support for the end-to-access-edge media security for MSRP using TLS and certificate fingerprints during registration:

1)
upon receiving an SDP offer from remote user with an MSRP based media, for each end-to-access-edge protected MSRP based media, i.e. an MSRP based media except those for which the result of the SDP offer / answer exchange results in the application of an end-to-end security mechanism, the P-CSCF shall invoke IMS-ALG procedures, will act as defined in 3GPP TS 23.334 [7F] as far as SDP and MSRP is concerned, and shall:

-
remove any SDP fingerprint attribute;

-
offer MSRP over TLS transport protocol according to RFC 4975 [178], RFC 6714 [178A] and the profile defined in 3GPP TS 33.328 [19C];
-
include the SDP fingerprint attribute according to RFC 4572 [r4572] and the profile defined in 3GPP TS 33.328 [19C]; and
-
include the SDP "a=3ge2ae:applied" attribute; and
2)
upon receiving an SDP answer to the SDP offer from remote user, for each accepted end-to-access-edge protected MSRP based media, the P-CSCF will act as defined in 3GPP TS 23.334 [7F] as far as SDP and MSRP is concerned, and shall remove the SDP fingerprint attribute.

If the P-CSCF indicated support for the end-to-access-edge media security for BFCP using TLS and certificate fingerprints during registration:

1)
upon receiving an SDP offer from the served UE containing an end-to-access-edge protected BFCP based media, i.e. a BFCP based media: 

-
transported using the BFCP over TLS transport protocol as defined in RFC 4583 [108];

-
with the SDP fingerprint attribute as defined in RFC 4572 [r4572]; and

-
with the SDP "a=3ge2ae:requested" attribute;


the P-CSCF shall invoke IMS-ALG procedures, will act as defined in 3GPP TS 23.334 [7F] as far as SDP and BFCP is concerned, and shall strip the SDP "a=3ge2ae:requested" attribute and the SDP fingerprint attribute from the BFCP based media of the received SDP offer; and

2)
upon sending an SDP answer to the SDP offer from the served UE, for each end-to-access-edge protected BFCP based media of the SDP offer from the served UE which is accepted in the SDP answer, the P-CSCF will act as defined in 3GPP TS 23.334 [7F] as far as SDP and BFCP is concerned and shall:

-
indicate the BFCP over TLS transport protocol according to RFC 4583 [108] and the profile defined in 3GPP TS 33.328 [19C]; and

-
include the SDP fingerprint attribute according to RFC 4572 [r4572] and the profile defined in 3GPP TS 33.328 [19C].

If the served UE indicated support for the end-to-access-edge media security for BFCP using TLS and certificate fingerprints during registration, and the P-CSCF indicated support for the end-to-access-edge media security for BFCP using TLS and certificate fingerprints during registration:

1)
upon receiving an SDP offer from remote UE with an BFCP based media, for each end-to-access-edge protected BFCP based media, i.e. a BFCP based media except those for which the result of the SDP offer / answer exchange results in the application of an end-to-end security mechanism, the P-CSCF shall invoke IMS-ALG procedures, will act as defined in 3GPP TS 23.334 [7F] as far as SDP and BFCP is concerned, and shall:

-
remove any SDP fingerprint attribute;

-
offer BFCP over TLS transport protocol according to RFC 4583 [108] and the profile defined in 3GPP TS 33.328 [19C];
-
include the SDP fingerprint attribute according to RFC 4572 [r4572] and the profile defined in 3GPP TS 33.328 [19C]; and
-
include the SDP "a=3ge2ae:applied" attribute; and

2)
upon receiving an SDP answer to the SDP offer from remote user, for each accepted end-to-access-edge protected BFCP based media, the P-CSCF will act as defined in 3GPP TS 23.334 [7F] as far as SDP and BFCP is concerned, and shall remove the SDP fingerprint attribute.

If the P-CSCF indicated support for the end-to-access-edge media security for UDPTL over DTLS and certificate fingerprints during registration:

1)
upon receiving an SDP offer from the served UE containing an end-to-access-edge protected UDPTL based media, i.e. a UDPTL based media: 

-
transported using the UDPTL over DTLS transport protocol as defined in draft-ietf-mmusic-udptl-dtls [I-D-udptl-dtls];

-
with the SDP fingerprint attribute as defined in RFC 4572 [r4572]; and

-
with the SDP "a=3ge2ae:requested" attribute;


the P-CSCF shall invoke IMS-ALG procedures, will act as defined in 3GPP TS 23.334 [7F] as far as SDP and UDPTL is concerned, and shall strip the SDP "a=3ge2ae:requested" attribute and the SDP fingerprint attribute from the UDPTL based media of the received SDP offer; and

2)
upon sending an SDP answer to the SDP offer from the served UE, for each end-to-access-edge protected UDPTL based media of the SDP offer from the served UE which is accepted in the SDP answer, the P-CSCF will act as defined in 3GPP TS 23.334 [7F] as far as SDP and UDPTL is concerned and shall:

-
indicate the UDPTL over DTLS transport protocol according to draft-ietf-mmusic-udptl-dtls [I-D-udptl-dtls] and the profile defined in 3GPP TS 33.328 [19C]; and

-
include the SDP fingerprint attribute according to RFC 4572 [r4572] and the profile defined in 3GPP TS 33.328 [19C].

If the served UE indicated support for the end-to-access-edge media security for UDPTL using DTLS and certificate fingerprints during registration, and the P-CSCF indicated support for the end-to-access-edge media security for UDPTL using DTLS and certificate fingerprints during registration:

1)
upon receiving an SDP offer from remote UE with an UDPTL based media, for each end-to-access-edge protected UDPTL based media, i.e. a UDPTL based media except those for which the result of the SDP offer / answer exchange results in the application of an end-to-end security mechanism, the P-CSCF shall invoke IMS-ALG procedures, will act as defined in 3GPP TS 23.334 [7F] as far as SDP and UDPTL is concerned, and shall:

-
remove any SDP fingerprint attribute;

-
offer UDPTL over DTLS transport protocol according to draft-ietf-mmusic-udptl-dtls [I-D-udptl-dtls] and the profile defined in 3GPP TS 33.328 [19C];
-
include the SDP fingerprint attribute according to RFC 4572 [r4572] and the profile defined in 3GPP TS 33.328 [19C]; and
-
include the SDP "a=3ge2ae:applied" attribute; and

2)
upon receiving an SDP answer to the SDP offer from remote user, for each accepted end-to-access-edge protected UDPTL based media, the P-CSCF will act as defined in 3GPP TS 23.334 [7F] as far as SDP and UDPTL is concerned, and shall remove the SDP fingerprint attribute.

****************** change 6 ******************

7.2A.7.2.2
"mediasec" header field parameter

The "mediasec" header field parameter may be used in the Security- Client, Security-Server, or Security-Verify header fields defined in RFC 3329 [48] to indicate that a header field applies to the media plane. Any one of the media plane security mechanisms supported by both client and server, if any, may be applied when a media stream is started. Or, a media stream may be set up without security.

Values in the Security-Client, Security-Server, or Security-Verfiy header fields labelled with the "mediasec" header field parameter are specfic to the media plane and specific to the secure media transport protocol used on the media plane.

Syntax of mediasec header field parameter is:

mediasec = mechanism-name

mechanism-name = ( "sdes-srtp" / msrp-tls-name / bfcp-tls-name / udptl-dtls-name / token )

msrp-tls-name = "msrp-tls" ; End-to-access-edge media security for MSRP using TLS and certificate fingerprints.

bfcp-tls-name = "bfcp-tls" ; End-to-access-edge media security for BFCP using TLS and certificate fingerprints.

udptl-dtls-name = "udptl-dtls" ; End-to-access-edge media security for UDPTL using DTLS and certificate fingerprints.
The parameters described by the BNF above have the following semantics:

sdes-srtp: SDES security mechanism for SRTP applied end to access edge.

****************** change 7 ******************

7.2A.7.3
Operation

The operation of the additional parameters for the Security-Client, Security-Server and Security-Verify header fields is defined in Annex H of 3GPP TS 33.203 [19].

Any one of the mechanisms labelled with the "mediasec" header field parameter can be applied on-the-fly as a media stream is started, unlike mechanisms for signalling one of which is chosen and then applied throughout a session.

Media plane security can be supported independently of any signalling plane security defined in RFC 3329 [4], but in order to protect any cryptographic key carried in SDP signalling plane security as defined in RFC 3329 [4] SHOULD be used. Each media security mechanism can be supported independently.
The message flow is identical to the flow in RFC 3329 [48], but it is not mandatory for the user agent to apply media plane security immediately after it receives the list of supported media plane mechanisms from the server, or any timer after that, nor will the lack of a mutually supported media plane security mechanism prevent SIP session setup.

****************** change 8 ******************

7.2A.7.4.3
"msrp-tls" security mechanism

Editor’s note: [WI: eMEDIASEC-CT, CR#4624] This subclause forms the basis for IANA registration of the value for the mediasec header field parameter. The registration should be performed by MCC when the registry for mediasec parameter values has been created by IANA.

NOTE:
This subclause contains information to be provided to IANA for the registration of the media plane security indicator header field parameter.

Contact name, email address, and telephone number:

3GPP Specifications Manager

3gppContact@etsi.org

+33 (0)492944200

The mechanism-name token:

msrp-tls

The published RFC describing the details of the corresponding security mechanism:

This mechanism is defined in 3GPP TS 24.229.

****************** change 9 ******************

7.2A.7.4.4
"bfcp-tls" security mechanism

Editor’s note: [WI: eMEDIASEC-CT, CR#4624] This subclause forms the basis for IANA registration of the value for the mediasec header field parameter. The registration should be performed by MCC when the registry for mediasec parameter values has been created by IANA.

NOTE:
This subclause contains information to be provided to IANA for the registration of the media plane security indicator header field parameter.

Contact name, email address, and telephone number:

3GPP Specifications Manager

3gppContact@etsi.org

+33 (0)492944200

The mechanism-name token:

bfcp-tls

The published RFC describing the details of the corresponding security mechanism:

This mechanism is defined in 3GPP TS 24.229.

****************** change 10 ******************

7.2A.7.4.5
"udptl-dtls" security mechanism

Editor’s note: [WI: eMEDIASEC-CT, CR#4624] This subclause forms the basis for IANA registration of the value for the mediasec header field parameter. The registration should be performed by MCC when the registry for mediasec parameter values has been created by IANA.

NOTE:
This subclause contains information to be provided to IANA for the registration of the media plane security indicator header field parameter.

Contact name, email address, and telephone number:

3GPP Specifications Manager

3gppContact@etsi.org

+33 (0)492944200

The mechanism-name token:

udptl-dtls

The published RFC describing the details of the corresponding security mechanism:

This mechanism is defined in 3GPP TS 24.229.

****************** change 11 ******************

A.1.3
Roles

Table A.2: Roles

	Item
	Roles
	Reference
	RFC status
	Profile status

	1
	User agent
	[26]
	o.1
	o.1

	2
	Proxy 
	[26]
	o.1
	o.1

	o.1:
It is mandatory to support exactly one of these items.

	NOTE:
For the purposes of the present document it has been chosen to keep the specification simple by the tables specifying only one role at a time. This does not preclude implementations providing two roles, but an entirely separate assessment of the tables shall be made for each role.


Table A.3: Roles specific to this profile

	Item
	Roles
	Reference
	RFC status
	Profile status

	1
	UE
	5.1
	n/a
	o.1

	1A
	UE containing UICC
	5.1
	n/a
	c5

	1B
	UE without UICC
	5.1
	n/a
	c5

	2
	P-CSCF
	5.2
	n/a
	o.1

	2A
	P-CSCF (IMS-ALG)
	[7]
	n/a
	c6

	3
	I-CSCF
	5.3
	n/a
	o.1

	3A
	void
	
	
	

	4
	S-CSCF
	5.4
	n/a
	o.1

	5
	BGCF
	5.6
	n/a
	o.1

	6
	MGCF
	5.5
	n/a
	o.1

	7
	AS
	5.7
	n/a
	o.1

	7A
	AS acting as terminating UA, or redirect server
	5.7.2
	n/a
	c2

	7B
	AS acting as originating UA
	5.7.3
	n/a
	c2

	7C
	AS acting as a SIP proxy
	5.7.4
	n/a
	c2

	7D
	AS performing 3rd party call control
	5.7.5
	n/a
	c2

	8
	MRFC
	5.8
	n/a
	o.1

	8A
	MRB
	5.8A
	n/a
	o.1

	9
	IBCF
	5.10
	n/a
	o.1

	9A
	IBCF (THIG)
	5.10.4
	n/a
	c4

	9B
	IBCF (IMS-ALG)
	5.10.5, 5.10.7
	n/a
	c4

	9C
	IBCF (Screening of SIP signalling)
	5.10.6
	n/a
	c4

	9D
	IBCF (Privacy protection)
	5.10.8
	n/a
	c4

	10
	Additional routeing functionality
	Annex I
	n/a
	c3

	11
	E-CSCF
	5.11
	n/a
	o.1

	11A
	E-CSCF acting as UA
	5.11.1, 5.11.2, 5.11.3
	n/a
	c7

	11B
	E-CSCF acting as a SIP Proxy
	5.11.1, 5.11.2
	n/a 
	c7

	12
	LRF
	5.12
	n/a
	o.1

	13
	ISC gateway function
	5.13
	n/a
	o.1

	13A
	ISC gateway function (THIG)
	5.13.4
	n/a
	c8

	13B
	ISC gateway function (IMS-ALG)
	5.13.5
	n/a
	c8

	13C
	ISC gateway function (Screening of SIP signalling)
	5.13.6
	n/a
	c8

	c2:
IF A.3/7 THEN o.2 ELSE n/a - - AS.

c3:
IF A.3/3 OR A.3/4 OR A.3/5 OR A.3/6 OR A.3/9 THEN o ELSE o.1 - - I-CSCF, S-CSCF, BGCF, MGCF, IBCF.

c4: 
IF A.3/9 THEN o.3 ELSE n/a - - IBCF.

c5:
IF A.3/1 THEN o.4 ELSE n/a - - UE.
c6:
IF A.3/2 THEN o ELSE n/a - - P-CSCF.
c7:
IF A.3/11 THEN o.5 ELSE n/a - - E-CSCF.
c8: 
IF A.3/13 THEN o ELSE n/a - - ISC gateway function.

o.1:
It is mandatory to support exactly one of these items.

o.2:
It is mandatory to support at least one of these items.

o.3:
It is mandatory to support at least one of these items.
o.4
It is mandatory to support exactly one of these items.
o.5:
It is mandatory to support exactly one of these items.

	NOTE:
For the purposes of the present document it has been chosen to keep the specification simple by the tables specifying only one role at a time. This does not preclude implementations providing two roles, but an entirely separate assessment of the tables shall be made for each role.


Table A.3A: Roles specific to additional capabilities

	Item
	Roles
	Reference
	RFC status
	Profile status

	1
	Presence server
	3GPP TS 24.141 [8A]
	n/a
	c1

	2
	Presence user agent
	3GPP TS 24.141 [8A]
	n/a
	c2

	3
	Resource list server
	3GPP TS 24.141 [8A]
	n/a
	c3

	4
	Watcher
	3GPP TS 24.141 [8A]
	n/a
	c4

	11
	Conference focus
	3GPP TS 24.147 [8B]
	n/a
	c11

	12
	Conference participant
	3GPP TS 24.147 [8B]
	n/a
	c6

	21
	CSI user agent
	3GPP TS 24.279 [8E]
	n/a
	c7

	22
	CSI application server
	3GPP TS 24.279 [8E]
	n/a
	c8

	31
	Messaging application server
	3GPP TS 24.247 [8F]
	n/a
	c5

	32
	Messaging list server
	3GPP TS 24.247 [8F]
	n/a
	c5

	33
	Messaging participant
	3GPP TS 24.247 [8F]
	n/a
	c2

	33A
	Page-mode messaging participant
	3GPP TS 24.247 [8F]
	n/a
	c2

	33B
	Session-mode messaging participant
	3GPP TS 24.247 [8F]
	n/a
	c2

	34
	Session-mode messaging intermediate node
	3GPP TS 24.247 [8F]
	n/a
	c5

	50
	Multimedia telephony service participant
	3GPP TS 24.173 [8H]
	n/a
	c2

	50A
	Multimedia telephony service application server
	3GPP TS 24.173 [8H]
	n/a
	c9

	51
	Message waiting indication subscriber UA
	3GPP TS 24.606 [8I]
	n/a
	c2

	52
	Message waiting indication notifier UA
	3GPP TS 24.606 [8I]
	n/a
	c3

	53
	Advice of charge application server
	3GPP TS 24.647 [8N]
	n/a
	c8

	54
	Advice of charge UA client
	3GPP TS 24.647 [8N]
	n/a
	c2

	55
	Ut reference point XCAP server for supplementary services
	3GPP TS 24.623 [8P]
	n/a
	c3

	56
	Ut reference point XCAP client for supplementary services
	3GPP TS 24.623 [8P]
	n/a
	c2

	57
	Customized alerting tones application server
	3GPP TS 24.182 [8Q]
	n/a
	c8

	58
	Customized alerting tones UA client
	3GPP TS 24.182 [8Q]
	n/a
	c2

	59
	Customized ringing signal application server
	3GPP TS 24.183 [8R]
	n/a
	c8

	60
	Customized ringing signal UA client
	3GPP TS 24.183 [8R]
	n/a
	c2

	61
	SM-over-IP sender
	3GPP TS 24.341 [8L]
	n/a
	c2

	62
	SM-over-IP receiver
	3GPP TS 24.341 [8L]
	n/a
	c2

	63
	IP-SM-GW
	3GPP TS 24.341 [8L]
	n/a
	c1

	71
	IP-SM-GW
	3GPP TS 29.311 [15A]
	n/a
	c10

	81
	MSC Server enhanced for ICS
	3GPP TS 24.292 [8O]
	n/a
	c12

	82
	ICS user agent
	3GPP TS 24.292 [8O]
	n/a
	c2

	83
	SCC application server
	3GPP TS 24.292 [8O]
	n/a
	c9

	84
	EATF
	3GPP TS 24.237 [8M]
	n/a
	c12

	85
	In-dialog overlap signalling application server
	Annex N.2, Annex N.3.3
	n/a
	c9

	86
	In-dialog overlap signalling UA client
	Annex N.2, Annex N.3.3
	n/a
	c2

	87
	Session continuity controller UE
	3GPP TS 24.237 [8M]
	n/a
	c2

	88
	ATCF (proxy)
	3GPP TS 24.237 [8M]
	n/a
	c13 (note 4)

	89
	ATCF (UA)
	3GPP TS 24.237 [8M]
	n/a
	c12 (note 4)

	91
	Malicious communication identification application server
	3GPP TS 24.616 [8S]
	n/a
	c9

	92
	USSI UE
	3GPP TS 24.390 [8W]
	n/a
	c2

	93
	USSI AS
	3GPP TS 24.390 [8W]
	n/a
	c3

	c1:
IF A.3/7A AND A.3/7B THEN o ELSE n/a - - AS acting as terminating UA, or redirect server and AS acting as originating UA.

c2:
IF A.3/1 THEN o ELSE n/a - - UE.

c3:
IF A.3/7A THEN o ELSE n/a - - AS acting as terminating UA, or redirect server.

c4:
IF A.3/1 OR A.3/7B THEN o ELSE n/a - - UE or AS acting as originating UA.

c5:
IF A.3/7D AND A.3/8 THEN o ELSE n/a - - AS performing 3rd party call control and MRFC (note 2).

c6:
IF A.3/1 OR A.3A/11 THEN o ELSE n/a - - UE or conference focus.

c7:
IF A.3/1 THEN o ELSE n/a - - UE.

c8:
IF A.3/7D THEN o ELSE n/a - - AS performing 3rd party call control.
c9:
IF A.3/7A OR A.3/7B OR A.3/7C OR A.3/7D THEN o ELSE n/a - - AS acting as terminating UA, or redirect server, AS acting as originating UA, AS acting as a SIP proxy, AS performing 3rd party call control.
c10:
IF A.3/7A OR A.3/7B OR A.3/7D THEN o ELSE n/a - - AS acting as terminating UA, or redirect server, AS acting as originating UA, AS performing 3rd party call control.
c11:
IF A.3/7D THEN o ELSE n/a - - AS performing 3rd party call control.
c12:
IF A.2/1 THEN o ELSE n/a - - UA.
c13:
IF A.2/2 THEN o ELSE n/a - - proxy.

	NOTE 1:
For the purposes of the present document it has been chosen to keep the specification simple by the tables specifying only one role at a time. This does not preclude implementations providing two roles, but an entirely separate assessment of the tables shall be made for each role.

NOTE 2:
The functional split between the MRFC and the AS for page-mode messaging is out of scope of this document and they are assumed to be collocated.
NOTE 3:
A.3A/63 is an AS providing the IP-SM-GW role to support the transport level interworking defined in 3GPP TS 24.341 [8L]. A.3A/71 is an AS providing the IP-SM-GW role to support the service level interworking for messaging as defined in 3GPP TS 29.311 [15A].
NOTE 4:
An ATCF shall support both the ATCF (proxy) role and the ATCF (UA) role.


Table A.3B: Roles with respect to access technology

	Item
	Value used in P-Access-Network-Info header field
	Reference
	RFC status
	Profile status

	1
	3GPP-GERAN
	[52] 4.4
	o
	c1

	2
	3GPP-UTRAN-FDD
	[52] 4.4
	o
	c1

	3
	3GPP-UTRAN-TDD
	[52] 4.4
	o
	c1

	4
	3GPP2-1X
	[52] 4.4
	o
	c1

	5
	3GPP2-1X-HRPD
	[52] 4.4
	o
	c1

	6
	3GPP2-UMB
	[52] 4.4
	o
	c1

	7
	3GPP-E-UTRAN-FDD
	[52] 4.4
	o
	c1

	8
	3GPP-E-UTRAN-TDD
	[52] 4.4
	o
	c1

	9
	3GPP2-1X-Femto
	[52] 4.4
	o
	c1

	11
	IEEE-802.11
	[52] 4.4
	o
	c1

	12
	IEEE-802.11a
	[52] 4.4
	o
	c1

	13
	IEEE-802.11b
	[52] 4.4
	o
	c1

	14
	IEEE-802.11g
	[52] 4.4
	o
	c1

	15
	IEEE-802.11n
	[52] 4.4
	o
	c1

	21
	ADSL
	[52] 4.4
	o
	c1

	22
	ADSL2
	[52] 4.4
	o
	c1

	23
	ADSL2+
	[52] 4.4
	o
	c1

	24
	RADSL
	[52] 4.4
	o
	c1

	25
	SDSL
	[52] 4.4
	o
	c1

	26
	HDSL
	[52] 4.4
	o
	c1

	27
	HDSL2
	[52] 4.4
	o
	c1

	28
	G.SHDSL
	[52] 4.4
	o
	c1

	29
	VDSL
	[52] 4.4
	o
	c1

	30
	IDSL
	[52] 4.4
	o
	c1

	41
	DOCSIS
	[52] 4.4
	o
	c1

	51
	DVB-RCS2
	[52] 4.4
	o
	c1

	c1:
If A.3/1 OR A.3/2 THEN o.1 ELSE n/a - - UE or P-CSCF.

o.1:
It is mandatory to support at least one of these items.


Table A.3C: Modifying roles
	Item
	Roles
	Reference
	RFC status
	Profile status

	1
	UE performing the functions of an external attached network
	4.1
	
	

	NOTE:
This table identifies areas where the behaviour is modified from that of the underlying role. Subclause 4.1 indicates which underlying roles are modified for this behaviour.


Table A.3D: Roles with respect to security mechanism
	Item
	Security mechanism
	Reference
	RFC status
	Profile status

	1
	IMS AKA plus IPsec ESP
	clause 4.2B.1
	n/a
	c1

	2
	SIP digest plus check of IP association
	clause 4.2B.1
	n/a
	c2

	3
	SIP digest plus Proxy Authentication
	clause 4.2B.1
	n/a
	c2

	4
	SIP digest with TLS
	clause 4.2B.1
	n/a
	c2

	5
	NASS-IMS bundled authentication
	clause 4.2B.1
	n/a
	c2

	6
	GPRS-IMS-Bundled authentication
	clause 4.2B.1
	n/a
	c2

	7
	Trusted node authentication
	clause 4.2B.1
	n/a
	c3

	20
	End-to-end media security using SDES
	clause 4.2B.2
	o
	c5

	A
	End-to-access-edge media security for MSRP using TLS and certificate fingerprints
	clause 4.2B.2
	n/a
	c4

	B
	End-to-access-edge media security for BFCP using TLS and certificate fingerprints
	clause 4.2B.2
	n/a
	c4

	C
	End-to-access-edge media security for UDPTL using DTLS and certificate fingerprints
	clause 4.2B.2
	n/a
	c4

	21
	End-to-end media security using KMS
	clause 4.2B.2
	o
	c5

	30
	End-to-access-edge media security using SDES
	clause 4.2B.2
	n/a
	c4

	c1:
IF (A.3/1A OR A.3/2 OR A.3/3 OR A.3/4) THEN m ELSE IF A.3/1B THEN o ELSE n/a - - UE containing UICC or P-CSCF or I-CSCF or S-CSCF, UE without UICC.

c2:
IF (A.3/1 OR A.3/2 OR A.3/3 OR A.3/4) THEN o ELSE n/a - - UE or P-CSCF or I-CSCF or S-CSCF.

c3:
IF (A.3/3 OR A.3/4) THEN o ELSE n/a - - I-CSCF or S-CSCF.
c4:
IF (A.3/1 OR A.3/2A) THEN o ELSE n/a - - UE or P-CSCF (IMS-ALG).

c5:
IF A.3/1 THEN o - - UE.
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A.3.2.1
Major capabilities

Table A.317: Major capabilities

	Item
	Does the implementation support
	Reference
	RFC status
	Profile status

	
	Capabilities within main protocol
	
	
	

	
	
	
	
	

	
	Extensions
	
	
	

	22
	integration of resource management and SIP?
	[30] [64]
	o
	c14

	23
	grouping of media lines?
	[53]
	c3
	c3

	24
	mapping of media streams to resource reservation flows?
	[54]
	o
	c1

	25
	SDP bandwidth modifiers for RTCP bandwidth?
	[56]
	o
	o (NOTE 1)

	26
	TCP-based media transport in the session description protocol?
	[83]
	o
	c2

	27
	interactive connectivity establishment?
	[99]
	o
	c4

	28
	session description protocol format for binary floor control protocol streams?
	[108]
	o
	o

	29
	extended RTP profile for real-time transport control protocol (RTCP)-based feedback (RTP/AVPF)?
	[135]
	o
	c5

	30
	SDP capability negotiation?
	[137]
	o
	c6

	31
	Session Description Protocol (SDP) extension for setting up audio media streams over circuit-switched bearers in the Public Switched Telephone Network (PSTN)?
	[155]
	o
	c7

	32
	miscellaneous capabilities negotiation in the Session Description Protocol (SDP)?
	[156]
	o
	c7

	33
	transport independent bandwidth modifier for the Session Description Protocol?
	[152]
	o
	c8

	34
	Secure Real-time Transport Protocol (SRTP)?
	[169]
	o
	c15

	35
	MIKEY-TICKET?
	[170]
	o
	c10

	36
	SDES?
	[168]
	o
	c9

	37
	end-to-access-edge media security using SDES?
	7.5.2
	o
	c16

	37A


	end-to-access-edge media security for MSRP using TLS and certificate fingerprints?
	7.5.2
	n/a
	cP

	37B
	end-to-access-edge media security for BFCP using TLS and certificate fingerprints?
	7.5.2
	n/a
	cS

	37C
	end-to-access-edge media security for UDPTL using DTLS and certificate fingerprints?
	7.5.2
	n/a
	cB

	38
	SDP media capabilities negotiation?
	[172]
	o
	c12

	39
	Transcoding Services Invocation in the Session Initiation Protocol (SIP) Using Third Party Call Control (3pcc)?
	[166]
	o
	c13

	40
	Message Session Relay Protocol?
	[178]
	o
	c17

	40A
	Connection establishment for media anchoring for the message session relay protocol?
	[178A]
	o
	cA

	41
	a SDP offer/answer mechanism to enable file transfer?
	[185]
	o
	o

	42
	optimal media routeing
	[11D]
	n/a
	c18

	43
	ECN for RTP over UDP
	[188]
	o
	c19

	44
	T.38 FAX?
	[202]
	n/a
	c20

	45
	support for reduced-size RTCP?
	[204]
	o
	o

	46
	RTCP extended reports?
	[205]
	o
	o

	47
	maximum receive SDU size?
	[9B]
	o
	o

	48
	the SDP content attribute
	[206]
	o
	c21

	49
	a general mechanism for RTP header extensions?
	[210]
	o
	o

	50
	negotiation of generic image attributes in the session description protocol (SDP)?
	[211]
	o
	o

	T
	connection-oriented media transport over the TLS protocol in the SDP?
	[r4572]
	o
	cT

	U
	UDPTL over DTLS?
	[I-D-udptl-dtls]
	o
	cU

	c1:
IF A.3/1 THEN m ELSE n/a - - UE role.

c2:
IF A.3/9B AND A.3/13B THEN m ELSE IF A.3/1 OR A.3/6 OR A.3/7 THEN o ELSE n/a - - IBCF (IMS-ALG), application gateway function (IMS-ALG), UE, MGCF, AS.

c3:
IF A.317/24 THEN m ELSE o - - mapping of media streams to resource reservation flows.

c4:
IF A.3/9B OR A.3/13B THEN m ELSE IF A.3/1 OR A.3/6 THEN o ELSE n/a - - IBCF (IMS-ALG), application gateway function (IMS-ALG), UE, MGCF.

c5:
IF A.3A/50 OR A.3A/50A OR A.3/6 OR A.3/9B OR A.3A/89 THEN m ELSE o - - multimedia telephony service participant, multimedia telephony service application server, MGCF, IBCF (IMS-ALG), ATCF (UA).

c6:
IF A.3A/50 OR A.3A/50A OR A.3/6 OR A.3/9B OR A.3/13B OR A.3A/89 THEN m ELSE o - - multimedia telephony service participant, multimedia telephony service application server, MGCF, IBCF (IMS-ALG), application gateway function (IMS-ALG), ATCF (UA).
c7:
IF A.3A/82 OR A.3A/83 THEN m ELSE o - - ICS user agent, SCC application server.

c8:
IF A.317/25 AND (A.3/1 OR A.3/6 OR A.3A/89) THEN o ELSE n/a - - SDP bandwidth modifiers for RTCP bandwidth, UE, MGCF, ATCF (UA).

c9:
IF A.3D/301 OR A.3D/2A 20 THEN o m ELSE n/a - - end-to-access-edge media security using SDES, end-to-end media security using SDES.
c10:
IF A.3D/21 THEN m ELSE n/a - - end-to-end media security using KMS.

c12:
IF A.3A/82 OR A.3A/83 THEN m ELSE o - - ICS user agent, SCC application server.

c13:
IF IF A.3/7D OR A.3/8 THEN o else n/a - - AS performing 3rd party call control or MRFC.

c14:
IF A.4/2C THEN m ELSE o - - initiating a session which require local and/or remote resource reservation.
c15:
IF A.3D/20 OR A.3D/21 OR A.3D/30 THEN m ELSE n/a - - end-to-end media security using SDES, end-to-end media security using KMS, end-to-access-edge media security using SDES.

c16:
If A.3D/30 THEN m ELSE n/a - - end-to-access-edge media security using SDES.

c17:
IF A.3A/33B OR A.3A/34 THEN m ELSE IF A.3A/8 OR A.3A/9 THEN o ELSE n/a - - session-mode messaging participant, session-mode messaging intermediate node, IBCF, MRFC.
c18:
IF A.3/2A OR A.3/6 OR A.3/7 OR A.3/9B OR A.3A/89 OR A.3/13B THEN o ELSE n/a - - P-CSCF (IMS-ALG), MGCF, AS, IBCF (IMS-ALG), ATCF (UA), application gateway function (IMS-ALG).

c19:
IF A.3/2A OR A.3/6 OR A.3/8 OR A.3/9B OR A.3A/81 OR A.3A/89 OR A.3/13B THEN o ELSE n/a - - P-CSCF (IMS-ALG), MGCF, MRFC, IBCF (IMS-ALG), MSC Server enhanced for ICS, ATCF (UA), application gateway function (IMS-ALG).

c20:
IF A.3/1 OR A.3/6 THEN o ELSE n/a - - UE, MGCF.
c21:
IF A.3A/57 OR A.3A/58 OR A.3A/59 OR A.3A/60 OR A.3/2A OR A.3/9B THEN m ELSE o - - Customized alerting tones application server, Customized alerting tones UA client, Customized ringing signal application server, Customized ringing signal UA client, P-CSCF (IMS-ALG), IBCF (IMS-ALG).
cP:
If A.3D/A THEN m ELSE n/a - - end-to-access-edge media security for MSRP using TLS and certificate fingerprints.

cS:
If A.3D/B THEN m ELSE n/a - - end-to-access-edge media security for BFCP using TLS and certificate fingerprints.

cB:
If A.3D/C THEN m ELSE n/a - - end-to-access-edge media security for UDPTL using DTLS and certificate fingerprints.

cT:
IF (A.317/37A AND A.317/40) OR (A.317/37B AND A.317/28) OR (A.317/37C AND A.317/U) THEN m ELSE o - - end-to-access-edge media security for MSRP using TLS and certificate fingerprints, message session relay protocol, end-to-access-edge media security for BFCP using TLS and certificate fingerprints, session description protocol format for binary floor control protocol streams, end-to-access-edge media security for UDPTL using DTLS and certificate fingerprints, UDPTL over DTLS.

cA:
IF A.317/40 THEN m ELSE n/a - - message session relay protocol.

cU:
IF A.317/37C THEN m ELSE o - - end-to-access-edge media security for UDPTL using DTLS and certificate fingerprints.

	NOTE 1:
For "video" and "audio" media types that utilise RTP/RTCP, if the RTCP bandwidth level for the session is different than the default RTCP bandwidth as specified in RFC 3556 [56], then, it shall be specified. For other media types, it may be specified.
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A.3.2.2
SDP types

Table A.318: SDP types

	Item
	Type
	Sending
	Receiving

	
	
	Ref.
	RFC status
	Profile status
	Ref.
	RFC status
	Profile status

	
	Session level description

	1
	v= (protocol version)
	[39] 5.1
	m
	m
	[39] 5.1
	m
	m

	2
	o= (owner/creator and session identifier)
	[39] 5.2
	m
	m
	[39] 5.2
	m
	m

	3
	s= (session name)
	[39] 5.3
	m
	m
	[39] 5.3
	m
	m

	4
	i= (session information)
	[39] 5.4
	o
	c2
	[39] 5.4
	m
	c3

	5
	u= (URI of description)
	[39] 5.5
	o
	c4
	[39] 5.5
	o
	n/a

	6
	e= (email address)
	[39] 5.6
	o
	c4
	[39] 5.6
	o
	n/a

	7
	p= (phone number)
	[39] 5.6
	o
	c4
	[39] 5.6
	o
	n/a

	8
	c= (connection information)
	[39] 5.7
	c5
	c5
	[39] 5.7
	m
	m

	9
	b= (bandwidth information)
	[39] 5.8
	o
	o (NOTE 1)
	[39] 5.8
	m
	m

	
	Time description (one or more per description)

	10
	t= (time the session is active)
	[39] 5.9
	m
	m
	[39] 5.9
	m
	m

	11
	r= (zero or more repeat times)
	[39] 5.10
	o
	c4
	[39] 5.10
	o
	n/a

	
	Session level description (continued)

	12
	z= (time zone adjustments)
	[39] 5.11
	o
	n/a
	[39] 5.11
	o
	n/a

	13
	k= (encryption key)
	[39] 5.12
	x
	x
	[39] 5.12
	n/a
	n/a

	14
	a= (zero or more session attribute lines)
	[39] 5.13
	o
	o
	[39] 5.13
	m
	m

	
	Media description (zero or more per description)

	15
	m= (media name and transport address)
	[39] 5.14
	m
	m
	[39] 5.14
	m
	m

	16
	i= (media title)
	[39] 5.4
	o
	c2
	[39] 5.4
	o
	c3

	17
	c= (connection information)
	[39] 5.7
	c1
	c1
	[39] 5.7
	m
	m

	18
	b= (bandwidth information)
	[39] 5.8
	o
	o (NOTE 1)
	[39] 5.8
	m
	m

	19
	k= (encryption key)
	[39] 5.12
	x
	x
	[39] 5.12
	n/a
	n/a

	20
	a= (zero or more media attribute lines)
	[39] 5.13
	o
	o
	[39] 5.13
	m
	m

	c1:
IF (A.318/15 AND NOT A.318/8) THEN m ELSE IF (A.318/15 AND A.318/8) THEN o ELSE n/a - - “c=” contained in session level description and SDP contains media descriptions.

c2:
IF A.3/6 THEN x ELSE o - - MGCF.

c3:
IF A.3/6 THEN n/a ELSE m - - MGCF.

c4:
IF A.3/6 THEN x ELSE n/a - - MGCF.

c5:
IF A.318/17 THEN o ELSE m - - "c=" contained in all media description.

	NOTE 1:
The UE may use b=TIAS and b=AS as described in RFC 3890 [152]. For "video" and "audio" media types that utilise RTP/RTCP, and if the UE is configured to request an RTCP bandwidth level different than the default RTCP bandwidth as specified in RFC 3556 [56], then the UE shall include the “b=” media descriptors with the bandwidth modifiers “RS” and “RR”. For other media types, the UE may include the “b=” media descriptor with the bandwidth modifiers “RS” and “RR”.


Prerequisite A.318/14 OR A.318/20 - - a= (zero or more session/media attribute lines)

Table A.319: zero or more session / media attribute lines (a=)

	Item
	Field
	Sending
	Receiving

	
	
	Ref.
	RFC status
	Profile status
	Ref.
	RFC status
	Profile status

	1
	category (a=cat)
	[39] 6
	c8
	c8
	[39] 6
	c9
	c9

	2
	keywords (a=keywds)
	[39] 6
	c8
	c8
	[39] 6
	c9
	c9

	3
	name and version of tool (a=tool)
	[39] 6
	c8
	c8
	[39] 6
	c9
	c9

	4
	packet time (a=ptime)
	[39] 6
	c10
	c10
	[39] 6
	c11
	c11

	5
	maximum packet time (a=maxptime)
	[39] 6 (NOTE 1)
	c10
	c10
	[39] 6 (NOTE 1)
	c11
	c11

	6
	receive-only mode (a=recvonly)
	[39] 6
	o
	o
	[39] 6
	m
	m

	7
	send and receive mode (a=sendrecv)
	[39] 6
	o
	o
	[39] 6
	m
	m

	8
	send-only mode (a=sendonly)
	[39] 6
	o
	o
	[39] 6
	m
	m

	8A
	Inactive mode (a=inactive)
	[39] 6
	o
	o
	[39] 6
	m
	m

	9
	whiteboard orientation (a=orient)
	[39] 6
	c10
	c10
	[39] 6
	c11
	c11

	10
	conference type (a=type)
	[39] 6
	c8
	c8
	[39] 6
	c9
	c9

	11
	character set (a=charset)
	[39] 6
	c8
	c8
	[39] 6
	c9
	c9

	12
	language tag (a=sdplang)
	[39] 6
	o
	o
	[39] 6
	m
	m

	13
	language tag (a=lang)
	[39] 6
	o
	o
	[39] 6
	m
	m

	14
	frame rate (a=framerate)
	[39] 6
	c10
	c10
	[39] 6
	c11
	c11

	15
	quality (a=quality)
	[39] 6
	c10
	c10
	[39] 6
	c11
	c11

	16
	format specific parameters (a=fmtp)
	[39] 6
	c10
	c10
	[39] 6
	c11
	c11

	17
	rtpmap attribute (a=rtpmap)
	[39] 6
	c10
	c10
	[39] 6
	c11
	c11

	18
	current-status attribute (a=curr)
	[30] 5
	c1
	c1
	[30] 5
	c2
	c2

	19
	desired-status attribute (a=des)
	[30] 5
	c1
	c1
	[30] 5
	c2
	c2

	20
	confirm-status attribute (a=conf)
	[30] 5
	c1
	c1
	[30] 5
	c2
	c2

	21
	media stream identification attribute (a=mid)
	[53] 3
	c3
	c3
	[53] 3
	c4
	c4

	22
	group attribute (a=group)
	[53] 4
	c5
	c5
	[53] 3
	c6
	c6

	23
	setup attribute (a=setup)
	[83] 4
	c7
	c7A
	[83] 4
	c7
	c7A

	24
	connection attribute (a=connection)
	[83] 5
	c7
	c7
	[83] 5
	c7
	c7

	25
	IP addresses (a=candidate)
	[99]
	c12
	c12
	[99]
	c13
	c13

	26
	floor control server determination (a=floorctrl)
	[108] 4
	c14
	c14
	[108] 4
	c14
	c14

	27
	conference id (a=confid)
	[108] 5
	c14
	c14
	[108] 5
	c14
	c14

	28
	user id (a=userid)
	[108] 5
	c14
	c14
	[108] 5
	c14
	c14

	29
	association between streams and floors (a=floorid)
	[108] 6
	c14
	c14
	[108] 6
	c14
	c14

	30
	RTCP feedback capability attribute (a=rtcp-fb)
	[135] 4.2
	c15
	c15
	[135] 4.2
	c15
	c15

	31
	extension of the rtcp-fb attribute (a=rtcp-fb)
	[136] 7.1, [188] 6.2
	c15
	c15
	[136] 7.1
	c15
	c15

	32
	supported capability negotiation extensions (a=csup)
	[137] 3.3.1
	c16
	c16
	[137] 3.3.1
	c16
	c16

	33
	required capability negotiation extensions (a=creq)
	[137] 3.3.2
	c16
	c16
	[137] 3.3.2
	c16
	c16

	34
	attribute capability (a=acap)
	[137] 3.4.1
	c16
	c16
	[137] 3.4.1
	c16
	c16

	35
	transport protocol capability (a=tcap)
	[137] 3.4.2
	c16
	c16
	[137] 3.4.2
	c16
	c16

	36
	potential configuration (a=pcfg)
	[137] 3.5.1

[172] 3.3.6
	c16
	c16
	[137] 3.5.1

[172] 3.3.6
	c16
	c16

	37
	actual configuration (a=acfg)
	[137] 3.5.2
	c16
	c16
	[137] 3.5.2
	c16
	c16

	38
	connection data capability (a=ccap)
	[156] 5.1
	c17
	c17
	[156] 5.1
	c18
	c18

	39
	maximum packet rate (a=maxprate)
	[152] 6.3
	c19
	c19
	[152] 6.3
	c19
	c19

	40
	crypto attribute (a=crypto)
	[168]
	c20
	c20
	[168]
	c20
	c20

	41
	key management attribute (a=key-mgmt)
	[167]
	c21
	c21
	[167]
	c21
	c21

	42
	3GPP_e2ae-security-indicator (a=3ge2ae)
	7.5.2
	c22
	c22
	7.5.2
	c22
	c22

	43
	media capability (a=rmcap)
	[172] 3.3.1
	c23
	c23
	[172] 3.3.1
	c23
	c23

	43A
	media capability (a=omcap)
	[172] 3.3.1
	c23
	c23
	[172] 3.3.1
	c23
	c23

	44
	media format capability (a=mfcap)
	[172] 3.3.2
	c23
	c23
	[172] 3.3.2
	c23
	c23

	45
	media-specific capability (a=mscap)
	[172] 3.3.3
	c23
	c23
	[172] 3.3.3
	c23
	c23

	46
	latent configuration (a=lcfg)
	[172] 3.3.5
	c44
	c44
	[172] 3.3.5
	c44
	c44

	47
	session capability (a=sescap)
	[172] 3.3.8
	c24
	c24
	[172] 3.3.8
	c24
	c24

	48
	msrp path (a=path)
	[178]
	c25
	c25
	[178]
	c25
	c25

	49
	file selector (a=file-selector)
	[185] 6
	c27
	c27
	[185] 6
	c28
	c28

	50
	file transfer identifier (a= file-transfer-id)
	[185] 6
	c26
	c26
	[185] 6
	c28
	c28

	51
	file disposition (a=file-disposition)
	[185] 6
	c26
	c26
	[185] 6
	c28
	c28

	52
	file date (a=file-date)
	[185] 6
	c26
	c26
	[185] 6
	c28
	c28

	53
	file icon (a=file-icon
	[185] 6
	c26
	c26
	[185] 6
	c28
	c28

	54
	file range (a=file-range)
	[185] 6
	c26
	c26
	[185] 6
	c28
	c28

	55
	optimal media routeing visited realm (a=visited-realm)
	7.5.3
	c29
	c29
	7.5.3
	c29
	c29

	56
	optimal media routeing secondary realm (a=secondary-realm)
	7.5.3
	c29
	c29
	7.5.3
	c29
	c29

	57
	optimal media routeing media level checksum (a=omr-m-cksum)
	7.5.3
	c29
	c29
	7.5.3
	c29
	c29

	58
	optimal media routeing session level checksum (a=omr-s-cksum)
	7.5.3
	c29
	c29
	7.5.3
	c29
	c29

	59
	optimal media routeing codecs (a=omr-codecs)
	7.5.3
	c29
	c29
	7.5.3
	c29
	c29

	60
	optimal media routeing media attributes (a=omr-m-att)
	7.5.3
	c29
	c29
	7.5.3
	c29
	c29

	61
	optimal media routeing session attributes (a=omr-s-att)
	7.5.3
	c29
	c29
	7.5.3
	c29
	c29

	62
	optimal media routeing media bandwidth (a=omr-m-bw)
	7.5.3
	c29
	c29
	7.5.3
	c29
	c29

	63
	optimal media routeing session bandwidth (a=omr-s-bw)
	7.5.3
	c29
	c29
	7.5.3
	c29
	c29

	64
	ecn-attribute (a=ecn-capable-rtp)
	[188]
	c30
	c30
	[188]
	c30
	c30

	65
	T38 FAX Protocol version (a=T38FaxVersion)
	[202]
	n/a
	c31
	[202]
	n/a
	c31

	66
	T38 FAX Maximum Bit Rate (a=T38MaxBitRate)
	[202]
	n/a
	c31
	[202]
	n/a
	c31

	67
	T38 FAX Rate Management (a=T38FaxRateManagement)
	[202]
	n/a
	c31
	[202]
	n/a
	c31

	68
	T38 FAX Maximum Buffer Size (a=T38FaxMaxBuffer)
	[202]
	n/a
	c31
	[202]
	n/a
	c31

	69
	T38 FAX Maximum Datagram Size (a=T38FaxMaxDatagram)
	[202]
	n/a
	c31
	[202]
	n/a
	c31

	70
	T38 FAX maximum IFP frame size (a=T38FaxMaxIFP)
	[202]
	n/a
	c32
	[202]
	n/a
	c32

	71
	T38 FAX UDP Error Correction Scheme (a=T38FaxUdpEC)
	[202]
	n/a
	c32
	[202]
	n/a
	c32

	72
	T38 FAX UDP Error Correction Depth (a=T38FaxUdpECDepth)
	[202]
	n/a
	c32
	[202]
	n/a
	c32

	73
	T38 FAX UDP FEC Maximum Span (a=T38FaxUdpFECMaxSpan)
	[202]
	n/a
	c32
	[202]
	n/a
	c32

	74
	T38 FAX Modem Type (a=T38ModemType)
	[202]
	n/a
	c32
	[202]
	n/a
	c32

	75
	T38 FAX Vendor Info

(a=T38VendorInfo)
	[202]
	n/a
	c32
	[202]
	n/a
	c32

	76
	reduced-size RTCP (a=rtcp-rsize)
	[204]
	c33
	c33
	[204]
	c34
	c34

	77
	RTP control protocol extended report parameters (a=rtcp-xr)
	[205]
	c35
	c35
	[205]
	c36
	c36

	78
	maximum receive SDU size (a=3gpp_MaxRecvSDUSize)
	[9B]
	c37
	c37
	[9B]
	c38
	c38

	79
	content (a=content)
	[206]
	c39
	c39
	[206]
	c39
	c39

	80
	generic header extension map definition (a=extmap)
	[210]
	c40
	c40
	[210]
	c41
	c41

	81
	image attribute (a=imageattr)
	[211]
	c42
	c42
	[211]
	c43
	c43

	R
	fingerprint (a=fingerprint)
	[r4572]
	cR
	cR
	[r4572]
	cR
	cR

	B
	msrp-cema (a=msrp-cema)
	[178A]
	cB
	cB
	[178A]
	cB
	cB

	c1:
IF A.317/22 AND A.318/20 THEN o ELSE n/a - - integration of resource management and SIP, media level attribute name "a=".

c2:
IF A.317/22 AND A.318/20 THEN m ELSE n/a - - integration of resource management and SIP, media level attribute name "a=".

c3:
IF A.317/23 AND A.318/20 THEN o ELSE n/a - - grouping of media lines, media level attribute name "a=".

c4:
IF A.317/23 AND A.318/20 THEN m ELSE n/a - - grouping of media lines, media level attribute name "a=".

c5:
IF A.317/23 AND A.318/14 THEN o ELSE n/a - - grouping of media lines, session level attribute name "a=".

c6:
IF A.317/23 AND A.318/14 THEN m ELSE n/a - - grouping of media lines, session level attribute name "a=".

c7:
IF A.317/26 AND A.318/20 THEN m ELSE n/a - - TCP-based media transport in the session description protocol, media level attribute name "a=".

c7A:
IF (A.317/26 OR A.317/U) AND A.318/20 THEN m ELSE n/a - - TCP-based media transport in the session description protocol, UDPTL over DTLS, media level attribute name "a=".
c8:
IF A.318/14 THEN o ELSE x - - session level attribute name "a=".

c9:
IF A.318/14 THEN m ELSE n/a - - session level attribute name "a=".

c10:
IF A.318/20 THEN o ELSE x - - media level attribute name "a=".

c11:
IF A.318/20 THEN m ELSE n/a - - media level attribute name "a=".

c12:
IF A.317/27 AND A.318/20 THEN o ELSE n/a - - candidate IP addresses, media level attribute name "a=".

c13:
IF A.317/27 AND A.318/20 THEN m ELSE n/a - - candidate IP addresses, media level attribute name "a=".

c14:
IF A.317/28 AND A.318/20 THEN m ELSE n/a - - session description protocol format for binary floor control protocol streams, media level attribute name "a=".

c15:
IF (A.317/29 AND A.318/20) THEN m ELSE n/a - - extended RTP profile for real-time transport control protocol (RTCP)-based feedback (RTP/AVPF), media level attribute name "a=".

c16:
IF A.317/30 AND A.318/20 THEN m ELSE n/a - - SDP capability negotiation, media level attribute name "a=".

c17: 
IF A.317/32 AND A.318/20 THEN o ELSE n/a - - miscellaneous capabilities negotiation in the Session Description Protocol (SDP), media level attribute name "a=".

c18: 
IF A.317/32 AND A.318/20 THEN m ELSE n/a - - miscellaneous capabilities negotiation in the Session Description Protocol (SDP), media level attribute name "a=".

c19:
IF A.317/33 AND (A.318/14 OR A.318/20) THEN o ELSE n/a - - bandwidth modifier packet rate parameter, media or session level attribute name "a=".

c20:
IF A.317/34 AND A.317/36 AND 318/20 THEN m ELSE n/a - - Secure Real-time Transport Protocol, media plane security using SDES, media level attribute name "a=".

c21:
IF A.317/34 AND A.317/35 AND 318/20 THEN m ELSE n/a - - Secure Real-time Transport Protocol, end-to-end media security using KMS, media level attribute name "a=".

c22:
IF A.317/37 AND A.318/20 THEN m ELSE n/a - - end-to-access edge media security using SDES, media level attribute name "a=".

c23:
IF A.317/38 THEN m ELSE n/a - - SDP media capabilities negotiation.
c24:
IF A.317/38 AND A.318/14 THEN m ELSE n/a - - SDP media capabilities negotiation, session level attribute name "a=".

c25:
IF A.317/40 AND A.318/20 THEN m ELSE n/a - - message session relay protocol, media level attribute name "a=".

c26:
IF A.317/41 AND A.318/20 THEN o ELSE n/a - - a SDP offer/answer mechanism to enable file transfer, media level attribute name "a=".

c27:
IF A.317/41 AND A.318/20 AND (A.3A/31 OR A.3A/33) THEN m ELSE IF A.317/41 AND A.318/20 AND NOT (A.3A/31 OR A.3A/33) THEN o ELSE n/a - - a SDP offer/answer mechanism to enable file transfer, media level attribute name "a=", messaging application server, messaging participant.

c28:
IF A.317/41 AND A.318/20 THEN m ELSE n/a - - a SDP offer/answer mechanism to enable file transfer, media level attribute name "a=".

c29:
IF A.317/42 AND A.318/20 THEN o ELSE n/a - - optimal media routeing, media level attribute name "a=".

c30:
IF A.317/43 THEN m ELSE n/a - - ECN for RTP over UDP, media level attribute name "a=".

c31:
IF A.317/44 AND A.318/20 THEN m ELSE n/a - - T.38 FAX, media level attribute name "a=".

c32:
IF A.317/44 AND A.318/20 THEN o ELSE n/a - - T.38 FAX, media level attribute name "a=".

c33: 
IF A.317/45 AND A.318/20 THEN o ELSE n/a - - support for reduced-size RTCP, media level attribute name "a=".

c34: 
IF A.317/45 AND A.318/20 THEN m ELSE n/a - - support for reduced-size RTCP, media level attribute name "a=".

c35: 
IF A.317/46 AND A.318/20 AND A.318/14 THEN o ELSE n/a - - RTCP extended reports, media level attribute name "a=", session level attribute name "a=".

c36: 
IF A.317/46 AND A.318/20 AND A.318/14 THEN m ELSE n/a - - RTCP extended reports, media level attribute name "a=", session level attribute name "a=".

c37: 
IF A.317/47 AND A.318/20 AND A.318/14 THEN o ELSE n/a - - maximum receive SDU size, media level attribute name "a=", session level attribute name "a=".

c38: 
IF A.317/47 AND A.318/20 AND A.318/14 THEN m ELSE n/a - - maximum receive SDU size, media level attribute name "a=", session level attribute name "a=".

c39:
IF A.317/48 AND A.318/20 THEN m ELSE n/a - - the SDP content attribute, media level attribute name "a=".

c40: 
IF A.317/49 AND A.318/20 AND A.318/14 THEN o ELSE n/a - - a general mechanism for RTP header extensions, media level attribute name "a=", session level attribute name "a=".

c41: 
IF A.317/49 AND A.318/20 AND A.318/14 THEN m ELSE n/a - - a general mechanism for RTP header extensions, media level attribute name "a=", session level attribute name "a=".

c42:
IF A.317/50 AND A.318/20 THEN o ELSE n/a - - negotiation of generic image attributes in the session description protocol (SDP), media level attribute name "a=".

c43: 
IF A.317/50 AND A.318/20 THEN m ELSE n/a - - negotiation of generic image attributes in the session description protocol (SDP), media level attribute name "a=".

c44:
IF A.317/38 AND A.318/20 THEN m ELSE n/a - - SDP media capabilities negotiation, media level attribute name "a=".
cR:
IF A.317/T AND A.318/20 AND A.318/14 THEN m ELSE n/a - - connection-oriented media transport over the TLS protocol in the SDP, media level attribute name "a=", session level attribute name "a=".
cB:
IF A.317/40A AND A.318/20 THEN m ELSE n/a - - connection establishment for media anchoring for the message session relay protocol, media level attribute name "a=".

	NOTE 1:
Further specification of the usage of this attribute is defined by specifications relating to individual codecs.


Prerequisite A.319/80 - - a= generic header extension map definition (a=extmap)

Table A.319A: RTP header extensions

	Item
	Field
	Sending
	Receiving

	
	
	Ref.
	RFC status
	Profile status
	Ref.
	RFC status
	Profile status

	1
	coordination of video orientation (urn:3gpp:video-orientation)
	[9B]
	n/a
	o
	[9B]
	n/a
	o

	2
	higher granularity coordination of video orientation (urn:3gpp:video-orientation:6)
	[9B]
	n/a
	c1
	[9B]
	n/a
	c1

	c1:
IF A.319A/1 THEN o ELSE n/a - - coordination of video orientation.
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A.3.3.1
Major capabilities

Table A.328: Major capabilities

	Item
	Does the implementation support
	Reference
	RFC status
	Profile status

	
	Capabilities within main protocol
	
	
	

	0A
	application of session policy?
	6.2, 6.3
	x
	c2

	
	Extensions
	
	
	

	1
	integration of resource management and SIP?
	[30] [64]
	o
	n/a

	2
	grouping of media lines?
	[53]
	c3
	x

	3
	mapping of media streams to resource reservation flows?
	[54]
	o
	x

	4
	SDP bandwidth modifiers for RTCP bandwidth?
	[56]
	o
	c1

	5
	TCP-based media transport in the session description protocol?
	[83]
	o
	c11

	6
	interactive connectivity establishment?
	[99]
	o
	c4

	7
	session description protocol format for binary floor control protocol streams?
	[108]
	o
	o

	8
	extended RTP profile for real-time transport control protocol (RTCP)-based feedback (RTP/AVPF)?
	[135]
	o
	c5

	9
	SDP capability negotiation?
	[137]
	o
	c9

	10
	Session Description Protocol (SDP) extension for setting up audio media streams over circuit-switched bearers in the Public Switched Telephone Network (PSTN)?
	[155]
	o
	c6

	11
	miscellaneous capabilities negotiation in the Session Description Protocol (SDP)?
	[156]
	o
	c6

	14
	Secure Real-time Transport Protocol (SRTP)?
	[169]
	o
	o

	15
	MIKEY-TICKET?
	[170]
	o
	o

	16
	SDES?
	[168]
	o
	o

	17
	end-to-access edge media security using SDES?
	7.5.2
	n/a
	n/a

	17A
	end-to-access-edge media security for MSRP using TLS and certificate fingerprints?
	7.5.2
	n/a
	n/a

	17B
	end-to-access-edge media security for BFCP using TLS and certificate fingerprints?
	7.5.2
	n/a
	n/a

	17C
	end-to-access-edge media security for UDPTL using DTLS and certificate fingerprints?
	7.5.2
	n/a
	n/a

	18
	SDP media capabilities negotiation?
	[172]
	o
	c8

	19
	Transcoding Services Invocation in the Session Initiation Protocol (SIP) Using Third Party Call Control (3pcc)?
	[166]
	m
	i

	20
	Message Session Relay Protocol?
	[178]
	o
	o

	20A
	Connection establishment for media anchoring for the message session relay protocol?
	[178A]
	o
	cC

	21
	a SDP offer/answer mechanism to enable file transfer?
	[185]
	o
	o

	22
	optimal media routeing?
	[11D]
	n/a
	o

	23
	ECN for RTP over UDP?
	[188]
	o
	c10

	24
	T.38 FAX?
	[202]
	n/a
	o

	25
	support for reduced-size RTCP?
	[204]
	o
	o

	26
	RTCP extended reports?
	[205]
	o
	o

	27
	maximum receive SDU size?
	[9B]
	o
	o

	28
	the SDP content attribute
	[206]
	o
	o

	29
	a general mechanism for RTP header extensions?
	[210]
	o
	o

	30
	negotiation of generic image attributes in the session description protocol (SDP)?
	[211]
	o
	o

	U
	connection-oriented media transport over the TLS protocol in the SDP?
	[r4572]
	o
	o

	W
	UDPTL over DTLS?
	[I-D-udptl-dtls]
	o
	o

	c1:
IF A.3/2 OR A.3A/88 THEN m ELSE n/a - - P-CSCF, ATCF (proxy).

c2:
IF A.3/2 OR A.3/4 THEN o ELSE x – P-CSCF, S-CSCF.

c3:
IF A.328/3 THEN m ELSE o - - mapping of media streams to resource reservation flows.

c4:
IF A.3/2 OR A.3/4 THEN m ELSE n/a - - P-CSCF, S-CSCF.

c5:
IF (A.3A/50A AND A.3/7C) OR A.3/2 OR A.3/4 OR A.3A/88 THEN m ELSE n/a - - multimedia telephony service application server as AS acting as a SIP proxy, P-CSCF, S-CSCF, ATCF (proxy).

c6: 
IF (A.3A/83 AND A.3/7C) OR A.3/4 THEN m ELSE IF A.3A/88 THEN i ELSE n/a - - SCC application server, AS acting as a SIP proxy, S-CSCF, ATCF (proxy).

c7:
IF A.328/18 THEN m ELSE o - - SDP media capabilities negotiation.

c8:
IF A.3/2 OR A.3/4 THEN m ELSE IF A.3A/88 THEN i ELSE o - - P-CSCF, S-CSCF, ATCF (proxy).

c9:

IF (A.3A/50A AND A.3/7C) OR A.3/2 OR A.3/4 OR A.328/18 OR A.3A/88 THEN m ELSE n/a - - multimedia telephony service application server as AS acting as a SIP proxy, P-CSCF, S-CSCF, SDP media capabilities negotiation, ATCF (proxy).

c10:

IF A.3A/88 THEN o ELSE i - - ATCF (proxy).

c11:
IF A.3/2 OR A.3/4 OR A.3A/88 THEN m ELSE n/a - - P-CSCF, S-CSCF, ATCF (proxy).
cC:
IF A.317/20 THEN m ELSE n/a - - message session relay protocol.
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A.3.3.2
SDP types

Table A.329: SDP types

	Item
	Type
	Sending
	Receiving

	
	
	Ref.
	RFC status
	Profile status
	Ref.
	RFC status
	Profile status

	
	Session level description

	1
	v= (protocol version)
	[39] 5.1
	m
	m
	[39] 5.1
	m
	m

	2
	o= (owner/creator and session identifier).
	[39] 5.2
	m
	m
	[39] 5.2
	i
	i

	3
	s= (session name)
	[39] 5.3
	m
	m
	[39] 5.3
	i
	i

	4
	i= (session information)
	[39] 5.4
	m
	m
	[39] 5.4
	i
	i

	5
	u= (URI of description)
	[39] 5.5
	m
	m
	[39] 5.5
	i
	i

	6
	e= (email address)
	[39] 5.6
	m
	m
	[39] 5.6
	i
	i

	7
	p= (phone number)
	[39] 5.6
	m
	m
	[39] 5.6
	i
	i

	8
	c= (connection information)
	[39] 5.7
	m
	m
	[39] 5.7
	i
	i

	9
	b= (bandwidth information)
	[39] 5.8
	m
	m
	[39] 5.8
	i
	i

	
	Time description (one or more per description)

	10
	t= (time the session is active)
	[39] 5.9
	m
	m
	[39] 5.9
	i
	i

	11
	r= (zero or more repeat times)
	[39] 5.10
	m
	m
	[39] 5.10
	i
	i

	
	Session level description (continued)

	12
	z= (time zone adjustments)
	[39] 5.11
	m
	m
	[39] 5.11
	i
	i

	13
	k= (encryption key)
	[39] 5.12
	m
	m
	[39] 5.12
	i
	i

	14
	a= (zero or more session attribute lines)
	[39] 5.13
	m
	m
	[39] 5.13
	i
	i

	
	Media description (zero or more per description)

	15
	m= (media name and transport address)
	[39] 5.14
	m
	m
	[39] 5.14
	m
	m

	16
	i= (media title)
	[39] 5.4
	m
	m
	[39] 5.4
	i
	i

	17
	c= (connection information)
	[39] 5.7
	m
	m
	[39] 5.7
	i
	i

	18
	b= (bandwidth information)
	[39] 5.8
	m
	m
	[39] 5.8
	i
	c1

	19
	k= (encryption key)
	[39] 5.12
	m
	m
	[39] 5.12
	i
	i

	20
	a= (zero or more media attribute lines)
	[39] 5.13
	m
	m
	[39] 5.13
	i
	c1

	c1:
IF A.328/0A THEN m ELSE i - - application of session policy.


Prerequisite A.329/14 OR A.329/20 - - a= (zero or more session/media attribute lines)

Table A.330: zero or more session / media attribute lines (a=)

	Item
	Field
	Sending
	Receiving

	
	
	Ref.
	RFC status
	Profile status
	Ref.
	RFC status
	Profile status

	1
	category (a=cat)
	[39] 6
	m
	m
	[39] 6
	i
	i

	2
	keywords (a=keywds)
	[39] 6
	m
	m
	[39] 6
	i
	i

	3
	name and version of tool (a=tool)
	[39] 6
	m
	m
	[39] 6
	i
	i

	4
	packet time (a=ptime)
	[39] 6
	m
	m
	[39] 6
	i
	c9

	5
	maximum packet time (a=maxptime)
	[39] 6 (NOTE 1)
	m
	m
	[39] 6 (NOTE 1)
	i
	c9

	6
	receive-only mode (a=recvonly)
	[39] 6
	m
	m
	[39] 6
	i
	c9

	7
	send and receive mode (a=sendrecv)
	[39] 6
	m
	m
	[39] 6
	i
	c9

	8
	send-only mode (a=sendonly)
	[39] 6
	m
	m
	[39] 6
	i
	c9

	8A
	Inactive mode (a=inactive)
	[39] 6
	m
	m
	[39] 6
	i
	c9

	9
	whiteboard orientation (a=orient)
	[39] 6
	m
	m
	[39] 6
	i
	c9

	10
	conference type (a=type)
	[39] 6
	m
	m
	[39] 6
	i
	i

	11
	character set (a=charset)
	[39] 6
	m
	m
	[39] 6
	i
	i

	12
	language tag (a=sdplang)
	[39] 6
	m
	m
	[39] 6
	i
	c9

	13
	language tag (a=lang)
	[39] 6
	m
	m
	[39] 6
	i
	c9

	14
	frame rate (a=framerate)
	[39] 6
	m
	m
	[39] 6
	i
	c9

	15
	quality (a=quality)
	[39] 6
	m
	m
	[39] 6
	i
	c9

	16
	format specific parameters (a=fmtp)
	[39] 6
	m
	m
	[39] 6
	i
	c9

	17
	rtpmap attribute (a=rtpmap)
	[39] 6
	m
	m
	[39] 6
	i
	c9

	18
	current-status attribute (a=curr)
	[30] 5
	m
	m
	[30] 5
	c2
	c2

	19
	desired-status attribute (a=des)
	[30] 5
	m
	m
	[30] 5
	c2
	c2

	20
	confirm-status attribute (a=conf)
	[30] 5
	m
	m
	[30] 5
	c2
	c2

	21
	media stream identification attribute (a=mid)
	[53] 3
	c5
	x
	[53] 3
	c6
	x

	22
	group attribute (a=group)
	[53] 4
	c5
	x
	[53] 4
	c6
	x

	23
	setup attribute (a=setup)
	[83] 4
	c7
	c7A
	[83] 4
	c8
	c8A

	24
	connection attribute (a=connection)
	[83] 5
	c7
	c7
	[83] 5
	c8
	c8

	25
	candidate IP addresses (a=candidate)
	[99]
	c9
	c9
	[99]
	c10
	c10

	26
	floor control server determination (a=floorctrl)
	[108] 4
	c11
	c11
	[108] 4
	c12
	c13

	27
	conference id (a=confid)
	[108] 5
	c11
	c11
	[108] 5
	c12
	c13

	28
	user id (a=userid)
	[108] 5
	c11
	c11
	[108] 5
	c12
	c13

	29
	association between streams and floors (a=floorid)
	[108] 6
	c11
	c11
	[108] 6
	c12
	c13

	30
	RTCP feedback capability attribute (a=rtcp-fb)
	[135] 4.2
	c14
	c14
	[135] 4.2
	c15
	c15

	31
	extension of the rtcp-fb attribute (a=rtcp-fb)
	[136] 7.1

[188] 6.2
	c14
	c14
	[136] 7.1
	c15
	c15

	32
	supported capability negotiation extensions (a=csup)
	[137] 3.3.1
	c16
	c16
	[137] 3.3.1
	c17
	c17

	33
	required capability negotiation extensions (a=creq)
	[137] 3.3.2
	c16
	c16
	[137] 3.3.2
	c17
	c17

	34
	attribute capability (a=acap)
	[137] 3.4.1
	c16
	c16
	[137] 3.4.1
	c17
	c17

	35
	transport protocol capability (a=tcap)
	[137] 3.4.2
	c16
	c16
	[137] 3.4.2
	c17
	c17

	36
	potential configuration (a=pcfg)
	[137] 3.5.1

[172] 3.3.6
	c16
	c16
	[137] 3.5.1

[172] 3.3.6
	c17
	c17

	37
	actual configuration (a=acfg)
	[137] 3.5.2
	c16
	c16
	[137] 3.5.2
	c17
	c17

	38
	connection data capability (a=ccap)
	[156] 5.1
	c18
	c18
	[156] 5.1
	c19
	c19

	40
	crypto attribute (a=crypto)
	[168]
	c20
	c20
	[167]
	c20
	c20

	41
	key management attribute (a=key-mgmt)
	[167]
	c21
	c21
	[168]
	c22
	c22

	42
	3GPP_e2ae-security-indicator (a=3ge2ae)
	7.5.2
	c23
	c23
	7.5.2
	c23
	c23

	43
	media capability (a=rmcap)
	[172] 3.3.1
	c24
	c24
	[172] 3.3.1
	c26
	c26

	43A
	media capability (a=omcap)
	[172] 3.3.1
	c24
	c24
	[172] 3.3.1
	c26
	c26

	44
	media format capability (a=mfcap)
	[172] 3.3.2
	c24
	c24
	[172] 3.3.2
	c26
	c26

	45
	media-specific capability (a=mscap)
	[172] 3.3.3
	c24
	c24
	[172] 3.3.3
	c26
	c26

	46
	latent configuration (a=lcfg)
	[172] 3.3.5
	c48
	c48
	[172] 3.3.5
	c49
	c49

	47
	session capability (a=sescap)
	[172] 3.3.8
	c25
	c25
	[172] 3.3.8
	c27
	c27

	48
	msrp path (a=path)
	[178]
	c28
	c28
	[178]
	c29
	c29

	49
	file selector (a=file-selector)
	[185] 6
	c30
	c30
	[185] 6
	c31
	c31

	50
	file transfer identifier (a= file-transfer-id)
	[185] 6
	c30
	c30
	[185] 6
	c31
	c31

	51
	file disposition (a=file-disposition)
	[185] 6
	c30
	c30
	[185] 6
	c31
	c31

	52
	file date (a=file-date)
	[185] 6
	c30
	c30
	[185] 6
	c31
	c31

	53
	file icon (a=file-icon
	[185] 6
	c30
	c30
	[185] 6
	c31
	c31

	54
	file range (a=file-range)
	[185] 6
	c30
	c30
	[185] 6
	c31
	c31

	55
	optimal media routeing visited realm (a=visited-realm)
	7.5.3
	c32
	c32
	7.5.3
	c33
	c33

	56
	optimal media routeing secondary realm (a=secondary-realm)
	7.5.3
	c32
	c32
	7.5.3
	c33
	c33

	57
	optimal media routeing media level checksum (a=omr-m-cksum)
	7.5.3
	c32
	c32
	7.5.3
	c33
	c33

	58
	optimal media routeing session level checksum (a=omr-s-cksum)
	7.5.3
	c32
	c32
	7.5.3
	c33
	c33

	59
	optimal media routeing codecs (a=omr-codecs)
	7.5.3
	c32
	c32
	7.5.3
	c33
	c33

	60
	optimal media routeing media attributes (a=omr-m-att)
	7.5.3
	c32
	c32
	7.5.3
	c33
	c33

	61
	optimal media routeing session attributes (a=omr-s-att)
	7.5.3
	c32
	c32
	7.5.3
	c33
	c33

	62
	optimal media routeing media bandwidth (a=omr-m-bw)
	7.5.3
	c32
	c32
	7.5.3
	c33
	c33

	63
	optimal media routeing session bandwidth (a=omr-s-bw)
	7.5.3
	c32
	c32
	7.5.3
	c33
	c33

	64
	ecn-attribute (a=ecn-capable-rtp)
	[188]
	c34
	c34
	[188]
	c34
	c34

	65
	T38 FAX Protocol version (a=T38FaxVersion)
	[202]
	n/a
	c35
	[202]
	n/a
	c36

	66
	T38 FAX Maximum Bit Rate (a=T38MaxBitRate)
	[202]
	n/a
	c35
	[202]
	n/a
	c36

	67
	T38 FAX Rate Management (a=T38FaxRateManagement)
	[202]
	n/a
	c35
	[202]
	n/a
	c36

	68
	T38 FAX Maximum Buffer Size (a=T38FaxMaxBuffer)
	[202]
	n/a
	c35
	[202]
	n/a
	c36

	69
	T38 FAX Maximum Datagram Size (a=T38FaxMaxDatagram)
	[202]
	n/a
	c35
	[202]
	n/a
	c36

	70
	T38 FAX maximum IFP frame size (a=T38FaxMaxIFP)
	[202]
	n/a
	c35
	[202]
	n/a
	c36

	71
	T38 FAX UDP Error Correction Scheme (a=T38FaxUdpEC)
	[202]
	n/a
	c35
	[202]
	n/a
	c36

	72
	T38 FAX UDP Error Correction Depth (a=T38FaxUdpECDepth)
	[202]
	n/a
	c35
	[202]
	n/a
	c36

	73
	T38 FAX UDP FEC Maximum Span (a=T38FaxUdpFECMaxSpan)
	[202]
	n/a
	c35
	[202]
	n/a
	c36

	74
	T38 FAX Modem Type (a=T38ModemType)
	[202]
	n/a
	c35
	[202]
	n/a
	c36

	75
	T38 FAX Vendor Info

(a=T38VendorInfo)
	[202]
	n/a
	c35
	[202]
	n/a
	c36

	76
	reduced-size RTCP (a=rtcp-rsize)
	[204]
	c37
	c37
	[204]
	c38
	c38

	77
	RTP control protocol extended report parameters (a=rtcp-xr)
	[205]
	c39
	c39
	[205]
	c40
	c40

	78
	maximum receive SDU size (a=3gpp_MaxRecvSDUSize)
	[9B]
	c41
	c41
	[9B]
	c42
	c42

	79
	content (a=content)
	[206]
	c43
	c43
	[206]
	c43
	c43

	80
	generic header extension map definition (a=extmap)
	[210]
	c44
	c44
	[210]
	c45
	c45

	81
	image attribute (a=imageattr)
	[211]
	c46
	c46
	[211]
	c47
	c47

	U
	fingerprint (a=fingerprint)
	[r4572]
	cX
	cX
	[r4572]
	cY
	cY

	D
	msrp-cema (a=msrp-cema)
	[178A]
	cD
	cD
	[178A]
	cE
	cE

	c2:
IF A.328/1 THEN m ELSE i - - integration of resource management and SIP.

c5:
IF A.328/2 THEN m ELSE n/a - - grouping of media lines.

c6:
IF A.328/3 THEN m ELSE IF A.328/2 THEN i ELSE n/a - - mapping of media streams to resource reservation flows, grouping of media lines.

c7:
IF A.328/5 THEN m ELSE n/a.

c7A:
IF (A.328/5 OR A.328/W) THEN m ELSE n/a -- TCP-based media transport in the session description protocol, UDPTL over DTLS.
c8:
IF A.328/5 THEN i ELSE n/a.

c8A:
IF (A.328/5 OR A.328/W) THEN i ELSE n/a -- TCP-based media transport in the session description protocol, UDPTL over DTLS.
c9:
IF A.329/20 AND A.328/0A THEN m ELSE i - - media level attribute name "a=" and application of session policy.

c9:
IF A.328/6 THEN m ELSE n/a - - interactive connectivity establishment.

c10:
IF A.328/1 AND A.328/6 THEN m ELSE IF A.328/6 THEN i ELSE n/a - - integration of resource management and SIP, interactive connectivity establishment.

c11:
IF A.328/7 THEN m ELSE n/a - - session description protocol format for binary floor control protocol streams.

c12:
IF A.328/7 THEN i ELSE n/a - - session description protocol format for binary floor control protocol streams.

c13:
IF A.328/7 AND A.328/0A AND A.329/20 THEN m ELSE IF A.328/7 AND A.329/20 THEN i ELSE n/a - - session description protocol format for binary floor control protocol streams, media level attribute name "a=" and application of session policy.

c14:
IF (A.328/8 AND A.329/20) THEN m ELSE n/a - - extended RTP profile for real-time transport control protocol (RTCP)-based feedback (RTP/AVPF), media level attribute name "a=".

c15:
IF (A.328/8 AND A.329/20) THEN i ELSE n/a - - extended RTP profile for real-time transport control protocol (RTCP)-based feedback (RTP/AVPF), media level attribute name "a=".

c16:
IF A.328/9 AND A.329/20 THEN m ELSE n/a - - SDP capability negotiation, media level attribute name "a=".

c17:
IF A.328/9 AND A.329/20 THEN i ELSE n/a - - SDP capability negotiation, media level attribute name "a=".

c18:
IF A.328/11 AND A.329/20 THEN o ELSE n/a - - miscellaneous capabilities negotiation in the Session Description Protocol (SDP), media level attribute name "a=".

c19: 
IF A.328/11 AND A.329/20 THEN m ELSE n/a - - miscellaneous capabilities negotiation in the Session Description Protocol (SDP), media level attribute name "a=".

c20:
IF A.328/14 AND A.328/16 AND A.329/20 THEN m ELSE n/a - - Secure Real-time Transport Protocol, media plane security using SDES, media level attribute name "a=".

c21:
IF A.328/14 AND A.328/15 AND A.329/20 THEN m ELSE n/a - - Secure Real-time Transport Protocol, media plane secuirity using KMS, media level attribute name "a=".

c22:
IF A.328/14 AND A.328/15 AND A.329/20 THEN i ELSE n/a - - Secure Real-time Transport Protocol, media plane secuirity using KMS, media level attribute name "a=".

c23:
IF A.328/17 AND A.329/20 THEN m ELSE n/a - - end to access edge media security, media level attribute name "a=".

c24:
IF A.328/18 THEN m ELSE n/a - - SDP media capabilities negotiation.

c25:
IF A.328/18 AND A.329/14 THEN m ELSE n/a - - SDP media capabilities negotiation, session level attribute name "a=".

c26:
IF A.328/18 AND A.328/0A THEN m ELSE IF A.328/18 THEN i ELSE n/a - - SDP media capabilities negotiation, application of session policy.

c27:
IF A.328/18 AND A.329/14 AND A.328/0A THEN m ELSE IF A.328/18 AND A.329/14 THEN i ELSE n/a - - SDP media capabilities negotiation, session level attribute name "a=", application of session policy.

c28:
IF A.328/20 AND A.329/20 THEN m ELSE n/a - - message session relay protocol, media level attribute name "a=".

c29:
IF A.328/20 AND A.329/20 THEN i ELSE n/a - - message session relay protocol, media level attribute name "a=".

c30:
IF A.328/21 AND A.329/20 THEN m ELSE n/a - - a SDP offer/answer mechanism to enable file transfer, media level attribute name "a=".

c31:
IF A.328/21 AND A.329/20 THEN i ELSE n/a - - a SDP offer/answer mechanism to enable file transfer, media level attribute name "a=".

c32:
IF A.328/22 AND A.329/20 THEN m ELSE n/a - - optimal media routeing, media level attribute name "a=".

c33:
IF A.328/22 AND A.329/20 THEN i ELSE n/a - - optimal media routeing, media level attribute name "a=".

c34:
IF A.328/23 THEN m ELSE i - - ECN for RTP over UDP, media level attribute name "a=".
c35:
IF A.328/24 AND A.329/20 THEN m ELSE n/a - - T.38 FAX, media level attribute name "a=".
c36:
IF A.328/24 AND A.329/20 THEN i ELSE n/a - - T.38 FAX, media level attribute name "a=".

c37: 
IF A.328/25 AND A.329/20 THEN m ELSE n/a. - - support for reduced-size RTCP, media level attribute name "a=".

c38:
IF A.328/25 AND A.329/20 THEN i ELSE n/a - - support for reduced-size RTCP, media level attribute name "a=".

c39: 
IF A.328/26 AND A.329/20 AND A.329/14 THEN m ELSE n/a -- RTCP extended reports, media level attribute name "a=", session level attribute name "a=".

c40:
IF A.328/26 AND A.329/20 AND A.329/14 THEN i ELSE n/a -- RTCP extended reports, media level attribute name "a=", session level attribute name "a=".

c41: 
IF A.328/27 AND A.329/20 AND A.329/14 THEN m ELSE n/a -- maximum receive SDU size, media level attribute name "a=", session level attribute name "a=".

c42:
IF A.328/27 AND A.329/20 AND A.329/14 THEN i ELSE n/a -- maximum receive SDU size, media level attribute name "a=", session level attribute name "a=".

c43:
IF A.328/28 AND A.329/20 THEN m ELSE n/a - - the SDP content attribute, media level attribute name "a=".

c44:
IF A.328/29 AND A.329/20 AND A.329/14 THEN m ELSE n/a - - a general mechanism for RTP header extensions, media level attribute name "a=", session level attribute name "a=".

c45:
IF A.328/29 AND A.329/20 AND A.329/14 THEN i ELSE n/a - - a general mechanism for RTP header extensions, media level attribute name "a=", session level attribute name "a=".

c46: 
IF A.328/30 AND A.329/20 THEN m ELSE n/a - - negotiation of generic image attributes in the session description protocol (SDP), media level attribute name "a=".

c47:
IF A.328/30 AND A.329/20 THEN i ELSE n/a - - negotiation of generic image attributes in the session description protocol (SDP), media level attribute name "a=".

c48:
IF A.328/18 AND A.329/20 THEN m ELSE n/a - - SDP media capabilities negotiation, media level attribute name "a=".
c49:
IF A.328/18 AND A.329/20 AND A.328/0A THEN m ELSE IF A.328/18 AND A.329/20 THEN i ELSE n/a - - SDP media capabilities negotiation, media level attribute name "a=", application of session policy.
cX:
IF A.328/U AND A.329/20 AND A.329/14 THEN m ELSE n/a -- connection-oriented media transport over the TLS protocol in the SDP, media level attribute name "a=", session level attribute name "a=".

cY: 
IF A.328/U AND A.329/20 AND A.329/14 THEN i ELSE n/a -- connection-oriented media transport over the TLS protocol in the SDP, media level attribute name "a=", session level attribute name "a=".

cD:
IF A.328/20A AND A.329/20 THEN m ELSE n/a -- connection establishment for media anchoring for the message session relay protocol, media level attribute name "a=".

cE: 
IF A.328/20A AND A.329/20 THEN i ELSE n/a -- connection establishment for media anchoring for the message session relay protocol, media level attribute name "a=".

	NOTE 1:
Further specification of the usage of this attribute is defined by specifications relating to individual codecs.


Prerequisite A.330/80 - - a= generic header extension map definition (a=extmap)

Table A.330A: RTP header extensions

	Item
	Field
	Sending
	Receiving

	
	
	Ref.
	RFC status
	Profile status
	Ref.
	RFC status
	Profile status

	1
	coordination of video orientation (urn:3gpp:video-orientation)
	[9B]
	n/a
	m
	[9B]
	n/a
	i

	2
	higher granularity coordination of video orientation (urn:3gpp:video-orientation:6)
	[9B]
	n/a
	m
	[9B]
	n/a
	i


