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4.2.10
EFGBANL (GBA NAF List)

If service n°2 is "available", this file shall be present.

This EF contains the list of NAF_ID and B-TID associated to a GBA NAF derivation procedure.

	Identifier: '6FD7'
	Structure: Linear fixed
	Optional

	Record length: Z bytes
	Update activity: low

	Access Conditions:


READ
PIN


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to Z
	NAF Key Identifier TLV objects
	M
	Z bytes


NAF Key Identifier tags

	Description
	Tag Value

	NAF_ID  Tag
	'80'

	B-TID Tag
	'81'


NAF Key Identifier information

	Description
	Value
	M/O
	Length (bytes)

	NAF_ID Tag
	'80'
	M
	1

	Length
	X
	M
	Note

	NAF_ID value
	--
	M
	X

	B-TID Tag
	'81'
	M
	1

	Length
	Y
	M
	Note

	B-TID value
	--
	M
	Y

	NOTE:
The length is coded according to ISO/IEC 8825-1 [20]


-
NAF_ID Tag '80'

Contents: 

-
Identifier of Network Application Function used in the GBA_U NAF Derivation procedure. 

Coding: 

-
As defined in 33.220 [25]
-
B-TID Tag '81'

Content: 

-
Bootstrapping Transaction Identifier of the GBA_U bootstrapped key

Coding: 

-
As defined in TS 33.220 [25]

Unused bytes shall be set to 'FF'

[...]
4.2.11
EFNAFKCA (NAF Key Centre Address)

If service n°2 and service n°4 are "available", this file shall be present.

This EF contains one or more NAF Key Centre addresses. The first record in the EF shall be considered to be of the highest priority. The last record in the EF shall be considered to be the lowest priority.

	Identifier: '6FDD'
	Structure: Linear fixed
	Optional

	Record length: Z bytes
	Update activity: low

	Access Conditions:


READ








PIN


UPDATE







ADM


DEACTIVATE






ADM


ACTIVATE






ADM



	Bytes
	Description
	M/O
	Length

	1 to Z
	NAF Key Centre TLV object
	M
	Z bytes


Unused bytes shall be set to 'FF'.

NAF Key Centre tags

	Description
	Tag Value

	NAF Key Centre address Tag
	'80'


NAF Key Centre information

	Description
	Value
	M/O
	Length (bytes)

	NAF Key Centre address Tag
	'80'
	M
	1

	Length
	X
	M
	Note

	NAF Key Centre address value
	--
	M
	X

	Note:
The length is coded according to ISO/IEC 8825-1 [20]


-
NAF Key Centre Address value (Tag '80')

Contents:


Fully qualified Domain Name (FQDN) of the NAF Key Centre used in the Local Key Establishment procedures (see TS 33.110 [28]).

Coding:


Encoded to an octet string according to UTF-8 encoding rules as described in IETF RFC 3629 [27].

[...]
7.1.2.5
Local Key Establishment security context (All Modes)

The Local Key Establishment Control TLV is included in the command data to indicate the security context mode. The Local Key Establishment Control TLV is also included in the response data to indicate the operation status.

Table 2: Coding of the Local Key Establishment Control TLV

	Tag Value
	Length
	Value / Meaning

	'80'
	Coded according to ISO/IEC 8825-1 [20]
	Local Key Establishment context:


'01': Key Derivation mode


'02': Key Availability Check mode

Operation Status:


'DB': Successful Operation


[...]
7.1.2.5.1
Local Key Establishment security context (Key Derivation mode)

Command parameters/data:

	Byte(s)
	Description
	Coding
	Length

	1
	Key Derivation Data Object tag (‘73’)
	As defined in TS 31.101 [3] for BER-TLV data object
	1

	2 to A+1 bytes (A ≤ 4)
	Key Derivation Data Object length (L)
	As defined in TS 31.101 [3] for BER-TLV data object
	A

	A+2 to (A+L+1)
	Key Derivation Data Object
	
	L


-
Key Derivation Data Object content: The TLVs defined in table 3 are included in the Key Derivation Data Object.

Table 3: Coding of the Key Derivation Data Object

	Description
	Value
	M/O
	Length (bytes)

	Local Key Establishment Control TLV
	Coded as defined in section 7.1.2.5. The value field shall be set to '01'
	M
	B

	Counter Limit tag
	'81'
	M
	1

	Length
	C
	M
	Note 1

	Counter Limit
	Coded as defined in TS 33.110 [28]
	M
	C

	Request MAC tag
	'82'
	M
	1

	Length
	D
	M
	Note 1

	Request MAC
	Coded as defined in TS 33.110 [28]
	M
	D (see Note 3)

	Key Identifier tag
	'A0' 
	M
	1

	Length
	E (see Note 2)
	M
	Note 1

	NAF_ID tag
	'83'
	M
	1

	Length
	F
	M
	Note 1

	NAF_ID
	Coded as defined in TS 33.220 [25]
	M
	F

	Terminal_ID tag
	'84'
	M
	1

	Length
	G
	M
	Note 1

	Terminal_ID
	Coded as defined in TS 33.110 [28]
	M
	G

	Terminal_appli_ID tag
	'85'
	M
	1

	Length
	H
	M
	Note 1

	Terminal_appli_ID
	Coded as defined in TS 33.110 [28]
	M
	H

	UICC_appli_ID tag
	'86'
	M
	1

	Length
	I
	M
	Note 1

	UICC_appli_ID
	Coded as defined in TS 33.110 [28]
	M
	I

	RANDx tag
	'87'
	M
	1

	Length
	J
	M
	Note 1

	RANDx
	Coded as defined in TS 33.110 [28]
	M
	J (see Note 4)

	Note 1:
The length is coded according to ISO/IEC 8825-1 [20]

Note 2:
The Key Identifier TLV is a constructed TLV containing the following primitive TLVs: NAF_ID, Terminal_ID, Terminal_appli_ID, UICC_appli_ID and RANDx. E is the length of the constructed Key Identifier value.

Note 3:
The most significant bit of the request MAC is coded on bit 8 of the first byte following the MAC Length.

Note 4:
The most significant bit of the RANDx is coded on bit 8 of the first byte following the RANDx Length.


Response parameters/data, Local Key Establishment security context (Key Derivation mode), command successful:

	Byte(s)
	Description
	Coding
	Length

	1
	Key Derivation Operation Response Data Object tag (‘73’)
	As defined in TS 31.101 [3] for BER-TLV data object
	1

	2 to A1+1 bytes (A1 ≤ 4)
	Key Derivation Operation Response Data Object length (L1)
	As defined in TS 31.101 [3] for BER-TLV data object
	A1

	A1+2 to (A1+L1+1)
	Key Derivation Operation Response Data Object
	
	L1


-
Key Derivation Operation Response Data Object content: The TLVs defined in table 4 are included in the Key Derivation Operation Response Data Object.

Table 4: Coding of the Key Derivation Operation Response Data Object

	Description
	Value
	M/O
	Length (bytes)

	Local Key Establishment Control TLV
	Coded as defined in section 7.1.2.5. The value field shall be set to 'DB'
	M
	B

	Response MAC tag
	'82'
	M
	1

	Length
	C
	M
	Note 1

	Response MAC
	Coded as defined in TS 33.110 [28]
	M
	C (see Note 2)

	Note 1:
The length is coded according to ISO/IEC 8825-1 [20]

Note 2:
The most significant bit of the response MAC is coded on bit 8 of the first byte following the MAC length.


[...]
Annex B (informative):
Tags defined in 31.103

	Tag
	Name of Data Element
	Usage

	'80'
	NAF_ID
	EFGBANL

	'80'
	NAI TLV data object
	EFIMPI

	'80'
	P-CSCF TLV data object
	EFP-CSCF

	'80'
	URI TLV data object
	EFIMPU, EFDOMAIN

	'81'
	B-TID
	EFGBANL

	'DB'
	Successful IMS authentication
	Response to AUTHENTICATE“IMS AKA security context”

	'DB'
	HTTP Digest Context response
	Response to AUTHENTICATE “HTTP Digest security context”

	'DB'
	Successful GBA operation
	Response to AUTHENTICATE “GBA security context”

	'DC'
	Synchronisation failure
	Response to AUTHENTICATE “IMS AKA security context” or “GBA security context (Bootstrapping Mode)”

	'DD'
	GBA Security Context Bootstrapping Mode
	AUTHENTICATE “GBA security context”

	'DE'
	GBA Security Context NAF Derivation Mode
	AUTHENTICATE “GBA security context”


NOTE:
the value 'FF' is an invalid tag value. For ASN.1 tag assignment rules see ISO/IEC 8825-1 [20]
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