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Annex A (informative):
EF changes via Data Download or USAT applications

This annex defines if changing the content of an EF by the network (e.g. by sending an SMS), or by a USAT Application, is advisable. Updating of certain EFs "over the air" such as EFACC could result in unpredictable behaviour of the UE; these are marked "Caution" in the table below. Certain EFs are marked "No"; under no circumstances should "over the air" changes of these EFs be considered.

	File identification
	Description
	Change advised

	'2F00'
	Application directory
	Caution

	'2F05'
	Preferred languages 
	Yes

	'2F06'
	Access rule reference
	Caution

	'2FE2'
	ICC identification
	No

	'4F01'
	Launch SCWS
	Yes

	'4F20'
	Image data
	Yes

	‘4F20’
	GSM Ciphering key Kc
	No

	'4FXX'
	Image Instance data Files 
	Yes

	'4F21'
	ICE graphics 
	Yes

	'4FXX'
	Icon
	Yes

	'4FXX'
	Unique identifier
	Yes

	'4F22'
	Phone book synchronisation counter
	Yes

	'4F23'
	Change counter
	Yes

	'4F24'
	Previous unique identifier
	Yes

	'4F30'
	Phone book reference file
	Yes

	'4FXX'
	Capability configuration parameters 1
	Yes 

	'4F30'
	SoLSA Access Indicator
	Caution

	'4F31'
	SoLSA LSA List
	Caution

	'4FXX'
	LSA Descriptor files
	Caution

	‘4F52’
	GPRS Ciphring key KcGPRS
	No

	'4F63'
	CPBCCH Information
	No

	'4F64’
	Investigation Scan
	Caution

	'4FXX'
	Additional number alpha string
	Yes

	'4FXX'
	Additional number
	Yes

	'4FXX'
	Second name entry
	Yes

	'4FXX'
	Grouping information alpha string
	Yes

	'4FXX'
	Phone book control
	Yes

	'4FXX'
	E-mail addresses
	Yes

	'4FXX'
	Index administration phone book
	Yes

	'4FXX'
	Extension 1
	Yes 

	'4FXX'
	Abbreviated dialling numbers
	Yes 

	'4FXX'
	Grouping file
	Yes

	'4F41'
	Pseudonym
	Caution

	'4F42'
	User controlled PLMN selector for I-WLAN
	No

	'4F43'
	Operator controlled PLMN selector for I-WLAN
	Caution

	'4F44'
	User controlled WSID List
	No

	'4F45'
	Operator controlled WSID List
	Caution

	'4F46'
	WLAN Reauthentication Identity
	No

	4F47'
	Home I-WLAN Specific Identifier List
	Yes

	'4F47'
	Multimedia Messages List
	Yes

	'4F48'
	I-WLAN Equivalent HPLMN Presentation Indication
	Yes

	'4F48'
	Multimedia Messages Data File
	Yes

	'4F49'
	I-WLAN HPLMN Priority Indication
	Yes

	'4F4A'
	I-WLAN Last Registered PLMN
	Caution

	'4F4B'
	HPLMN Direct Access Indicator
	Yes

	'4F81'
	Allowed CSG lists
	Yes

	'4F82'
	CSG Type
	Yes

	'4F83'
	HNB name
	Yes

	'4F84'
	Operator CSG lists
	Yes

	'4F85'
	Operator CSG Type
	Yes

	'4F86'
	Operator HNB name
	Yes

	'6F05'
	Language indication 
	Yes

	‘6F06’
	Access rule reference (under ADFUSIM and DFTELECOM)
	Caution

	'6F07'
	IMSI
	Caution (Note 1)

	'6F08'
	Ciphering and integrity keys
	No 

	'6F09'
	Ciphering and integrity keys for packet switched domain
	No 

	'6F2C'
	De-personalization Control Keys
	Caution

	'6F31'
	Higher Priority PLMN search period
	Caution

	'6F32'
	Co-operative network list
	Caution

	'6F37'
	ACM maximum value
	Yes

	'6F38'
	USIM service table
	Caution

	'6F39'
	Accumulated call meter
	Yes

	'6F3B'
	Fixed dialling numbers
	Yes (Note 2)

	'6F3C'
	Short messages
	Yes

	'6F3E'
	Group identifier level 1
	Yes

	'6F3F'
	Group identifier level 2
	Yes

	'6F40'
	MSISDN storage
	Yes

	'6F41'
	PUCT
	Yes

	'6F42'
	SMS parameters
	Yes

	'6F43'
	SMS status
	Yes

	'6F45'
	CBMI
	Caution

	'6F46'
	Service provider name
	Yes

	'6F47'
	Short message status reports
	Yes

	'6F48'
	CBMID
	Yes

	'6F49'
	Service Dialling Numbers
	Yes (Note 2)

	'6F4B'
	Extension 2
	Yes

	'6F4C'
	Extension 3
	Yes

	'6F4D'
	Barred dialling numbers
	Yes

	'6F4E'
	Extension 5
	Yes

	'6F4F'
	Capability configuration parameters 2
	Yes 

	'6F50'
	CBMIR
	Yes

	'6F54'
	SetUp Menu Elements
	Yes

	‘6F55’
	Extension 4
	Yes

	'6F56'
	Enabled services table
	Caution

	'6F57'
	Access point name control list
	Yes

	'6F58'
	Comparison method information
	Yes

	'6F5B'
	Initialisation value for Hyperframe number
	Caution

	'6F5C'
	Maximum value of START
	Yes

	'6F60'
	User controlled PLMN selector with Access Technology
	No

	'6F61'
	Operator controlled PLMN selector with Access Technology
	Caution

	'6F62'
	HPLMN selector with Access Technology
	Caution

	'6F73'
	Packet switched location information
	Caution (Note 1)

	'6F78'
	Access control class
	Caution

	'6F7B'
	Forbidden PLMNs
	Caution

	'6F7E'
	Location information
	No (Note 1)

	'6F80'
	Incoming call information
	Yes

	'6F81'
	Outgoing call information
	Yes

	'6F82'
	Incoming call timer
	Yes

	'6F83'
	Outgoing call timer
	Yes

	'6FAD'
	Administrative data
	Caution

	'6FB1'
	Voice Group Call Service
	Yes

	'6FB2'
	Voice Group Call Service Status
	Yes

	'6FB3'
	Voice Broadcast Service
	Yes

	'6FB4'
	Voice Broadcast Service Status
	Yes

	'6FB5'
	Enhanced Multi Level Pre-emption and Priority
	Yes

	'6FB6'
	Automatic Answer for eMLPP Service
	Yes

	'6FB7'
	Emergency Call Codes
	Caution

	'6FC3'
	Key for hidden phone book entries
	No

	'6FC4'
	Network Parameters
	No

	'6FC5'
	PLMN Network Name
	Yes

	'6FC6'
	Operator Network List
	Yes

	'6FC7'
	Mailbox Dialling Numbers
	Yes

	'6FC8'
	Extension 6
	Yes

	'6FC9'
	Mailbox Identifier
	Caution

	'6FCA'
	Message Waiting Indication Status
	Caution

	'6FCB'
	Call Forwarding Indication Status
	Caution

	'6FCC'
	Extension 7
	Yes

	'6FCD'
	Service Provider Display Information
	Yes

	'6FCE'
	MMS Notification 
	Yes

	'6FCF'
	Extension 8
	Yes

	'6FD0'
	MMS Issuer Connectivity Parameters 
	Yes

	'6FD1'
	MMS User Preferences
	Yes

	'6FD2'
	MMS User Connectivity Parameters
	Yes

	'6FD3'
	Network's indication of alerting (NIA)
	Caution

	'6FD4'
	Voice Group Call Service Ciphering Algorithm
	Yes

	'6FD5'
	Voice Broadcast Service Ciphering Algorithm
	Yes

	'6FD6'
	GBA Bootstrapping parameters
	Caution

	'6FD7'
	MBMS Service Keys List
	Caution

	'6FD8'
	MBMS User Key
	Caution

	'6FD9'
	EHPLMN
	Caution

	'6FDA'
	GBA NAF List
	Caution

	'6FDB'
	EHPLMN Presentation Indication
	Caution

	'6FDC'
	Last RPLMN Selection Indication
	Caution

	'6FDD'
	NAF Key Centre Address
	Caution

	'6FDE'
	Service Provider Name Icon
	Yes

	'6FDF'
	PLMN Network Name Icon
	Yes

	'6FE0'
	In Case of Emergency – Dialling Number
	Yes

	'6FE1'
	In Case of Emergency – Free Format
	Yes

	'6FE2'
	Network Connectivity Parameters for UICC IP connections
	Yes

	'6FE3'
	EPS location information
	Caution (Note 1)

	'6FE4'
	EPS NAS Security Context
	Caution

	'6FE5'
	Public Service Identity of the SM-SC
	Yes

	'6FE6'
	USAT Facility Control
	Caution

	'6FE7'
	UICC IARI
	Caution (Note 3)

	'6FE8'
	Non Access Stratum Configuration 
	Yes

	'6Fxx'
	UICC certificate
	Yes

	'6Fyy'
	Relay Node ID
	Yes

	'6Fzz'
	Max value of Secure Channel counter
	Caution

	NOTE1:
If EFIMSI is changed, the UICC should issue REFRESH as defined in TS 31.111 and update EFLOCI, EFPSLOCI and EFEPSLOCI accordingly.

NOTE2:
This file may contain eCALL related test and reconfiguration numbers.

NOTE3: 
If EFUICCIARI is changed, the UICC shall issue a REFRESH command as defined in TS 31.111.  The ME shall read the updated list of IARIs associated with active applications installed on the UICC.


[…]

Annex E (informative):
Suggested contents of the EFs at pre‑personalization
If EFs have an unassigned value, it may not be clear from the main text what this value should be. This annex suggests values in these cases.

	File Identification
	Description
	Value

	'2F00'
	Application directory
	Card issuer/operator dependent

	'2F05'
	Preferred languages
	'FF…FF'

	'2F06'
	Access rule reference
	Card issuer/operator dependent

	'2FE2'
	ICC identification
	operator dependent 

	'4F01'
	Launch SCWS
	Operator dependent

	'4F20'
	Image data 
	'00FF...FF'

	‘4F20’
	GSM Ciphering key Kc
	'FF...FF07'

	'4FXX'
	Image instance data files
	'FF…FF'

	'4F21'
	ICE graphics
	'FF…FF'

	4FXX'
	Icon
	Operator dependent

	'4FXX'
	Unique identifier
	'0000'

	'4F22'
	Phone book synchronisation counter
	'00000000'

	'4F23'
	Change counter
	'0000'

	'4F24'
	Previous unique identifier
	'0000'

	'4F30'
	Phone book reference file
	Operator dependent

	'4F30'
	SoLSA Access Indicator
	'00FF...FF'

	'4F31'
	SoLSA LSA List
	'FF...FF'

	'4FXX'
	LSA Descriptor files
	'FF…FF'

	'4FXX'
	Capability configuration parameters 1
	'FF…FF'

	‘4F52’
	GPRS Ciphring key KcGPRS
	'FF...FF07'

	'4F63'
	CPBCCH Information
	'FF..FF'

	'4F64'
	Investigation PLMN scan
	'00'

	'4FXX'
	E-mail addresses 
	'FF…FF'

	'4FXX'
	Additional number alpha string
	'FF…FF'

	'4FXX'
	Second name entry
	'FF…FF'

	'4FXX'
	Abbreviated dialling numbers
	'FF...FF'

	'4FXX'
	Grouping file
	'00…00'

	'4FXX'
	Grouping information alpha string
	'FF…FF'

	'4FXX'
	Phone book control
	'0000'

	'4FXX'
	Index administration phone book
	'FF…FF'

	'4FXX'
	Additional number
	'FF…FF'

	'4FXX'
	Extension 1
	'00FF...FF'

	'4F41'
	Pseudonym
	'00FF…FF'

	'4F42'
	User Controlled PLMN selector for I-WLAN
	'FF…FF'

	'4F43'
	Operator Controlled PLMN selector for I-WLAN
	Operator dependent

	'4F44'
	User Controlled WSID list
	'00FF…FF'

	'4F45'
	Operator controlled WSID list
	Operator dependent

	'4F46'
	WLAN Reauthentication Identity
	'FF…FF'

	'4F47'
	Home I-WLAN Specific Identifier List
	Operator dependent

	'4F47'
	Multimedia Messages List
	'FF…FF'

	'4F48'
	I-WLAN Equivalent HPLMN Presentation Indication
	Operator dependent

	'4F48'
	Multimedia Messages Data File
	'FF…FF'

	'4F49'
	I-WLAN HPLMN Indication
	Operator dependent

	'4F4A'
	I-WLAN Last Registered PLMN
	'FFFFFF'

	'4F4B'
	HPLMN Direct Access Indicator
	Operator dependent

	'4F81'
	Allowed CSG lists
	Operator dependent

	'4F82'
	CSG Type
	Operator dependent

	'4F83'
	HNB name
	Operator dependent

	'4F84'
	Operator CSG lists
	Operator dependent

	'4F85'
	Operator CSG Type
	Operator dependent

	'4F86'
	Operator HNB name
	Operator dependent

	'6F05'
	Language indication
	'FF…FF'

	'6F06'
	Access rule reference (under ADFUSIM and DFTELECOM)
	Card issuer/operator dependent

	'6F07'
	IMSI
	Operator dependent 

	'6F08'
	Ciphering and integrity keys
	'07FF…FF'

	'6F09'
	Ciphering and integrity keys for packet switched domain
	'07FF…FF'

	'6F2C'
	De-personalization control keys
	'FF…FF'

	'6F31'
	Higher Priority PLMN search period
	'FF'

	'6F32'
	Co-operative network list
	'FF…FF'

	'6F37'
	ACM maximum value
	'000000' (see note 1)

	'6F38'
	USIM service table
	Operator dependent 

	'6F39'
	Accumulated call meter
	'000000'

	'6F3B'
	Fixed dialling numbers
	'FF...FF'

	'6F3C'
	Short messages
	'00FF...FF'

	'6F3E'
	Group identifier level 1
	Operator dependent

	'6F3F'
	Group identifier level 2
	Operator dependent

	'6F40'
	MSISDN storage
	'FF...FF'

	'6F41'
	PUCT
	'FFFFFF0000'

	'6F42'
	SMS parameters
	'FF...FF'

	'6F43'
	SMS status
	'FF...FF'

	'6F45'
	CBMI
	'FF...FF'

	'6F46'
	Service provider name
	Operator dependent 

	'6F47'
	Short message status reports
	'00FF…FF'

	'6F48'
	CBMID
	'FF...FF'

	'6F49'
	Service Dialling Numbers
	'FF...FF'

	'6F4B'
	Extension 2
	'00FF...FF'

	'6F4C'
	Extension 3
	'00FF...FF'

	'6F4D'
	Barred Dialling Numbers
	'FF...FF'

	'6F4E'
	Extension 5
	'00FF...FF'

	'6F4F'
	Capability configuration parameters 2
	'FF...FF'

	'6F50'
	CBMIR
	'FF...FF'

	'6F54'
	SetUp Menu Elements
	Operator dependent 

	'6F55'
	Extension 4
	'00FF...FF'

	'6F56'
	Enabled services table
	Operator dependent

	'6F57'
	Access point name control list
	'00FF…FF'

	'6F58'
	Comparison method information
	'FF…FF'

	'6F5B'
	Initialisation value for Hyperframe number
	'F0 00 00 F0 00 00'

	'6F5C'
	Maximum value of START
	Operator dependent

	'6F60'
	User controlled PLMN selector with Access Technology
	'FFFFFF0000..FFFFFF0000'

	'6F61'
	Operator controlled PLMN selector with Access Technology
	'FFFFFF0000..FFFFFF0000'

	'6F62'
	HPLMN selector with Access Technology
	'FFFFFF0000..FFFFFF0000'

	'6F73'
	Packet switched location information
	'FFFFFFFF FFFFFF xxxxxx 0000 FF 01' (see note 2)

	'6F78'
	Access control class
	Operator dependent 

	'6F7B'
	Forbidden PLMNs
	'FF...FF'

	'6F7E
	Location information
	'FFFFFFFF xxxxxx 0000 FF 01' (see note 2)

	'6F80'
	Incoming call information
	'FF…FF 000000 00 01FFFF'

	'6F81'
	Outgoing call information
	'FF…FF 000000 01FFFF'

	'6F82'
	Incoming call timer
	'000000'

	'6F83'
	Outgoing call timer
	'000000'

	'6FAD'
	Administrative data
	Operator dependent 

	'6FB1'
	Voice Group Call Service
	Operator dependent 

	'6FB2'
	Voice Group Call Service Status
	Operator dependent 

	'6FB3'
	Voice Broadcast Service
	Operator dependent 

	'6FB4'
	Voice Broadcast Service Status
	Operator dependent 

	'6FB5'
	EMLPP
	Operator dependent

	'6FB6'
	AaeM
	'00'

	'6FB7'
	Emergency call codes
	Operator dependent

	'6FC3'
	Key for hidden phone book entries
	'FF…FF'

	'6FC4'
	Network Parameters
	'FF…FF'

	'6FC5'
	PLMN Network Name
	Operator dependent

	'6FC6'
	Operator Network List
	Operator dependent

	'6FC7'
	Mailbox Dialling Numbers
	Operator dependent

	'6FC8'
	Extension 6
	'00 FF...FF'

	'6FC9'
	Mailbox Identifier
	Operator dependent

	'6FCA'
	Message Waiting Indication Status
	'00 00 00 00 00'

	'6FCB'
	Call Forwarding Indication Status
	'xx 00 FF...FF'

	'6FCC'
	Extension 7
	'00 FF...FF'

	'6FCD'
	Service Provider Display Information
	

	'6FCE'
	MMS Notification
	'00 00 00 FF…FF'

	'6FCF'
	Extension 8
	'00FF...FF'

	'6FD0'
	MMS Issuer Connectivity Parameters
	'FF…FF'

	'6FD1'
	MMS User Preferences
	'FF…FF'

	'6FD2'
	MMS User Connectivity Parameters
	'FF…FF'

	'6FD3'
	Network's Indication of Alerting (NIA)
	'FF...FF'

	'6FD4'
	Voice Group Call Service Ciphering Algorithm
	'00…00'

	'6FD5'
	Voice Broadcast Service Ciphering Algorithm
	'00…00'

	'6FD6'
	GBA Bootstrapping parameters
	'FF…FF'

	'6FD7'
	MBMS Service Keys List
	'FF…FF'

	'6FD8'
	MBMS User Key
	'FF…FF'

	'6FD9'
	EHPLMN
	'FF…FF' or xxxxxx (see Note 2)

	'6FDA'
	GBA NAF List
	'FF…FF'

	'6FDB'
	EHPLMN Presentation Indication
	'00'

	'6FDC'
	Last RPLMN Selection Indication
	'00'

	'6FDD'
	NAF Key Centre Address
	'FF…FF'

	'6FDE'
	Service Provider Name Icon
	'00 FF…FF'

	'6FDF'
	PLMN Network Name Icon
	'00 FF…FF'

	'6FE0'
	In Case of Emergency – Dialling Number
	Operator dependent

	'6FE1'
	In Case of Emergency – Free Format
	Operator dependent

	'6FE2'
	Network Connectivity Parameters for UICC IP connections
	Operator dependent

	'6FE3'
	EPS location information
	'FFFFFFFFFFFFFFFFFFFFFFFF xxxxxx0000  01' (see note 2)

	'6FE4'
	EPS NAS Security Context
	'FF…FF'

	'6FE5'
	Public Service Identity of the SM-SC
	Operator dependent

	'6FE6'
	USAT Facility Control
	'80 1E 60 C0 1E 90 00 80 04 00 00 00
 00 00 00 00 00 F0 00 00 00 00 40 00
 00 00 00 00 00 80'

	'6FE7'
	UICC IARI
	Operator dependent

	'6FE8'
	Non Access Stratum Configuration 
	Operator dependent

	'6Fxx'
	UICC certificate
	Card Issuer / Operator dependent

	'6Fyy'
	Relay Node ID
	Operator dependent

	'6Fzz'
	Max value of Secure Channel counter
	FF..FF


NOTE 1:
The value '000000' means that ACMmax is not valid, i.e. there is no restriction on the ACM. When assigning a value to ACMmax, care should be taken not to use values too close to the maximum possible value 'FFFFFF', because the INCREASE command does not update EFACM if the units to be added would exceed 'FFFFFF'. This could affect the call termination procedure of the Advice of Charge function.

NOTE 2:
xxxxxx stands for any valid MCC and MNC, coded according to TS 24.008 [9].

[…]

Annex L : USIM-INI and USIM-RN for Relay Nodes (normative)

L.1
Introduction

USIM-RN and USIM-INI are used for Relay Node network connections establishment. 

USIM-INI, if present on the UICC, and USIM-RN include at least all mandatory files defined for a USIM in the present document, with the exception of files related to emergency calls.

Editor’s note: It is FFS whether the list of files mandatory to support can be reduced further. 

USIM-INI is only required in case of a certificate based solution as described in TS 33.401 [52]. 

For the certificate-based solution, the UICC shall support BIP-UICC server mode (see TS 31.111 [12]) and may support the Inter-Chip USB UICC/terminal interface (see TS 31.101 [11]) to perform the TLS handshake.

The USIM-RN is used to ensure a one to one binding with the Relay Node. The security architecture for Relay Nodes is defined in TS 33.401 [52]. 

L.2
Application selection procedure

Application selection is performed according to the procedures defined in clause 5.1.1.1. The following provisions apply:

When using pre-shared keys, only a USIM-RN is required, and the Relay Node will establish directly a secure channel with USIM-RN. It is assumed that the Relay Node knows the "3G application code" within the PIX value reserved for 3GPP USIM-RN.

When using certificate based procedure, the UICC inserted in the Relay Node shall contains two USIMs, the USIM-RN and USIM-INI. In case initial provisioning is required, the Relay Node will first select USIM-INI, either by direct application selection or by use of the EF_DIR file.

1.
Direct application selection: with full or with partial AID. It is assumed that the Relay Node knows the "3G application code" within the PIX value reserved for 3GPP USIM-INI.

2.
By use of the EF_DIR file: The Relay Node identifies the USIM-INI, which is characterised by an AID with a "3G application code" within the PIX value reserved for 3GPP USIM-INI, see TS 31.101 [11], and selects the USIM-INI by AID. The AID of the USIM-RN is characterised by an AID with a "3G application code" within the PIX value reserved for 3GPP USIM-RN, see TS 31.101 [11]. If the only applications present in EF_DIR are a USIM-RN and a USIM-INI, the terminal omits user presentation and proceeds to application selection.

The USIM applications USIM-INI and USIM-RN are not simultaneously active. USIM-INI is used to establish an initial network connection and USIM-INI is deactivated once the network related operations are finished. USIM-INI is deactivated prior to activating USIM-RN.
USIM-INI may be selected on any logical channel, see TS 31.101 [11]. Prior to selecting USIM-RN a new logical channel shall be opened using the MANAGE CHANNEL command as specified in TS 31.101 [11], an application to application secure channel can only be established on a logical channel different from channel 0. USIM-RN is then selected on the new logical channel.
USIM-RN shall be configured to support implicit and explicit application selection. The Relay Node will first select USIM-INI, according to the application selection mechanisms specified in TS 31.101 [11]. When the USIM-RN is selected explicitly, the Relay Node shall send a SELECT by AID APDU command in clear text prior to secure channel establishment. The implicit selection mechanism is performed by specifying USIM-RN AID in the MANAGE SECURE CHANNEL – Establish Master SA command.

L.3
Secure channel operation

The USIM-RN shall allow communication only via "Secured APDU" secure channel as defined in ETSI TS 102 484 [66].

NOTE:
The above implies in particular that the AUTHENTICATE command to the USIM-RN is not executed outside the secure channel.In case the pre-shared key solution is used to establish the secure channel only the USIM-RN is required for establishing the connection, and the Relay Node will establish directly a secure channel with the USIM-RN before attaching to the network. The initial network connection using USIM-INI is not required in this case, and hence USIM-INI is not required. 
In case the certificate based solution is used, the UICC inserted in the Relay Node shall contain two USIMs, USIM-RN and USIM-INI.  A TLS handshake shall be used to provide key material for the Master SA for the secured APDU protocol, according to ETSI TS 102 484 [66].
L.4
Support of commands

The Relay Node may limit the set of APDU commands encapsulated in TRANSACT DATA command to the strict minimum (READ BINARY, READ RECORD, SELECT, STATUS, UPDATE BINARY, UPDATE RECORD, AUTHENTICATE).
The Relay Node and the UICC shall support letter class 'e' toolkit commands for BIP, see TS 31.111 [12]. In order to support toolkit the TERMINAL PROFILE, TERMINAL RESPONSE, ENVELOPE and FETCH commands need to be supported. These commands are not issued on the secure channel. According to TS 31.111 [12], USAT commands shall be sent on logical channel 0. 

L.5
Storage of certificates

If the UICC supports the certificate based procedure, the UICC shall be provisioned with the UICC certificate and the root certificate. The UICC certificate, which is used as a server certificate in the TLS handshake, is stored in EFCERT in USIM-INI as it needs to be accessed by the RN for reading the CRL distribution point before establishing the secure channel, for details cf. TS 33.401 [52]. The root certificate, which is used to verify the RN certificate in the TLS handshake, is only needed for UICC-internal purposes and need not be stored in an EF. 
L.6
Relay Node files support

L.6.1
USIM-INI Files

L.6.1.1
EFCERT (UICC Certificate)

This file contains the UICC Certificate. 

	Identifier: '6FXX'
	Structure: transparent
	Optional

	
	

	File size: N bytes
	Update activity: low

	Access Conditions:


READ
ALW


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	X
	UICC Certificate
	M
	X

	The format is as specifiedin TS 33.401 [52].



L.6.2
USIM-RN Files

L.6.2.1
EFRNid (Relay Node identifier)

This EF contains the Relay Node identifier the USIM-RN is bound to, see TS 33.401 [52].

An USIM-RN shall contain this file. The content of this file is not intended to be read on UICC-RN interface. It serves as a storage location for the Relay Node identifier to which the UICC is bound. The file content is described for the purpose of Over-The-Air update.

	Identifier: '6FXX'
	Structure: transparent
	Optional

	
	

	File size: N bytes
	Update activity: low

	Access Conditions:


READ
ADM


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	
	Country Tag '80'
	O
	1 byte

	
	Country Length = 2
	C
	1 byte

	
	Country code (ASCII characters)
	C
	2 bytes

	
	Organization Tag '81'
	M
	1 byte

	
	Organization Length
	M
	1 byte

	
	Organization name (characters coded in UTF8)
	M
	K bytes

	
	Common Name Tag '82'
	M
	1 byte

	
	Common Name Length
	M
	1 byte

	
	Common Name (characters coded in UTF8)
	M
	L bytes

	
	Serial Number Tag '82'
	O
	1 byte

	
	Serial Number Length
	C
	1 byte

	
	Serial Number (characters coded in ASCII)
	C
	M bytes

	NOTE: 
C: if the Tag is present, this is mandatory




L.6.2.2
EFSCCmax (maximum value of Secure Channel Counter)

This EF contains the maximum number of transaction allowed with the same Connection SA, when a secure channel is established. When the counter value in TRANSACT DATA command reaches the maximum value, the terminal shall derive new key material using Manage Secure Channel APDU – establish SA – Connection SA, see ETSI TS 102.484 [66]. 

An USIM with an Application ID in the USIM-RN range shall contain this file.

	Identifier: '6FXX'
	Structure: transparent
	Optional

	
	

	File size: 8 bytes
	Update activity: low

	Access Conditions:


READ
ALW


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	8
	Secure Channel counter
	M
	8 byte


NOTE:
The value of the Secure channel counter is set at personalisation. It is not intended to be updated or modified as a result of establishing a new Connection SA.
 
[…]
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