Page 1



3GPP TSG CT WG1 Meeting #76
















C1-120667
Xiamen (P.R. China), 6-10 February 2012
(was C1-120337)
	CR-Form-v9.9

	CHANGE REQUEST

	

	(

	24.301
	CR
	1344
	(

rev
	1
	(

Current version:
	11.1.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	X
	Radio Access Network
	
	Core Network
	X


	

	Title:
(

	Service request procedure when the UE has an establish PDN connection for EMC

	
	

	Source to WG:
(

	Huawei, HiSilicon

	Source to TSG:
(

	C1

	
	

	Work item code:
(

	TEI11
	
	Date: (

	05/02/2012

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	Rel-11

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)

	
	

	Reason for change:
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	Depending on local requirements or operator preference for emergency bearer services, the MME can allow an authenticated UE to get emergency bearer services by initiating the security mode control procedure by selecting the “null integrity protection algorithm" (EIA0), and “null ciphering algorithm” (EEA0).

According to present version of TS 24.301, for the attach or tracking area updating procedure the MME is alllowed to skip the AKA procedure even if no EPS security context is available and proceed directly to the execution of the security mode control procedure with EIA0 and  EEA0 (see sub-clauses 5.5.1.2.3, and 5.5.3.2.3).
The above is to only to allow service for unauthenticated UE during an attach procedure for emergency bearer services or during a tracking area updating procedure for a UE that has only a PDN connection for emergency bearer services.
However, for the case of an authenticated UE using the NAS service request procedure, the MME is mandated to directly reject the service request from the UE regardless of whether the UE is attach for emergency bearer services or it has a PDN connection established for emergency bearer services. Quotation of sub-clause 4.4.4.3:

If a SERVICE REQUEST or EXTENDED SERVICE REQUEST message fails the integrity check, the MME shall reject the request with EMM cause #9 "UE identity cannot be derived by the network".

Now, let’s consider the following scenario:
1. The UE is attached for emergency bearer services, and a current EPS security context is stored in the UE and the MME with integrity and ciphering algorithms different than EIA0, EEA0 (AKA and security mode command procedure were successful).

2. At the end of the emergency call, the UE immediately moves to EMM-IDLE mode and the established PDN connection for emergency bearer services is kept.

3. The emergency PDN connection is still available, and the UE triggers the NAS service request procedure in order to initiate a new emergency call by re-using the still existing established emergency PDN connection.

4. The current EPS security context used by the UE is now not available at the MME side, so the MME rejects the NAS service request procedure with EMM cause #9 to force the UE to reattach.
The problem of the scenario above is that in case of ‘call back’ this cannot be delivered to the UE since it has to reattach. Also, the UE is in fact not allowed to re-use the established PDN connection for emergency bearer services (the user cannot perform a new emergency call).
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	The UE is allowed to re-use an existing PDN connection for emergency services if the network has decided not to disconnect it. 

Similar behavior as per attach and tracking area updating procedures is introduced so that the MME is alllowed (depending on local requirements or operator preference) for an authenticated UE with an established PDN connection for emergency bearer services to directly execute the NAS security mode control procedure with EIA0 and  EEA0 rather than rejecting with #9. 
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	Call back or new emergency call is not possible for the case the emergency call is over in EPS, and the UE wishes to reuse an existing PDN connection for emergeny bearer services.
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1st Change
4.4.4.3
Integrity checking of NAS signalling messages in the MME

Except the messages listed below, no NAS signalling messages shall be processed by the receiving EMM entity in the MME or forwarded to the ESM entity, unless the secure exchange of NAS messages has been established for the NAS signalling connection:

-
EMM messages:

-
ATTACH REQUEST;

-
IDENTITY RESPONSE (if requested identification parameter is IMSI);

-
AUTHENTICATION RESPONSE;

-
AUTHENTICATION FAILURE;
-
SECURITY MODE REJECT;
-
DETACH REQUEST;

-
DETACH ACCEPT;

-
TRACKING AREA UPDATE REQUEST.

NOTE 1:
The TRACKING AREA UPDATE REQUEST message is sent by the UE without integrity protection, if the tracking area updating procedure is initiated due to an inter-system change in idle mode and no current EPS security context is available in the UE. The other messages are accepted by the MME without integrity protection, as in certain situations they are sent by the UE before security can be activated.

All ESM messages are integrity protected except a PDN CONNECTIVITY REQUEST message if it is sent piggybacked in ATTACH REQUEST message and NAS security is not activated.

Once a current EPS security context exists, until the secure exchange of NAS messages has been established for the NAS signalling connection, the receiving EMM entity in the MME shall process the following NAS signalling messages, even if the MAC included in the message fails the integrity check or cannot be verified, as the EPS security context is not available in the network:

-
ATTACH REQUEST;

-
IDENTITY RESPONSE (if requested identification parameter is IMSI);

-
AUTHENTICATION RESPONSE;

-
AUTHENTICATION FAILURE;
-
SECURITY MODE REJECT;
-
DETACH REQUEST (if sent before security has been activated);

-
DETACH ACCEPT;

-
TRACKING AREA UPDATE REQUEST;

-
SERVICE REQUEST;

-
EXTENDED SERVICE REQUEST.

NOTE 2:
These messages are processed by the MME even when the MAC that fails the integrity check or cannot be verified, as in certain situations they can be sent by the UE protected with an EPS security context that is no longer available in the network.

If an ATTACH REQUEST message fails the integrity check and it is not an attach request for emergency bearer services, the MME shall authenticate the subscriber before processing the attach request any further. For the case when the attach procedure is for emergency bearer services see subclause 5.5.1.2.3 and subclause 5.4.2.5.

If a TRACKING AREA UPDATE REQUEST message fails the integrity check and the UE provided a nonceUE, GPRS ciphering key sequence number, P-TMSI and RAI in the TRACKING AREA UPDATE REQUEST message, the MME shall initiate a security mode control procedure to take a new mapped EPS security context into use; otherwise if the UE has only a PDN connection for non-emergency bearer services established, the MME shall initiate an authentication procedure. For the case when the UE has a PDN connection for emergency bearer services see subclause 5.5.1.2.3 and subclause 5.4.2.5.
If a SERVICE REQUEST or EXTENDED SERVICE REQUEST message fails the integrity check and the UE has only PDN connections for non-emergency bearer services established, the MME shall reject the request with EMM cause #9 "UE identity cannot be derived by the network". For the case when the UE has PDN connection for emergency bearer services and integrity check fails, the MME may skip the authentication procedure even if no EPS security context is available and proceed directly to the execution of the security mode control procedure as specified in subclause 5.4.3. After successful completion of the service request procedure, the network shall deactivate all non-emergency EPS bearers locally. The emergency EPS bearers shall not be deactivated.
Once the secure exchange of NAS messages has been established for the NAS signalling connection, the receiving EMM or ESM entity in the MME shall not process any NAS signalling messages unless they have been successfully integrity checked by the NAS. If any NAS signalling message, having not successfully passed the integrity check, is received, then the NAS in the MME shall discard that message. If any NAS signalling message is received, as not integrity protected even though the secure exchange of NAS messages has been established, then the NAS shall discard this message.

Next Change
5.4.3.2
NAS security mode control initiation by the network

The MME initiates the NAS security mode control procedure by sending a SECURITY MODE COMMAND message to the UE and starting timer T3460 (see example in figure 5.4.3.2.1).

The MME shall reset the downlink NAS COUNT counter and use it to integrity protect the initial SECURITY MODE COMMAND message if the security mode control procedure is initiated:

-
to take into use the EPS security context created after a successful execution of the EPS authentication procedure;

-
upon receipt of TRACKING AREA UPDATE REQUEST message including a GPRS ciphering key sequence number IE, if the MME wishes to create a mapped EPS security context (i.e. the type of security context flag is set to "mapped security context" in the NAS key set identifier IE included in the SECURITY MODE COMMAND message).

The MME shall send the SECURITY MODE COMMAND message unciphered, but shall integrity protect the message with the NAS integrity key based on KASME or mapped K'ASME indicated by the eKSI included in the message. The MME shall set the security header type of the message to "integrity protected with new EPS security context".

The MME shall create a locally generated KASME and send the SECURITY MODE COMMAND message including a KSI value in the NAS key set identifier IE set to "000" and EIA0 and EEA0 as the selected NAS security algorithms when the security mode control procedure is initiated:

-
during an attach procedure for emergency bearer services if no shared EPS security context is available;

-
during a tracking area updating procedure for a UE that has a PDN connection for emergency bearer services if no shared EPS security context is available;
-
during a service request procedure for a UE that has a PDN connection for emergency bearer services if no shared EPS security context is available; or
-
after a failed authentication procedure for a UE that has a PDN connection for emergency bearer services if continued usage of a shared security context is not possible.

The UE shall process a SECURITY MODE COMMAND message including a KSI value in the NAS key set identifier IE set to "000" and EIA0 and EEA0 as the selected NAS security algorithms and, if accepted, create a locally generated KASME when the security mode control procedure is initiated:

-
during an attach procedure for emergency bearer services;

-
during a tracking area updating procedure when the UE has a PDN connection for emergency bearer services; 
-
during a service request procedure when the UE has a PDN connection for emergency bearer services; or 
-
after an authentication procedure when the UE has a PDN connection for emergency bearer services.

NOTE 1:
The process for creation of the locally generated KASME by the MME and the UE is implementation dependent.

Upon receipt of a TRACKING AREA UPDATE REQUEST message including a GPRS ciphering key sequence number IE, if the MME does not have the valid current EPS security context indicated by the UE, the MME shall either:

-
indicate the use of the new mapped EPS security context to the UE by setting the type of security context flag in the NAS key set identifier IE to "mapped security context" and the KSI value related to the security context of the source system; or

-
set the KSI value "000" in the NAS key set identifier IE if the MME sets EIA0 and EEA0 as the selected NAS security algorithms if the UE has a PDN connection for emergency bearer services.
While having a current mapped EPS security context with the UE, if the MME wants to take the native EPS security context into use, the MME shall include the eKSI that indicates the native EPS security context in the SECURITY MODE COMMAND message.

The MME shall include the replayed security capabilities of the UE (including the security capabilities with regard to NAS, RRC and UP (user plane) ciphering as well as NAS, RRC integrity, and other possible target network security capabilities, i.e. UTRAN/GERAN if UE included them in the message to network), the replayed nonceUE if the UE included it in the message to the network, the selected NAS ciphering and integrity algorithms and the Key Set Identifier (eKSI).

The MME shall include both the nonceMME and the nonceUE when creating a mapped EPS security context during inter-system change from A/Gb mode to S1 mode or Iu mode to S1 mode in EMM-IDLE mode.

The MME may initiate a SECURITY MODE COMMAND in order to change the NAS security algorithms for a current EPS security context already in use. The MME re-derives the NAS keys from KASME with the new NAS algorithm identities as input and provides the new NAS algorithm identities within the SECURITY MODE COMMAND message.
Additionally, the MME may request the UE to include its IMEISV in the SECURITY MODE COMPLETE message.

NOTE 2:
The AS and NAS security capabilities will be the same, i.e. if the UE supports one algorithm for NAS it is also be supported for AS.
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Figure 5.4.3.2.1: Security mode control procedure
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