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	Reason for change:
(

	Subclause 4.3.2.10 contains the following requirement:

"The MS shall apply these derived security keys, handle the STARTCS value as specified in 3GPP TS 25.331 [23c] and replace an already established UMTS security context for the CS domain, if any, including the STARTCS value, in the USIM, when the SRVCC handover from S1 mode has been completed successfully."

This requires the UE to write the START CS value into the USIM when the SRVCC handover is completed. However, this is not aligned with the stage 2 requirement in 33.401 subclause 14.1 in which it is required that the security context (CK, IK, KSI) is replaced in the USIM but does not require START CS to be written into the USIM.

Furthermore, at the completion of the SRVCC handover, the RRC specification 25.331 requires that the UE writes THRESHOLD into the START value within the USIM. This is aligned with the general principles in 33.102 that the START value in the USIM is always set to THRESHOLD while the UE is in RRC Connected mode. If, following the completion of the SRVCC handover, the UE-NAS writes the current START CS value into the USIM then it will break the principle that START in the USIM is set to THRESHOLD while the UE is RRC Connected. If the USIM or battery where to be pulled from the UE before the UE returns to idle mode then the USIM could contain a stored START CS value that is lower than the current COUNT values and there is a risk that COUNT values could be reused in a subsequent calls. 
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	The requirement that the START CS value is written into the USIM after completion of the SRVCC handover is removed from subclause 4.3.2.10.
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not approved:
	At SRVCC handover the current value of START is written into the USIM instead of THRESHOLD leading to a risk that COUNT values could be reused in subsequent calls.
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4.3.2.10
Derivation of keys at SRVCC handover from S1 mode

4.3.2.10.1
PDN connection with integrity protection

At PS to CS domain change from S1 mode due to SRVCC handover of a PDN connection for which the "null integrity protection algorithm" EIA0 has not been used (see 3GPP TS 23.216 [126]), when the MS receives the command to perform handover, the MS shall derive a UMTS security context for the CS domain from the current EPS security context.

The MS shall set the CKSN of the derived UMTS security context to the value of the eKSI of the EPS security context and derive security keys CKSRVCC and IKSRVCC as specified in 3GPP TS 33.401 [123]. The ME shall also derive the security key GSM ciphering key Kc from CKSRVCC and IKSRVCC using the conversion function c3 as specified in 3GPP TS 33.102 [5a]. The MS shall apply these derived security keys, handle the STARTCS value as specified in 3GPP TS 25.331 [23c] and replace an already established UMTS security context for the CS domain, if any, in the USIM, when the SRVCC handover from S1 mode has been completed successfully.

NOTE:
Because of deriving a new UMTS security context for the CS domain, a new GSM ciphering key needs also to be derived from the new derived UMTS security keys for the CS domain (i.e. CKSRVCC and IKSRVCC). Note that the new GSM ciphering key is also part of the new UMTS security context for the CS domain as well, as any old GSM ciphering key stored in the USIM and in the ME, belongs to an old UMTS security context for the CS domain and can no longer be used.
The network shall replace an already established UMTS security context for the CS domain, if any, when the SRVCC handover from S1 mode has been completed successfully.

If the SRVCC handover from S1mode has not been completed successfully, the MS and the network shall delete the new derived GSM or UMTS security context for the CS domain. Additionally, the network shall delete the already established GSM or UMTS security context for the CS domain, if the CKSN of the already established GSM or UMTS security context is equal to the CKSN of the new derived GSM or UMTS security context for the CS domain.

4.3.2.10.2
PDN connection without integrity protection

At PS to CS domain change from S1 mode due to SRVCC handover of a PDN connection for emergency bearer services for which the "null integrity protection algorithm" EIA0 has been used while in S1 mode, the MS and the network shall not perform key derivation.
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