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* * * First Change * * * 
5.4.2.2
Authentication initiation by the network

When a NAS signalling connection exists, the network can initiate an authentication procedure at any time. For a restriction applicable after handover or inter-system handover to S1 mode see subclause 5.5.3.2.3.
The network initiates the authentication procedure by sending an AUTHENTICATION REQUEST message to the UE and starting the timer T3460 (see example in figure 5.4.2.2.1). The AUTHENTICATION REQUEST message contains the parameters necessary to calculate the authentication response (see 3GPP TS 33.401 [19]).
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Figure 5.4.2.2.1: Authentication procedure
5.4.2.3
Authentication response by the UE

The UE shall respond to an AUTHENTICATION REQUEST message. With the exception of the cases described in subclause 5.4.2.6, the UE shall process the authentication challenge data and respond with an AUTHENTICATION RESPONSE message to the network.
Upon a successful EPS authentication challenge, the UE shall determine the PLMN ID to be used for the calculation of the new KASME from the authentication challenge data according to the following rules:

a)
When the UE moves from EMM-IDLE mode to EMM-CONNECTED mode, until the first handover, the UE shall use the PLMN ID of the selected PLMN; and 

a)
After handover to S1-mode,

-
if the target cell is not a shared network cell, the UE shall use the PLMN ID received as part of the broadcast system information;  

-
otherwise, if the UE has a valid GUTI, it shall use the PLMN ID that is part of the GUTI; and
-
otherwise, if the UE has a valid P-TMSI and RAI, it shall use the PLMN ID that is part of the RAI.

Upon a successful EPS authentication challenge, the new KASME calculated from the authentication challenge data shall be stored in a new EPS security context in the volatile memory of the ME.

The USIM will compute the authentication response (RES) using the authentication challenge data received from the ME, and pass RES to the ME.

In order to avoid a synchronisation failure, when the UE receives an AUTHENTICATION REQUEST message, the UE shall store the received RAND together with the RES returned from the USIM in the volatile memory of the ME. When the UE receives a subsequent AUTHENTICATION REQUEST message, if the stored RAND value is equal to the new received value in the AUTHENTICATION REQUEST message, then the ME shall not pass the RAND to the USIM, but shall send the AUTHENTICATION RESPONSE message with the stored RES. If there is no valid stored RAND in the ME or the stored RAND is different from the new received value in the AUTHENTICATION REQUEST message, the ME shall pass the RAND to the USIM, shall override any previously stored RAND and RES with the new ones and start, or reset and restart timer T3416.

The RAND and RES values stored in the ME shall be deleted and timer T3416, if running, shall be stopped:

-
upon receipt of a

-
SECURITY MODE COMMAND,

-
SERVICE REJECT,

-
TRACKING AREA UPDATE ACCEPT, or

-
AUTHENTICATION REJECT message;

-
upon expiry of timer T3416; or

-
if the UE enters the EMM state EMM-DEREGISTERED or EMM-NULL.

* * * Second Change * * * 
5.5.3
Tracking area updating procedure (S1 mode only)

5.5.3.1
General

The tracking area updating procedure is always initiated by the UE and is used for the following purposes:

-
normal tracking area updating to update the registration of the actual tracking area of a UE in the network;
-
combined tracking area updating to update the registration of the actual tracking area for a UE in CS/PS mode 1 or CS/PS mode 2 of operation;
-
periodic tracking area updating to periodically notify the availability of the UE to the network;

-
IMSI attach for non-EPS services when the UE is attached for EPS services. This procedure is used by a UE in CS/PS mode 1 or CS/PS mode 2 of operation;

-
in various cases of inter-system change from Iu mode to S1 mode or from A/Gb mode to S1 mode (for details see subclauses 5.5.3.2.2 and subclause 5.5.3.3.2);

-
S101 mode to S1 mode inter-system change;

-
MME load balancing;

-
to update certain UE specific parameters in the network (for details see subclauses 5.5.3.2.2 and subclause 5.5.3.3.2);
-
recovery from certain error cases (for details see subclauses 5.5.3.2.2 and subclause 5.5.3.3.2);

-
to indicate that the UE enters S1 mode after CS fallback or 1xCS fallback; and

-
to indicate to the network that the UE has selected a CSG cell whose CSG identity is not included in the UE's Allowed CSG list or in the UE's Operator CSG list.
When a UE has bearers for emergency services and is receiving service from a CSG cell, the UE shall not perform manual selection of a new CSG cell as long as the UE is attached to the network for emergency service.

A UE initiating the tracking area updating procedure in EMM-IDLE mode may request the network to re-establish the radio and S1 bearers for all active EPS bearer contexts during the procedure.

In a shared network, the UE shall choose one of the PLMN identities as specified in 3GPP TS 23.122 [6]. The UE shall construct the TAI of the cell from this chosen PLMN identity and the TAC received on the broadcast system information. The chosen PLMN identity shall be indicated to the E-UTRAN (see 3GPP TS 36.331 [22]). Whenever a TRACKING AREA UPDATE REJECT message with the EMM cause #11 "PLMN not allowed" is received by the UE, the chosen PLMN identity shall be stored in the "forbidden PLMN list". Whenever a TRACKING AREA UPDATE REJECT message with the EMM cause #14 "EPS services not allowed in this PLMN" is received by the UE, the chosen PLMN identity shall be stored in the "forbidden PLMNs for GPRS service". Whenever a TRACKING AREA UPDATE REJECT message is received by the UE with the EMM cause #12 "tracking area not allowed", #13 "roaming not allowed in this tracking area", or #15 "no suitable cells in tracking Area", the constructed TAI shall be stored in the suitable list.

A tracking area updating attempt counter is used to limit the number of subsequently rejected tracking area update attempts. The tracking area updating attempt counter shall be incremented as specified in subclause 5.5.3.2.6. Depending on the value of the tracking area updating attempt counter, specific actions shall be performed. The tracking area updating attempt counter shall be reset when:

-
an attach or combined attach procedure is successfully completed;

-
a normal or periodic tracking area updating or a combined tracking area updating procedure is successfully completed; or

-
a normal or periodic tracking area updating or a combined tracking area updating procedure is rejected with EMM cause #11, #12, #13, #14, #15 or #25.

Additionally the tracking area updating attempt counter shall be reset when the UE is in substate EMM-REGISTERED.ATTEMPTING-TO-UPDATE or EMM-REGISTERED.ATTEMPTING-TO-UPDATE-MM, and:

-
a new tracking area is entered; or

-
timer T3402 expires.

* * * Third Change * * * 
5.5.3.2.3
EMM common procedure initiation

During the tracking area updating procedure, the MME may initiate EMM common procedures, e.g. the EMM authentication and security mode control procedures.
The MME may be configured to skip the authentication procedure even if no EPS security context is available and proceed directly to the execution of the security mode control procedure as specified in subclause 5.4.3, during a tracking area updating procedure for a UE attached for emergency bearer services.
The MME shall not initiate an EMM authentication procedure before completion of the tracking area updating procedure, if the following conditions apply:

a)
the UE initiated the tracking area updating procedure after handover or inter-system handover to S1 mode;

b)
the target cell is a shared network cell; and

-
the UE has provided its GUTI in the Old GUTI IE or the Additional GUTI IE in the TRACKING AREA UPDATE REQUEST message, and the PLMN ID included in the GUTI is different from the selected PLMN ID of the target cell; or 

-
the UE has mapped the P-TMSI and RAI into the Old GUTI IE and not included an Additional GUTI IE in the TRACKING AREA UPDATE REQUEST message, and the PLMN ID included in the RAI is different from the selected PLMN ID of the target cell. 

* * * Third Change * * * 
5.5.3.3.3
EMM common procedure initiation

The network may initiate EMM common procedures, e.g. the EMM authentication and security mode control procedures. For a restriction applicable after handover or inter-system handover to S1 mode see subclause 5.5.3.2.3. 
* * * End Changes * * * 
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