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Foreword

This document has been produced by the ETSI MCC.

The coloured highlight of the Unique IDentifier (UID) reflects the status of the work items: ongoing or completed. 
Stopped Features and Studies are listed at the end of the present document.

Legend:

Completed WI
Ongoing WI
Moved WI to the next Release
Stopped WI
Introduction

Machine to Machine Communications

Machine to Machine (M2M) communications makes possible applications such as personal health monitoring, intelligent tracking and tracing in the supply chain, smart utility metering, remote control of vending machines, industrial wireless automation and ambient assisted living. 

M2M is a fast-growing market (billions of machines connected in few years) led by the mobile cellular M2M segment.

While some M2M deployments use short-range or proprietary radio links, mobile cellular-based M2M solutions are preferred where mobility is required, or where high data volumes or high data transfer rates are involved. 
Mobile cellular-based M2M features easier installation and provisioning, especially for short-term deployments.

Telecommunications networks need optimization to cater for these new type of "subscribers", having different behaviour from current customers. Standardization is needed for delivering cost-effective M2M solutions.

Some component-level standards already exist, addressing various radio interfaces, different networking choices (meshed/routed) or offering a choice of identity schemes. Each is optimized for a particular application scenario, resulting in fragmentation. Consequently, there is a need to identify the existing standardization gaps. 

M2M in ETSI

Following a six-month strategic review of the demand for M2M standardization by the ETSI Board, a new Machine-to-Machine Technical Committee (TC M2M) has been set up to develop standards in this fast-growing field. The first meeting was in January 2009. As part of the review, a workshop was held in June 2008, attended by over 100 M2M specialists from Europe, the USA, Japan and South Korea. Delegates from a broad range of industry included experts from telecoms network operators, equipment vendors, administrations, research bodies, as well as M2M specialist companies. 

TC M2M provides an end-to-end view of Machine-to-Machine standardization needs, by closely co-operating with ETSI's activities on Next Generation Networks and with 3GPP's work on mobile communication technologies.

ETSI's broad membership, drawn from the global telecoms and ICT industry, enables it to "see the big picture". 
ETSI's collaborative working methods and its extensive network of partnerships facilitates co-operation with other standards bodies and industry fora. Basic principle: re-use existing work wherever possible, rather than to re-create it. In addition, ETSI's expertise in interoperability and testing means providing not only architecture-level standards, but also test specifications essential to demonstrate end-to-end interoperability.

The M2M market offers astonishing opportunities as well as unique challenges. With billions mobile phone users across the World, the mobile telecoms industry can rightly be proud of its success. But this pales in significance next to the potential market of tens of billions devices of all types to be connected.

TC M2M supports M2M services and promotes innovation across the industry. It plays an important role in developing standards allowing objects to communicate between themselves and to be connected on the web. 
TC M2M produces some of the essential building blocks of the "Internet of Things". 

M2M in 3GPP

The present document focuses on the 3GPP work items across Releases and TSGs on M2M Communications.

1
Scope

The main focus of the present document is on the M2M Communications work items in ETSI and 3GPP.

2
Void
3
Void
4
ETSI Technical Committee M2M
ETSI M2M Rel-1 planning
· Stage 1 (requirements) Jan 2010

· Stage 2 (architecture) July 2010

· Stage 3 (protocols) December 2010

· Average meeting participation 35 people

· Email list is bigger 222 people

· Participation from Europe, USA, China, and Korea
Work Item Status
	Unique_ID
	(I-)ETS/ETR No
	Version
	Status
	Title
	Rapporteur
	Rapporteur

	DTS/M2M-00001
	TS 102 689
	0.5.1
	6
	M2M service requirements
	France Telecom
	Martigne Patricia

	DTS/M2M-00002
	TS 102 690
	0.2.1
	2
	M2M functional architecture
	Alcatel-Lucent
	Elloumi Omar

	DTR/M2M-00003
	TR 102 691
	0.3.2
	6
	Smart Metering Use Cases
	Cinterion Wireless Modules
	Koss Joachim

	DTR/M2M-00004
	TR 102 725
	0.2.0
	2
	M2M definitions
	Telecom Italia
	Scarrone Enrico

	DTR/M2M-00005
	TR 102 732
	0.2.1
	4
	Use cases of M2M applications for eHealth
	Qualcomm
	Blanz Josef

	DTR/M2M-00006
	TR 102 857
	0.0.1
	2
	Use cases of M2M applications for Connected Consumer
	Samsung
	Bae Eanny

	DTR/M2M-00007
	TR 102 897
	0.0.2
	2
	Use cases of M2M applications for City Automation
	Oberthur
	Dumoulin Jérôme

	DTR/M2M-00008
	TR 102 898
	0.0.1
	2
	Use cases of Automotive Applications in M2M capable networks.
	Gemalto
	Ennesser François

	DTR/M2M-00009
	TR
	0.0.0
	0 a
	ETSI M2M plans and delivery for the EU Smart Meter Mandate M/441
	Vodafone
	Tim P. Evans  


	Status 
	Phase 

	0
	
	Creation of WI by WG/TB

	0
	a
	TB adoption of WI

	2
	
	Early draft

	4
	
	Stable draft

	6
	
	Final draft for approval

	8
	
	TB approval

	8
	A
	Draft receipt by ETSI Secretariat

	12
	
	Publication


4.1
M2M Definitions  DTR/M2M-00004
TR 102 725
M2M definitions
Target publication
Jun 2010
WID
M2M03_014r3

4.2
M2M Service Requirements  DTS/M2M-00001
TS 102 689
M2M service requirements
Target publication
Apr 2010
WID
M2M01_024r2

Scope and field of application:
TS 102 689 contains end-to-end system requirements in terms of capabilities for supporting M2M communication services. Use cases for M2M services are documented in informative annexes to help deriving relevant capabilities. Specific M2M service definition is outside the scope of TS 102 689 although some aspects need to be analyzed. 
TS 102 689 specifies M2M service requirements aiming at efficient end-to-end delivery of M2M services by covering:

· General requirements – describes communications features necessary for the correct establishment of M2M communications

· Service environment – specifies requirements taking into account the environment in which the M2M services need to be delivered

· Management – specifies requirements related to the management modes (malfunction detection, configuration, accounting, etc.)

· Service Classes – provides a list of the M2M service class properties from which specifications for the different M2M service classes are derived

· Functional requirements for M2M services - describes functionalities-related requirements for M2M (data collection & reporting, remote control operations, etc.)

· Security – covers the requirements for M2M device authentication, data integrity, privacy, etc.

· Naming, numbering and addressing – provides the requirements relating to naming, numbering and addressing schemes specific to M2M

M2M service requirements enable consistent, cost-effective, communication for wide-range ubiquitous applications. Examples of such applications include: fleet management, smart metering, home automation, e-health, etc.

4.2.1
General requirements

· M2M Application initiated communication

· Message Delivery for sleeping devices

· Delivery modes

· Message transmission scheduling

· Message transmission route selection

· Communication with devices behind a gateway

· Communication failure notification

· Address resolution

· Scalability

· Abstraction of technologies heterogeneity

· Remote and local automation

· M2M capabilities discovery

· M2M Trusted Application

· Mobility

· Authentication

· Integrity

· Maximum average data rate and peak data rate

· Confidentiality

· Loss tolerance

· Localization

· Device integrity check

· Persistence

· Confirm

· Priority

· Logging

· Anonymity

· Time Stamp

· Interdomain interoperability

· Information hiding

· Device / Gateway failure robustness

· Non-interference with electro medical devices

· Radio transmission activity indication

· Radio transmission activity control

4.2.2
Management aspects
1)
Fault

· Assurance

· Diagnostics mode

· Connectivity test

· Fault discovery and reporting

· Fault Recovery by Remote Management

· Service Level Agreement (SLA) monitoring

2)
Configuration

· Lifecycle management

· Object information

· Context

· Plug and play objects

· Auto configuration of M2M Area Networks

· Auto configuration of the M2M Devices and Gateways

· M2M Area Network resilience

· Time synchronisation

· Time management

· Manageability

3)
Accounting

· Charging

· Compensation mechanisms

4.2.3
Functional requirements for M2M services

· Data collection & reporting

· Remote control operation

· Group mechanisms

· Transaction handling

· Quality of Service (QoS)

· Object type varieties

· Information reception

· Peer-to-peer communication

· Intermittent connectivity

· Asymmetric flows

· Different paths and resilience

· Logical topologies

· Capillary interfaces

· Information collection & delivery to multiple applications

· Management of multiple M2M Devices

· M2M Devices description

· Wide area environment

· Simplified provisioning

4.2.4
Security
· M2M Device authentication

· Authentication of M2M service layer capabilities or M2M applications
.

· Data transfer should be confidential

· Data integrity

· Prevention of abuse of network connection

· Privacy

· Recommendations on the nature of the solution

· Mutual authentication and authorization

· Device integrity validation.

· Trusted and secure environment

· Security credential and software upgrade requirements
4.2.5
Naming, numbering and addressing

· Identification

· Addressing
4.2.6
M2M System and services (informative)

· M2M System overview

· M2M services overview
4.2.7
M2M use cases (informative)

4.2.7.1
M2M use cases generalised from SCP UICC

· Track and trace use cases1

· Monitoring use cases

· Transaction use cases
· Control use cases

4.2.7.2
Compensation use cases

· Utility account management for prepaid

· Micro compensation for sensor readings

· Additional areas of applicability

· Service capabilities and primitives

· Example micro compensation scheme
4.2.7.3
Home Automation use cases

· Energy efficiency at home
4.2.8
Security aspects
(informative)

· Trusted and secure Environment

4.3
M2M Functional Architecture  DTS/M2M-00002
TS 102 690
M2M functional architecture
Target publication
Aug 2010
WID
M2M01_25r2
Scope and field of application:
This stage 2 working item will describe the M2M functional architecture to deliver M2M services to applications. 
It will describe the functional elements and provide normative references to standards already addressed in other ETSI TB or other organizations such as 3GPP or IETF. It will be based on a companion document on service requirements. 
A description of each functional element as well as the high level call flow will be provided. This may serve as a basis for liaison with other organizations to influence their work in accordance to the defined architecture or trigger stage 3 work in ETSI M2M. Smart Metering will be covered by this architecture.
4.4
M2M use cases for Smart Metering  DTR/M2M-00003
TR 102 691
Smart Metering Use Cases
Target publication
Apr 2010
WID
M2M01_030

Scope and field of application:
This Technical Report collects the Use Cases which have been identified for the Smart Metering application. 
These use cases will identify actors and information flows, and will form the basis of future requirements work at TC M2M on Smart Metering.
4.5
M2M use cases for eHealth  DTR/M2M-00005
TR 102 732
Use cases of M2M applications for eHealth
Target publication
Feb 2010
WID
M2M04_039r1

Scope and field of application:

The WI shall consider use cases of M2M applications for eHealth and the resulting characteristics in a TR. 
These use cases will identify the needed functionality and capabilities in a network enhanced for M2M services. Therefore, this TR will form the basis to derive requirements for M2M services and elements and/or procedures in the M2M functional architecture to support eHealth applications. It is foreseen to closely co-ordinate this activity with ETSI TC eHEALTH, in order to guarantee that the use case collection in the new TR is in line with the framework set by ETSI TC eHEALTH.

4.6
M2M use cases for Connected Consumer  DTR/M2M-00006
TR 102 857
Use cases of M2M applications for Connected Consumer
Target publication
Aug 2010
WID
M2M06-010r2
Scope and field of application:
This WID will consider use cases of "connected consumer" which involves consumer electronic devices that utilise network communications capabilities via wired and/or wireless network and they can be directly or indirectly controlled by the human user e.g. consumer electronics devices that would provide new user experience that would utilise communication capabilities in order to send content to other human users or devices. 
These use cases will identify new requirements and functionality/capabilities for improving the network for M2M services. Finally this WID is targeting to derive M2M requirements and functionalities for M2M architecture which can be supporting "connected consumer" applications.
4.7
M2M use cases for City Automation  DTR/M2M-00007
TR 102 897
Use cases of M2M applications for City Automation
Target publication
Jan 2011
WID
M2M07-039r1
Scope and field of application:
The City Automation WI will collect use cases of M2M applications for City Automation and their associated characteristics, in a TR. 
These use cases will identify new M2M service requirements as well as M2M functionality/capabilities to serve City Automation applications in future M2M capable networks.
4.8
M2M use cases for Automotive Applications  DTR/M2M-00008
TR 102 898
Use cases of Automotive Applications in M2M capable networks
Target publication
Oct 2010
WID
M2M07-038r2
Scope and field of application:
The scope of this WID is the development of a Technical Report (TR) for the purpose of collecting characteristics of use cases for automotive applications. 
These use cases will identify new M2M service requirements and M2M functionality/capabilities to allow for better support of automotive applications in future M2M capable networks.
4.9
ETSI M2M plans and delivery for the EU Smart Meter Mandate M/441  DTR/M2M-00009
TR 102 898
ETSI M2M plans and deliverables in response to EU Mandate M/441 on Smart Meters
Target publication
Aug 2010
WID
M2M(10)0061r1

Scope and field of application:
This WI shall deliver a Technical report that details the ETSI M2M plans and deliverables in response to EU Mandate M/441 on Smart Meters.
4.20
TC M2M Meeting Calendar
	TITLE 
	DATES 
	LOCATION 
	CTRY 

	M2M#1 
	26 - 27 Jan 2009    
	Sophia Antipolis 
	FR 

	M2M#2 
	19 - 20 Mar 2009    
	Sophia Antipolis 
	FR 

	M2M#3 
	26 - 28 May 2009    
	Sophia Antipolis 
	FR 

	M2M#4 
	29 Jun - 1 Jul 2009    
	Venice  
	IT  

	M2M#5 
	14 - 18 Sep 2009    
	Sophia Antipolis 
	FR 

	M2M#6 
	19 - 23 Oct 2009    
	Sophia Antipolis 
	FR 

	M2M#7 
	30 Nov - 4 Dec 2009    
	Grenoble  
	FR  

	M2M#8 
	18 - 22 Jan 2010    
	Sophia Antipolis 
	FR 

	M2M#9 
	15 - 19 Mar 2010    
	Sophia Antipolis 
	FR 

	M2M#10 
	26 - 30 Apr 2010    
	Sophia Antipolis 
	FR 

	M2M#11 
	28 Jun - 2 Jul 2010    
	Delft  
	NL  

	M2M#12 
	13 - 17 Sep 2010    
	Philadelphia  
	US  

	M2M#13 
	29 Nov - 3 Dec 2010    
	Seoul  
	KR  


5
ETSI SCP (Smart Card Platform)
ETSI technical committee Smart Card Platform (SCP) is responsible for creating a series of specifications for a Smart Card platform on which other bodies can base their system-specific applications to achieve compatibility between all applications resident on the Smart Card. Set up in the year 2000, to create a central focus point for the standardization of a common IC card platform for mobile telecommunication systems, allowing the participation from companies not necessarily involved GSM & 3GPPTM Standards.

3GPP Core Network and Terminals experts in Working Group CT6 - is responsible for work on the SIM (used by 2G), the USIM (Universal SIM) for 3G systems and the ISIM (IM Services Identity Module) for the IMS domain.

Smart Cards are micro-processor equipped tokens, able to store and process a diverse range of data and applications. The Smart Card is used in most banking and healthcare [personal] cards as well as in mobile telecommunications and for broadcast service subscriber services.

ETSI and 3GPPTM have produced the most successful Smart Card to date - the Subscriber Identity Module (SIM), of which there are currently more than 4 Billion cards in circulation.

Early achievements with the SIM have evolved to the Universal Integrated Circuit Card (UICC) - which offers a multi-application security platform providing the user with a wealth of opportunities. The UICC provides 'logical channels', allowing applications to run in parallel. 

The new high speed interface currently being standardized will allow the Smart Card to be used for Digital Rights Management (DRM), stream ciphering (Pay TV) and as a mass storage device.

5.1
UICC for M2M applications (TS 102 412)
TS 102 412 "Smart Cards; Smart Card Platform Requirements Stage 1" [10] contains requirements for a UICC for M2M machine-to-machine) applications in clause 4.18 UICC for Machine-to-Machine (M2M) applications.
	Meeting
	Plenary

Tdoc
	Old Version
	CR
	REV
	CAT
	SUBJECT
	Resulting

Version

	SCP-39
	SCP-080451
	8.2.0
	025
	1
	B
	Requirements for a UICC for M2M machine-to-machine) applications
	8.3.0


4.18
UICC for Machine-to-Machine (M2M) applications

M2M addresses a number of market segments, including the automotive industry, vending, metering, payment terminals and tracking devices. Therefore there is a need to update the requirements of the UICC to meet these industry market criteria. This clause collects UICC platform requirements addressing the market segments for all M2M UICC Form Factors and the requirements for a new Form Factor for the UICC (MFF) for cases where the current UICC Form Factors are not appropriate.

Although, there are a large number of possible use cases, these can currently be broadly categorised into 4 major groups; Track and Trace, Monitoring, Transaction and Control.

The communication via the mobile communication system is performed by a M2M communication module which is connected to a UICC. A M2M communication module is an electronic system including all necessary components to establish wireless communications between machines. M2M communication modules are usually integrated directly into target devices, such as Automated Meter Readers (AMRs), vending machines, alarm systems, cars equipments or others.

In many of the intended use cases there are specific requirements related to the size, shape, environmental conditions, vibrations etc. 

In all these use cases there might be the need for applications running either in a M2M communication module, a UICC or be split between the two.

5.1.1
Use Cases


Use case - Track and Trace


Use case - Emergency Call


Use case ‑ Fleet Management


Use case - Theft Tracking


Use case - Monitoring


Use case - Metering / Prepaid delivery of utilities (water, gas, electricity)


Use case - Person / Animal protection


Use case - Object protection


Use case - Transaction


Use case - PoS Terminals (Point of Sale Terminals)


Use case - Control


Use case - Controlling vending machines


Use case - Controlling production machines

5.1.2
Requirements on a UICC when used by M2M2 applications


Requirements on a UICC when used by Machine-to-Machine applications (M2M UICC) and requirements for an optional new Form Factor for M2M usage (MFF)


General M2M UICC Requirements


Specific requirements related to definition of classes


Example for a possible class system


MFF Requirements

5.2
M2M UICC Physical and logical characteristics (TS 102 671)
ETSI SCP plans to approve in Mar 2010 the Rel-9 TS 102 671 implementing the requirements found in TS 102 412.

TS 102 671 contains extensions to the requirements in TS 102 221 (UICC-Terminal interface; Physical and logical characteristics) for M2M2 use for both existing UICC form factors and for the new MFF. This work item will also deliver a definition for the MFF.

6
Void

7
3GPP work on M2M
M2M work items in the 3GPP Work Plan

	Unique_ID
	Name
	Release
	WG
	Finish
	Compl
	Hyperlink
	Notes
	TSs_and_TRs

	410030
	Network Improvements for Machine-Type Communications
	Rel-10
	S1
	17/09/2010
	39%
	SP-090832
	SP#46 updated WID SP-090658 =>SP-090832 (added SA3 part). Stage 2 completion 06/10=>09/10. Triggered by Rel-8 UID_7027 Study on Facilitating Machine to Machine Communication in GSM and UMTS (FS_M2M) TR 22.868
	-

	410031
	Stage 1 for NIMTC
	Rel-10
	S1
	25/03/2010
	79%
	SP-090832
	
	new 22.368

	450028
	Stage 2 for NIMTC
	Rel-10
	S2
	17/09/2010
	5%
	SP-090832
	SP#46 Stage 2 completion 06/10=>09/10
	new 23.888

	460023
	Security for NIMTC
	Rel-10
	S3
	17/09/2010
	0%
	SP-090832
	SP#46 updated WID SP-090658=>SP-090832 (added SA3 part)
	new 33.868

	450015
	Study on RAN improvements for Machine-Type Communications
	Rel-10
	R2
	04/06/2010
	0%
	RP-090991
	Triggered by UID_7027 Study on Facilitating Machine to Machine Communication in GSM and UMTS (M2M) TR 22.868 and Rel-10 UID_410030 Network Improvements for Machine-Type Communications (NIMTC)
	new 37.868

	460001
	Study on GERAN improvements for Machine-Type Communications
	Rel-10
	GP
	03/09/2010
	0%
	GP-092418
	SA1 TS 22.36 (Stage 1) to be approved before GERAN work starts
	TR

	370053
	Study on Security Aspects of Remote Provisioning and Change of Subscription for M2M Equipment
	Rel-9
	S3,C6
	10/12/2009
	100%
	SP-070702
	SP#46 completed. Triggered by SA1 Study UID_7027 (FS_M2M) TR 22.868 
	33.812

	7027
	Study on Facilitating Machine to Machine Communication in GSM and UMTS (M2M)
	Rel-8
	S1
	08/03/2007
	100%
	SP-050527
	SP#35 completed. Spin-off SA3 SID UID_370053. SP#40 Spin-off new Feature UID_410030 (NIMTC)
	22.868


	Release
	WG 
	Type
	Number
	Title
	rapporteur

	Rel-10
	S1
	TS
	22.368
	Service requirements for machine-type communications
	NORP, Toon

	Rel-10
	S2
	TR
	23.888
	Architectural Enhancements for machine-type communications
	GUTTMAN, Erik

	Rel-10
	S3
	TR
	33.868
	Security aspects of Machine-Type Communications
	RAJADURAI, Rajavelsamy

	Rel-10
	R2
	TR
	37.868
	RAN Improvements for Machine-type Communications
	MEYLAN, Arnaud

	Rel-9
	S3
	TR
	33.812
	Feasibility study on the security aspects of remote provisioning and change of subscription for Machine to Machine (M2M) equipment
	LEHTOVIRTA, Vesa

	Rel-8
	S1
	TR
	22.868
	Study on facilitating machine to machine communication in 3GPP systems
	MERKEL, Jürgen


7.1
Release 8

7.1.1
Study on Facilitating Machine to Machine Communication in GSM and UMTS (TR 22.868)
Resources:
S1
Acronym:
FS_M2M
UID_7027
References
	Document
	Title/Contents

	WID(s)

	SP-050527
	SID on Facilitating Machine to Machine Communication in GSM and UMTS (M2M)

	Impacted Specifications

	-
	-

	New Dedicated Specifications/Reports

	TR 22.868
	Study on Facilitating Machine to Machine Communication in 3GPP Systems


Machine to Machine (M2M) communication is seen as a form of data communication between entities that do not necessarily need human interaction. It is different to current communication models as it involves:

· new or different market scenarios; 

· a potentially very large number of communicating entities (terminals);

· to a large extend little traffic per equipment;

An example for M2M communication is a service which permanently checks the integrity and safety of a vehicle and reports problems to the garage service.

The role of M2M in the GSM/UMTS business is still limited, but a big potential growth in the 3GPP system is foreseen. The two major limiting factors are the costs for the operator and handling of M2M by both, the end-user and operator. M2M communication may become more relevant in future as:

· M2M in GSM/UMTS is a future growth sector in particular in mature markets;

· The ubiquitous coverage of mobile networks is one main enabler;

· Enhancement of the 3GPP standard could be a stimulator, as business could be addressed more cost efficiently.

Regarding the handling of M2M for the user and the operator the underlying mechanisms for handling subscriptions, subscriber data, numbering issues, etc. were studied. Requirements for M2M communication have been collected.

Lean and simple design as well as efficient use of resources (e.g. air interface and signalling resources) were major objectives. Special consideration was put on the following areas for optimization:

· Charging mechanisms (e.g. simplify charging in relation to M2M purposes);

· Addressing: Already today some networks are running out of E.164 numbering space. This would be aggravated by widespread usage of M2M. IP address space limitation was also studied.

· Types of communication (e.g. one to many, many to many, relevance of mobile originated mobile terminated and always on type of connectivity); Enhancements for the identified communication model; Preferred communication models that could be implemented cost efficiently for M2M

· Handling of large numbers of subscriptions and subscriber data within the network;

· Handling issues of large number of M2M subscriptions for the user of M2M services;

· Impact of optimizations for security (Denial of Service attacks by M2M devices, Effects of theft of M2M that are quite likely unattended, Secure handling of credentials, Access control for M2M terminals).

TR 22.868 conclusions - Possible Requirements

· De-activation of mobility signalling for stationary terminals

· Optimised mobility signalling for low mobility and low activity terminals

· Possibility to instruct individual/group of terminal types e.g. static, low mobility, low activity terminals, not to perform any periodic location updates, and optionally location updates due to movement between Location Area (LA) / Routing Area (RA). 

· Possibility to instruct individual/groups of terminal types to perform a location update at a specific date and time

· Purging of subscriber data from VLR/SGSN for low activity / Mobile Originated (MO) only terminals 

· Tamper Save/Theft proof terminal including a UICC

· Possibility to change subscription out in the field e.g. after contract expiry without human intervention

· Possibility to allocate the terminals at initial power up to a network operator without human intervention

· Re-use of PNM mechanisms for M2M communication

· Possibility to define groups and to have group counters to count the traffic to and from the servers at the network boundary

· Per group counters to count location update traffic

· Add a terminal type identifier to the subscription information to facilitate mobility management and charging

· Overcoming the limitations of the IMSI range by alternative addressing solutions

· Simplify terminal and network and thus reduce cost. CS should not be impacted and preferably PS should be used. 

Spin-off Study on Remote management of USIM application on M2M Equipment UID_370053.

Spin-off new Feature UID_400033 NIMTC (Network Improvements for Machine-type Communications).

7.2
Release 9

7.2.1
Study on Security Aspects of Remote Provisioning and Change of Subscription for M2M Equipment (TR 33.812)

Resources:
S3,C6
Acronym:
FS_UM2M
UID_370053
References
	Document
	Title/Contents

	WID(s)

	SP-070702
	SA3 WID on Study on Security Aspects of Remote Provisioning and Change of Subscription for M2M Equipment

	
	

	Impacted Specifications

	-
	-

	New Dedicated Specifications/Reports

	TR 33.812
	Feasibility Study on remote management of USIM application on M2M equipment


This study was triggered by the SA1 Rel-8 Study on Facilitating Machine to Machine Communication in GSM and UMTS (FS_M2M) UID_7027 in TR 22.868.
Machine to Machine (M2M) Communication is seen as a form of data communication between entities that when deployed do not necessarily need human interaction. One of the challenges with M2M communication is that deployed M2M equipment is managed remotely without any direct human interaction with the device.

This study evaluates the feasibility of remotely managed USIM application solutions from a security point of view.

Three aspects from SA1 TR 22.868 are: 

· M2M equipment containing a USIM application should provide tamper-protection and mechanisms for detection/response on tampering

· It should be possible to change subscription out in the field e.g. after contract expiry without human intervention

· It should be possible to allocate the M2M equipments at initial power up to a network without human intervention

These three aspects point towards a remote management of USIM application being a viable solution including:

· Download of USIM application parameters to a M2M equipment

· Management and changes of these parameters  to allow  change of operator

The simplest way to introduce provisioning of a remote management of USIM application to M2M-equipment is to make use of already existing infrastructure as the mobile networks' global and secure authorization infrastructure. 
M2M equipment and the network can interact only over standardized interfaces within the scope of 3GPP.

This study evaluates the possibility of the network to provision remote management of USIM application in the M2M equipment in a secure way in a 3GPP system. It is envisioned that an M2M equipment is incorporated in a device that a) could be assembled by an equipment manufacturer, or b) could be assembled by an OEM manufacturer that includes the M2M equipment in the device. M2M equipment could be a device that is fully self-contained or a device with interfaces to attach, for example, sensors and on-site service equipment. 
It studied the remote management of USIM application when the USIM application resides in the UICC and when the USIM application resides in the M2M equipment. It included definition of a trust model for remote management of USIM application and identified security threats and requirements. This study: 

· investigated candidate security solutions  that allow provisioning to take place in a secure manner

· investigated candidate signalling procedures for provisioning remote management of USIM application in M2M equipment

· identified what functionality of the current USIM application has to be covered by remote management of the USIM application

· identified what other functionality to be added due to the new USIM application provisioning method

· identified principle requirements for protected storage and the execution environment (e.g. by collaborating with relevant working groups such as the OMTP Hardware group)
7.3
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7.3.1
Network Improvements for Machine-type Communications (NIMTC)  UID_410030
Resources:
S1,S2,S3

References
	Document
	Title/Contents

	WID(s)

	SP-090832
	WID on Network Improvements for Machine-type Communications

	Impacted Specifications

	-
	-

	New Dedicated Specifications/Reports

	TS 22.368
	Service requirements for machine-type communications

	TR 23.888
	Architectural Enhancements for machine-type communications

	TR 33.8xx
	Security aspects of Machine-Type Communications


Triggered by TR 22.868 (Enhancements to 3GPP systems to support machine to machine communication) produced by the Rel-8 Study UID_7027 on Facilitating Machine to Machine Communication in GSM and UMTS (M2M).

	Unique_ID
	Name
	Resource
	Finish
	Complete
	Notes
	TSs_and_TRs

	410030
	Network Improvements for Machine-Type Communications
	
	17/09/2010
	39%
	SP#46 updated WID SP-090658 =>SP-090832 (added SA3 part). Stage 2 completion 06/10=>09/10. Triggered by Rel-8 UID_7027 Study on Facilitating Machine to Machine Communication in GSM and UMTS (FS_M2M) TR 22.868
	-

	410031
	Stage 1 for NIMTC
	S1
	25/03/2010
	79%
	
	new 22.368

	450028
	Stage 2 for NIMTC
	S2
	17/09/2010
	5%
	SP#46 Stage 2 completion 06/10=>09/10
	new 23.888 (Architectural Enhancements for machine-type communications)

	460023
	Security for NIMTC
	S3
	17/09/2010
	0%
	SP#46 updated WID SP-090658=>SP-090832 (added SA3 part)
	new TR 33.8xx Security aspects of Machine-Type Communications
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Justification

Excerpt from TR 22.868 on Machine-to-Machine communications:

"It appears that there is market potential for M2M beyond the current "premium M2M market segment" i.e. the market segments that are currently using M2M. In particular it is possible to identify potential applications for mass M2M service, e.g. consumer products manufacturers could keep in touch with their products after they are shipped – car manufacturers could serve as an example for that. Another example is in the home environment where remote maintenance of heating and air condition, alarm systems and other applications can also be identified."
The study on Machine-to-Machine communications indicated the potential for machine-type communications over mobile networks. However, for example wireless sensor networks (e.g. Zigbee) in combination with fixed network communications are also a contender for the implementation of such applications. For mobile networks to be competitive for mass machine-type applications, it is important to optimise their support for machine-type communications. The current mobile networks are optimally designed for Human-to-Human communications, but are less optimal for machine-to-machine, machine-to-human, or human-to-machine applications. It is also important to enable network operators to offer machine-type communication services at a low cost level, to match the expectations of mass-market machine-type services and applications.

At the end of Q1 2007, with the approval of TR22.868 at SA#35, a study item into Machine-to-Machine communications was completed. At the time, a list of possible requirements was agreed upon, but no subsequent specification phase was started . For stage 1, this work item is intended to take the results on network improvements from the study item forward into a specification phase.  Stage 2 architecture aspects will be studied based on the stage 1 normative specification.. 

4

Objective

The goal of this work item is to:

· provide network operators with lower operational costs when offering machine-type communication services

· reduce the impact and effort of handling large machine-type communication groups

· optimize network operations to minimize impact on device battery power usage

· stimulate new machine-type communication applications by enabling operators to offer services tailored to machine-type communication requirements

The M2M study item resulted in a list of possible requirements. The stage 1 objectives of this work item include:

· identify and specify general requirements for machine-type communications

· identify service aspects where network improvements (compared to the current H2H oriented services) are needed to cater for the specific nature of machine-type communications

· specify machine-type communication requirements for these service aspects where network improvements are needed for machine-type communication 
M2M communications has many aspects, not all of which can be handled in a single WID. This WID therefore has the following focus:

· only machine-type communication via mobile networks is considered, machine-type communication solutions via wireless sensor networks and/or fixed communication networks are not included,

· the work item will specify a machine-type data communication service, it will not specify particular M2M applications

· only improvements on the radio and network side are considered, machine-type communication aspects of (x)SIMs and/or new models for the management of (x)SIM are out of scope of this WID.

Based on requirements documented in the stage 1 specification, stage 2 will address system architecture impacts to support machine-type communication scenarios and applications.

Reuse of existing 3GPP functions (e.g. session initiation and control) for machine-type data communication service should be investigated and leveraged if feasible.

5

Service Aspects

Machine-type communication is seen as a form of data communication which involves one or more entities that do not necessarily need human interaction. A service optimised for machine-type communications is likely to differ from a service optimised for human-to-human communications.

There are many different applications which may make use of machine-type data communication. However, specification of these applications themselves is outside the scope of this WID.

6

MMI-Aspects

None. MMI aspects may be relevant to the machine-type applications involved, but the applications themselves are out of scope of this WID.

7

Charging Aspects

Improvements of CDR generation may be addressed. For some machine-type applications, there is a significant overhead of CDR generation wrt the actual payload of user data.  
8

Security Aspects

Some categories of machine-type communications and applications may have specific security requirements.

10

Expected Output and Time scale (to be updated at each plenary) 

	New specifications
[If Study Item, one TR is anticipated]

	Spec No.
	Title
	Prime rsp. WG
	2ndary rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary#
	Comments

	TS22.368
	Service requirements for machine-type communications
	SA1
	
	SA#45
	SA#47
	

	TR23.888
	Architectural Enhancements for machine-type communications
	SA2
	
	SA#47
	SA#48
	

	TR 33.8xx
	Security aspects of Machine-Type Communications
	SA3
	
	SA#48
	SA#49
	It may be sufficient to  incorporate security aspects in the SA2 TR itself, if only minimal security improvements are identified.

	Affected existing specifications
[None in the case of Study Items]

	Spec No.
	CR
	Subject
	Approved at plenary#
	Comments

	TBD 
	
	
	
	Depends on the outcome of the Stage 2 TR 

	TBD
	
	
	
	Study on security aspects of the network improvements for machine type communication may result in normative specification work to ensure that adequate security is provided.


7.3.2
Study on RAN improvements for Machine-Type Communications  (TR 37.868)
Responsibility:
R2,R1,R3,R4
Acronym:
FS_NIMTC_RAN
UID_450015
References
	Document
	Title/Contents

	WID(s)

	RP-090991
	SID on Study on RAN improvements for Machine-Type Communications

	Impacted Specifications

	-
	-

	New Dedicated Specifications/Reports

	TR 37.868
	RAN Improvements for Machine-type Communications


Triggered by SA1's UID_7027 Study on Facilitating Machine to Machine Communication in GSM and UMTS (M2M) TR 22.868 and Rel-10 UID_410030 Network Improvements for Machine-Type Communications (NIMTC).

	Unique_ID
	Name
	Compl
	Hyperlink
	Notes
	TRs

	450015
	Study on RAN improvements for Machine-Type Communications
	0%
	RP-090991
	Triggered by UID_7027 Study on Facilitating Machine to Machine Communication in GSM and UMTS (M2M) TR 22.868 and Rel-10 UID_410030 Network Improvements for Machine-Type Communications (NIMTC)
	TR 37.868


SA1 has created TS 22.368 to list Service requirements for machine-type communications, which is considered stable as of August 2009 (TS 22.368).

To fully support these service requirements and optimization categories, and in order to improve efficiency in RAN to handle machine-type communications, it seems necessary to study RAN technical enhancements for machine-type communications for UTRA and EUTRA. For example, radio resource allocation methods for a large number of Machines in the same cell, low mobility consideration for many devices which never move at all, power saving mechanisms for several M2M application scenarios and flexible ultra-low duty cycle. Another important issue is how the large number of machine-type communications will influence the RAN performance. 

With the above understanding, the supporting companies would like to study and investigate how to enable efficient use of RAN resources for machine-type communications, the system performance impact introduced by  serving a possibly very large number of machine-type communications devices, identify problems and propose possible solutions, and reduce the complexity of machine-type communications. 

In order to study these issues, the traffic of machine-type communications in different M2M applications needs to be characterized.
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Objective 

· Study traffic characteristics typical for different M2M applications that are using machine-type communications based on the SA1 requirements and define new traffic models based on these findings

· Study RAN enhancements for UTRA and EUTRA to improve the support for machine type communication considering their specific requirements identified by SA1 

· Study RAN enhancements which enable or improve efficient use of RAN resources and/or which lower complexity when a possibly large number of machine-type communications devices need to be served

· Study the feasibility of above enhancements with particular focus on  maximizing re-use of existing features while minimizing changes in order to keep complexity related to M2M optimizations at a minimum level

· Report areas where enhancements are found worthwhile to RAN

7.3.3
Study on GERAN improvements for Machine-Type Communications  (TR 45.8/9xy)
Responsibility:
GP
Acronym:
FS_NIMTC_GERAN
UID_460001
References
	Document
	Title/Contents

	WID(s)

	GP-092418
	SID on Study on GERAN improvements for Machine-Type Communications

	Impacted Specifications

	-
	-

	New Dedicated Specifications/Reports

	TR 45.8/9xy
	GERAN Improvements for Machine-type Communications


	Unique_ID
	Name
	Compl
	Hyperlink
	Notes
	TRs

	460001
	Study on GERAN improvements for Machine-Type Communications
	0%
	GP-092418
	SA1 TS 22.36 (Stage 1) to be approved before GERAN work starts
	TR


	Related Work Item(s)

	Unique ID
	Title
	Nature of relationship

	31086
	Facilitating Machine to Machine Communication in GSM and UMTS (M2M)
	Stable See SP-050527, TR 22.868

	410031
	Service Requirements for Machine Type Communications
	SA1 requirements, stable since August 2009, TS 22.368

	410030
	Network Improvements for Machine-Type Communications
	SA work item started in September 2009 – see S2-095048 SA2#75

	450015
	RAN improvements for Machine-Type Communications  
	RAN study item started in Sep 2009 – see RP-090989 RAN#45


SA1 has created TS 22.368 to list Service requirements and optimisation categories for machine-type communications (MTC) in Release 10.  The TS is considered stable as of August 2009.

To fully support the SA1 service requirements and optimisation categories, and in order to improve efficiency in GERAN to handle MTC, it is necessary to study GERAN technical enhancements needed for supporting MTC.

Some examples for optimising GERAN for MTC devices are radio resource allocation methods for a large number of Machines in the same cell with low/no mobility, MTC device addressing formats, power saving mechanisms for several M2M application scenarios, flexible ultra-low duty cycle, low data usage (CS or PS) and extra link budget for weather/theft/vandalism proofing (e.g. heavily shielded antenna).  Another important issue is how the large number of MTC will influence the GERAN performance. 

The "Group based system optimisation category" identified in TS 22.368 indicates area of improvement in the ability of the system to efficiently serve MTC applications that relate to a group of MTC devices. MTC applications may involve the deployment of a group of MTC devices that are owned and operated by a single MTC customer and as such the MTC customer and the MNO may treat the group as a single entity (individual MTC devices are not visible from the network and no group optimisation is foreseen in such a case). Whenever any MTC device is visible from the network, it is anticipated that group paging issues and new group broadcast mechanisms as well as optimised access procedures are studied.

Most MTC devices are expected to require low data bandwidth and to be either of the Mobile Originated or Mobile Terminated type. This opens up opportunities to define a "Thin Modem" specification or a collection of modem types (e.g. broadcast only devices are MT only).

4
Objective

· Study GERAN enhancements for GERAN to improve the support for MTC considering their specific requirements and optimisation categories identified by SA1 

· Study the bounds on the number of possible MTC devices that can be supported in a GERAN cell and possible impact on the RACH capacity, channel capacity, device addressing formats, etc.

· Study GERAN enhancements which enable or improve efficient use of RAN resources and/or which lower complexity when a large number of MTC devices are served.  Impacts of radio interference due to the large number of MTC devices in a cell shall be investigated.

· Evaluate possible network architectural changes to support Broadcast/Group Paging enhancements, low latency impacts and possible MO only or MT only devices.  Identify potential opportunities in specifying "Thin Modem" device types for MTC. 

· Investigate ultra low power MTC devices: prolonged period between transmission/reception, occasional active use, optimised for minimal data only applications with no mobility support, etc.

· Study ways to reduce signalling latency and minimise user plane data overhead 

· Study ways to provide prioritisation/deprioritisation of  MTC device communication in the RAN

· Study ways to distribute the loading (signalling and data) created by MTC device communication to avoid signalling/traffic spikes in the RAN
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Completed 3GPP Features and Studies
	UID
	Name
	Acronym
	Resource
	Notes

	
	Release 8 Studies
	
	
	

	7027
	Study on Facilitating Machine to Machine Communication in GSM and UMTS (M2M)
	FS_M2M
	S1
	SP#35 completed. Spin-off SA3 SID UID_370053. SP#40 Spin-off new Feature UID_400033 (NIMTC)


	Unique_ID
	Name
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	Hyperlink
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	0
	Release 9 Studies
	
	
	-

	370053
	Study on Security Aspects of Remote Provisioning and Change of Subscription for M2M Equipment
	S3,C6
	SP-070702
	SP#46 completed. Triggered by SA1 Study UID_7027 (FS_M2M) TR 22.868 

	Unique_ID
	Name
	Resource
	Finish
	Complete
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	0
	Release 10 Features
	
	
	
	

	410030
	Network Improvements for Machine-Type Communications
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	17/09/2010
	39%
	SP-090832


	Unique_ID
	Name
	Resource
	Finish
	Complete
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	0
	Release 10 Studies
	
	
	
	

	450015
	Study on RAN improvements for Machine-Type Communications
	R2,R1,R3,R4
	04/06/2010
	0%
	RP-090991

	460001
	Study on GERAN improvements for Machine-Type Communications
	GP
	03/09/2010
	0%
	GP-092418
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