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* * * Start of Change * * * *

8.1.2.2.2.2
Detailed behaviour

When a new trusted or untrusted non-3GPP IP access subscriber has been authenticated by the 3GPP AAA Server, the 3GPP AAA Server initiates the registration towards the HSS. The HSS shall, in the event of an error in any of the steps, stop processing and return the corresponding error code. 

At reception of the Non-3GPP IP Access Registration, the HSS shall perform (in the following order):

1.
Check that the user is known. If not Experimental-Result-Code shall be set to DIAMETER_ERROR_USER_UNKNOWN.

2.
Check the Server Assignment Type value received in the request:

-
If it indicates REGISTRATION, the HSS shall check that the 3GPP AAA Server name stored for the subscriber matches the 3GPP AAA Server name received in the request


If they are the same, the HSS shall set the subscribers User Status to REGISTERED for the authenticated and authorized trusted or untrusted non-3GPP IP access subscriber, download the relevant user profile information and set the Result-Code AVP to DIAMETER_SUCCESS in the Server-Assignment-Response command. For those APNs that have been authorized as a consequence of having the Wildcard APN in the user subscription, the HSS shall include the specific APN name and associated PDN-GW identity inside the APN context of the Wildcard APN.
If they are not the same, the HSS shall return the old 3GPP AAA Server name to the requester 3GPP AAA Server. The Experimental-Result-Code shall be set to DIAMETER_ERROR_IDENTITY_ALREADY_REGISTERED.

-
If it indicates USER_DEREGISTRATION / ADMINISTRATIVE_DEREGISTRATION / AUTHENTICATION_FAILURE, the HSS shall remove the 3GPP AAA Server name previously assigned for the 3GPP subscriber, set the User Status for the subscriber to NOT_REGISTERED and set the Result-Code AVP to DIAMETER_SUCCESS in the Server-Assignment-Response command.

-
If it indicates AAA_USER_DATA_REQUEST, the HSS shall check if there is an existing 3GPP AAA Server already assisting the user.

-
If there is a 3GPP AAA Server already serving the user, and it matches the 3GPP AAA Server address received in the request, the HSS shall download the relevant user profile information to the requester 3GPP AAA Server and set the Result-Code AVP to DIAMETER_SUCCESS in the Response command.

-
If there is a 3GPP AAA Server already serving the user, and it does not match the 3GPP AAA Server address received in the request, the HSS shall return the old 3GPP AAA Server address to the requester 3GPP AAA Server. The Experimental-Result-Code AVP shall be set to DIAMETER_ERROR_IDENTITY_ALREADY_REGISTERED.

The requester 3GPP AAA Server, upon detection of a 3GPP AAA Server name in the response assumes that the user already has a 3GPP AAA Server assigned, so makes use of Diameter redirect function to indicate to the entity that requested the authentication the 3GPP AAA Server name where to address the new request. The redirect shall be limited only to that specific request.

-
If there is not a 3GPP AAA Server serving the user, the HSS shall return an error, setting the Result-Code to DIAMETER_UNABLE_TO_COMPLY in the Response command.

-
If it indicates PGW_UPDATE, the HSS shall check that the 3GPP AAA Server name stored for the subscriber matches the 3GPP AAA Server name received in the request.

If they are not the same and the subscriber is registered, the HSS shall return an error, setting the Experimental-Result-Code AVP to DIAMETER_ERROR_IDENTITY_ALREADY_REGISTERED in the response command.


If they are the same and the subscriber is registered and there is not a static PDN GW subscribed, the HSS shall store the PGW identity (if it is received in the command) or delete the existing PGW identity (if it is not received in the command) for the non-3GPP user and the APN identified by the APN Id or by the Context Identifier if present in the request; otherwise, the HSS shall not update or delete the stored PDN GW. If the APN corresponding to the PGW identity is not present in the subscription but a wild card APN is present in the subscription, the HSS shall store the new PDN GW for an APN if present in the request or delete the stored PDN GW for an APN and the APN itself if the PDN GW Identity IE is not present in the request. The HSS shall set the Result-Code AVP to DIAMETER_SUCCESS in the Server-Assignment-Response command. If the Context Identifier is included in the request, the HSS may use it to locate the APN Configuration.

If the subscriber is not registered, the HSS shall reject the request and set the Experimental-Result-Code AVP to DIAMETER_ERROR_IDENTITY_NOT_REGISTERED.

-
If it indicates any other value, the Result-Code shall be set to DIAMETER_UNABLE_TO COMPLY, and no registration/de-registration or profile download procedure shall be performed.

Origin-Host AVP shall contain the 3GPP AAA server identity.

Once the 3GPP AAA server has received the user profile data as a result of successful registration to the HSS, the 3GPP AAA server shall create appropriate routing policies and IP filtering information according to the retrieved operator defined barring information. These routing policies and IP filtering information are used for the subsequent authorizations by the MAG functionality in the trusted 3GPP/IP access, or ePDG or PGW. If the subscription data received for a certain APN indicates that the APN was authorized as a consequence of having the Wildcard APN in the user subscription in HSS, then the AAA shall not store this APN data beyond the lifetime of the UE sessions related to the specific APN and the AAA shall delete them upon disconnection of the UE.
* * * End of Change * * * *
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