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5.1.2.1.2
3GPP AAA Server Detailed Behaviour

On receipt of the DER message, the 3GPP AAA Server shall check if user data exists in the 3GPP AAA Server (containing valid authentication information for the current access network). If not the 3GPP AAA Server shall use the procedures defined in SWx interface to obtain access authentication and authorization data. 

If SWx authentication response indicates that:

-
The user does not exist, then the 3GPP AAA Server shall respond the non-3GPP GW with Experimental-Result-Code DIAMETER_ERROR_USER_UNKNOWN.

-
The user does not have non-3GPP access subscription, then 3GPP AAA Server shall respond the non-3GPP GW with Experimental-Result-Code DIAMETER_ERROR_USER_NO_NON_3GPP_SUBSCRIPTION.

-
The user is not allowed to roam in the visited network, then 3GPP AAA Server shall respond the non-3GPP GW with Experimental-Result-Code DIAMETER_ERROR_ROAMING_NOT_ALLOWED.

-
The user is currently being served by a different 3GPP AAA Server, then the 3GPP AAA Server shall respond to the non-3GPP GW with the Result-Code set to DIAMETER_REDIRECT_INDICATION and the Redirect-Host set to the Diameter identity of the 3GPP AAA Server currently serving the user (as indicated in the 3GPP-AAA-Server-Name AVP returned in the SWx authentication response from the HSS).

-
Any other error occurred, then the error code DIAMETER_UNABLE_TO_COMPLY shall be returned to the Non-3GPP GW.

When SWx authentication response includes the requested authentication information, the 3GPP AAA Server shall proceed with the authentication and authorization procedure. The 3GPP AAA Server shall use the procedures defined in SWx interface to obtain authorization data from HSS.  

The 3GPP AAA Server shall run EAP-AKA' as specified in 3GPP TS 33.402 [19]. Exceptions shall be treated as error situations and the result code shall be set to DIAMETER_UNABLE_TO_COMPLY.

Once authentication is successfully completed, the 3GPP AAA Server shall perform the following authorization checking (if there is an error in any of the steps, the 3GPP AAA Server shall stop processing and return the corresponding error):

1)
Check if the user is barred to use the non 3GPP Access. If it is so, then the Result-Code shall be set to DIAMETER_AUTHORIZATION_REJECTED

2)
Check if the user is barred to use the subscribed APNs. If it is so, then the Result-Code shall be set to DIAMETER_AUTHORIZATION_REJECTED 

3)
Check RAT-Type AVP. If the access type indicates any value not described in 3GPP TS 29.212 [23], this shall be treated as error and the Result-Code DIAMETER_UNABLE_TO_COMPLY shall be returned.
4)
Check the validity of the ANID AVP and whether the trusted non-3GPP GW is entitled to use the included value. The correct syntax of the ANID is checked as follows:  

-
In a non-roaming case, i.e. when the AAA server receives the request directly and not via the AAA Proxy, checking ANID is mandatory;

-
In a roaming case when the request is received via an AAA proxy, checking ANID is optional. The 3GPP AAA Server may decide to check ANID based on local configuration, e.g. depending on the received visited network identifier.

 
If the checking result shows that the included ANID value is not valid (not defined by 3GPP) or that the requesting entity is not entitled to use the received ANID value, the Result-Code shall be set to DIAMETER_UNABLE_TO_COMPLY.

5)
Check if the user has a subscription for the requested APN. If not, Experimental-Result-Code shall be set to DIAMETER_ERROR_USER_NO_APN_SUBSCRIPTION

6)
Verify whether the user is barred to access to the requested APN. If it is so, the Result-Code shall be set to DIAMETER_AUTHORIZATION_REJECTED

7)
If present, check the flags of the received MIP6-Feature-Vector AVP:

-
If the MIP6-INTEGRATED flag is set and the 3GPP AAA server has authorized DHCP Home Agent assignment, the 3GPP AAA server shall include the Home Agent addresses in the APN-Configuration AVP in the response and the MIP6-Feature-Vector AVP with the MIP6-INTEGRATED flag set. If the HA assignment via DHCPv6 is not used, the MIP6-Feature-Vector AVP with the MIP6-INTEGRATED flag not set shall be sent.

-
The PMIP6_SUPPORTED flag indicates to the 3GPP AAA server whether the trusted non-3GPP GW supports PMIPv6 or not. As specified in 3GPP TS 23.402 [3], based on the information it has regarding the UE (see 3GPP TS 24.302 [26]), local/home network capabilities and local/home network policies, the 3GPP AAA server may perform mobility mode selection. If the 3GPP AAA server decides that PMIPv6 should be used, the PMIP6_SUPPORTED flag shall be set in the response to indicate the PMIPv6 support of the UE to the trusted non 3GPP GW. If the 3GPP AAA server decides that a local IP address should be assigned, the ASSIGN_LOCAL_IP flag shall be set in the response to indicate to the trusted non 3GPP GW that a local IP address should be assigned. The 3GPP AAA server shall not set the PMIP6_SUPPORTED and ASSIGN_LOCAL_IP flags both at the same time in the response.

NOTE: 
When selecting DSMIPv6 the AAA server assumes that the trusted non 3GPP GW has the capability to assign a local IP address to the UE.
-
IP4_HOA_SUPPORTED flag shall be present in the request if PMIPv6 is supported and the non-3GPP GW supports IPv4 HoA assignment. When this flag is received in the request, the 3GPP AAA Server shall check if the user is authorized to use IPv4 home address. If it is so, then the IP4_HOA_SUPPORTED flag shall be included in the response to indicate that IPv4 HoA is authorized for the UE.
Once the Authentication and Authorization procedure successfully finishes, the 3GPP AAA Server shall download, together with authentication data, the list of authorized APNs and the authorized mobility protocols in the authentication and authorization response from the HSS (see SWx procedure in Section 8.1.2.1). 
Exceptions to the cases specified here shall be treated by 3GPP AAA Server as error situations, the Result-Code shall be set to DIAMETER_UNABLE_TO_COMPLY and, therefore, no authorization information shall be returned.
* * * Next Change * * * *

7.1.2.2.2
3GPP AAA Server Detailed Behaviour

The 3GPP AAA Server shall process the steps in the following order (if there is an error in any of the steps, the 3GPP AAA Server shall stop processing and return the corresponding error code):

1)
Check that the user exists in the 3GPP AAA Server. The check shall be based on Diameter Session-id. If not Experimental-Result-Code shall be set to DIAMETER_ERROR_USER_UNKNOWN.

2)
Check whether the user is allowed to access the APN. If not, Result-Code shall be set to DIAMETER_AUTHORIZATION_REJECTED.

3)
The 3GPP AAA Server shall return user data relevant to the APN as received from the HSS. The Result-Code shall be set to DIAMETER_SUCCESS.

4)
Check the  flags of the received MIP6-Feature-Vector AVP:
-
If the MIP6-INTEGRATED flag is set and the 3GPP AAA server has authorized IKEv2 Home Agent assignment, the 3GPP AAA server shall include the Home Agent addresses in the APN-Configuration AVP in the response and the MIP6-Feature-Vector AVP with the MIP6-INTEGRATED flag set. If the HA assignment via IKEv2 is not used, the MIP6-Feature-Vector AVP with the MIP6-INTEGRATED flag not set shall be sent.

-
The PMIP6_SUPPORTED flag indicates to the 3GPP AAA server whether the ePDG supports PMIPv6 or not. As specified in 3GPP TS 23.402 [3], based on the information it has regarding the UE (see 3GPP TS 24.302 [26]), local/home network capabilities and local/home network policies, the 3GPP AAA server may perform mobility mode selection. If the 3GPP AAA server decides that PMIPv6 should be used, the PMIP6_SUPPORTED flag shall be set in the response to indicate the PMIPv6 support of the UE to the ePDG. If the 3GPP AAA server decides that a local IP address should be assigned, the ASSIGN_LOCAL_IP flag shall be set in the response to indicate to the ePDG that a local IP address should be assigned.
NOTE: 
When selecting DSMIPv6 the AAA server assumes that the ePDG has the capability to assign a local IP address to the UE.
-
The 3GPP AAA server shall not set the PMIP6_SUPPORTED and ASSIGN_LOCAL_IP flags both at the same time in the response.

-
IP4_HOA_SUPPORTED flag shall be present in the request if PMIPv6 is supported and the ePDG supports IPv4 HoA assignment. When this flag is received in the request, the 3GPP AAA Server shall check if the user is authorized to use IPv4 HoA. If it is so, then the IP4_HOA_SUPPORTED flag shall be included in the response to indicate that IPv4 HoA is authorized for the UE.
Once the Authentication and Authorization procedure successfully finishes, the 3GPP AAA Server shall download, together with authentication data, the list of authorized APNs and the authorized mobility protocols in the authentication and authorization response from the HSS (see SWx procedure in Section 8.1.2.1). 
Exceptions to the cases specified here shall be treated by 3GPP AAA Server as error situations, the Result-Code shall be set to DIAMETER_UNABLE_TO_COMPLY and, therefore, no authorization information shall be returned.
* * * Next Change * * * *
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