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*** 1st Change ***

3.2
Abbreviations

Abbreviations used in the present document are listed in 3GPP TS 21.905 [42]. For the purposes of the present document, the following additional abbreviations apply:

AMBR
Aggregate Maximum Bit Rate
APN
Access Point Name
ARP
Allocation and Retention Priority
ATM
Asynchronous Transfer Mode

BG
Border Gateway

BM-SC
Broadcast/Multicast Service Centre

CHAP
Challenge Handshake Authentication Protocol

DHCP
Dynamic Host Configuration Protocol

DHCPv6
Dynamic Host Configuration Protocol version 6

DNS
Domain Name System

DVMRP
Distance Vector Multicast Routing Protocol

EPC
Evolved Packet Core

EPS
Evolved Packet System
GBR
Guaranteed Bit Rate 
GGSN
Gateway GPRS Support Node

GTP-U
GPRS Tunnelling Protocol for user plane

ICMP
Internet Control Message Protocol

IETF
Internet Engineering Task Force

IGMP
Internet Group Management Protocol

IMS
IP Multimedia Subsystem

IP
Internet Protocol

IPCP
IP Control Protocol (PPP NCP for IPv4)

IPv4
Internet Protocol version 4

IPv6
Internet Protocol version 6

IPV6CP
IPv6 Control Protocol (PPP NCP for IPv6)

ISDN
Integrated Services Digital Network

ISP
Internet Service Provider

LAC
L2TP Access Concentrator

LAN
Local Area Network 

LNS
L2TP Network Server

MBMS
Multimedia Broadcast/Multicast Service
MBR
Maximum Bit Rate
MIP
Mobile IP

MLD
Multicast Listener Discovery

MOSPF
Multicast Open Shortest Path First

MS
Mobile Station

MT
Mobile Terminal

MTU
Maximum Transfer Unit

NAI
Network Access Identifier

PAP
Password Authentication Protocol

PCC
Policy and Charging Control

PCRF
Policy and Charging Rules Function

PDCP
Packet Data Convergence Protocol
PDN
Packet Data Network

PDU
Protocol Data Unit

P-GW
PDN Gateway
PIM-SM
Protocol Independent Multicast – Sparse Mode

PPP
Point-to-Point Protocol

PS
Packet Switched

RADIUS
Remote Authentication Dial In User Service

SGSN
Serving GPRS Support Node

S-GW
Serving Gateway
SMDS
Switched Multimegabit Data Service

TCP
Transmission Control Protocol

TE
Terminal Equipment

TEID
Tunnel End-point Identifier

UDP
User Datagram Protocol

*** 2nd Change ***

16.4.7.1
Presence of the 3GPP Vendor-Specific attribute in Radius messages.

Table 7: List of the 3GPP Vendor-Specific sub-attributes
	Sub-attr #
	Sub-attribute Name
	Description
	Presence Requirement
	Associated attribute

(Location of Sub-attr)
	Applicable Reference Points

	1
	3GPP-IMSI
	IMSI for this user
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update
	Gi,

SGi

	2
	3GPP-Charging-Id
	For GGSN, Charging ID for this PDP Context (this together with the GGSN IP Address constitutes a unique identifier for the PDP context).
For P-GW, Charging ID for this IP-CAN bearer (this together with the P-GW IP address constitutes a unique identifier for the IP-CAN bearer).
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 
	Gi,

SGi

	3
	3GPP-PDP-Type
	For GGSN, it indicates the type of PDP context, e.g. IP or PPP.
For P-GW, it indicates the PDN Type, i.e. IPv4, IPv6, IPv4v6.
	Conditional

(mandatory if attribute 7 is present)
	Access-Request Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update
	Gi
SGi

	4
	3GPP-CG-Address
	Charging Gateway IP address
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 
	Gi,

SGi

	5
	3GPP-GPRS-Negotiated-QoS-Profile
	For GGSN, it represents the QoS profile for the PDP context.
For P-GW, it represents the QoS profile for the EPS bearer and the authorized APN-AMBR.
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 
	Gi
SGi

	6
	3GPP-SGSN-Address
	For GGSN, it represents the SGSN IPv4 address that is used by the GTP control plane for the handling of control messages. 
For P-GW, it represents the IPv4 address of the S-GW, trusted non-3GPP IP access or ePDG that is used on S5/S8, S2a or S2b for the handling of control messages. 
The address may be used to identify the PLMN to which the user is attached.
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 
	Gi, 

SGi

	7
	3GPP-GGSN-Address
	For GGSN, it represents the GGSN IPv4 address that is used by the GTP control plane for the context establishment.

For P-GW, it representsthe P-GW IPv4 address that is used on S5/S8, S2a, S2b or S2c control plane for the IP-CAN session establishment. The address is the same as the GGSN/P-GW IPv4 address used in the CDRs generated by the GGSN/P-GW.
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 
	Gi, 

SGi

	8
	3GPP-IMSI-MCC-MNC
	MCC and MNC extracted from the user's IMSI (first 5 or 6 digits, as applicable from the presented IMSI).
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update


	Gi,

SGi

	9
	3GPP-GGSN- MCC-MNC
	MCC-MNC of the network the GGSN or the P-GW belongs to.
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 
	Gi, 

SGi

	10
	3GPP-NSAPI
	For GGSN, it identifies a particular PDP context for the associated PDN and MSISDN/IMSI from creation to deletion.
For P-GW, it identifies the EPS Bearer ID if it is known to the P-GW (i.e. GTP-based S5/S8 is in use). 
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP Accounting-Request Interim-Update
	Gi, 

SGi

	11
	3GPP-Session-Stop-Indicator
	Indicates to the AAA server that the last PDP context or EPS Bearer of a session is released and that the IP-CAN session has been terminated.
	Optional
	Accounting Request STOP
	Gi,

SGi

	12
	3GPP-Selection-Mode
	For GGSN it contains the Selection mode for this PDP Context received in the Create PDP Context Request message 
For P-GW it contains the Selection mode for this EPS Bearer received in the Create Default Bearer Request message.
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update
	Gi,

SGi

	13
	3GPP-Charging-Characteristics
	For GGSN, it contains the charging characteristics for this PDP Context received in the Create PDP Context Request Message (only available in R99 and later releases).
For P-GW, it contains the charging characteristics for the IP-CAN bearer.
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 
	Gi,

SGi

	14
	3GPP-CG-IPv6-Address
	Charging Gateway IPv6 address
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 
	Gi,

SGi

	15
	3GPP-SGSN-IPv6-Address
	For GGSN, it represents the SGSN IPv6 address that is used by the GTP control plane for the handling of control messages.

For P-GW, it represents the IPv6 address of the S-GW, trusted non-3GPP IP access or ePDG that is used on S5/S8, S2a or S2b for the handling of control messages. 
The address may be used to identify the PLMN to which the user is attached.
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 
	Gi, 

SGi

	16
	3GPP-GGSN-IPv6-Address
	For GGSN, it represents the GGSN IPv6 address that is used by the GTP control plane for the context establishment.

For P-GW, it represents the P-GW IPv6 address that is used on S5/S8, S2a, S2b or S2c control plane for the IP-CAN session establishment.
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 
	Gi, 

SGi

	17
	3GPP-IPv6-DNS-Servers
	List of IPv6 addresses of DNS servers for an APN
	Optional
	Access-Accept 
	Gi,

SGi

	18
	3GPP-SGSN-MCC-MNC
	MCC and MNC extracted from the RAI within the Create PDP Context Request or Update PDP Context Request message. 
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update
	Gi



	19
	3GPP-Teardown-Indicator
	Indicate to the GGSN/P-GW that all IP-CAN bearers for this particular user and sharing the same user session need to be deleted.
	Optional
	Disconnect Request
	Gi
SGi

	20 
	3GPP-IMEISV
	International Mobile Equipment Id and its Software Version 
	Optional
	Accounting-Request START, Access-Request 
	Gi,

SGi

	21
	3GPP-RAT-Type
	Indicate which Radio Access Technology is currently serving the UE
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update
	Gi,

SGi

	22
	3GPP-User-Location-Info
	Indicate details of where the UE is currently located (e.g. SAI or CGI).

	Optional
	Accounting-Request START, Access-Request, Accounting-Request STOP, Accounting-Request Interim-Update
	Gi,

SGi 

	23
	3GPP-MS-TimeZone
	Indicate the offset between universal time and local time in steps of 15 minutes of where the MS currently resides.
	Optional
	Accounting-Request START, Access-Request, Accounting-Request STOP, Accounting-Request Interim-Update
	Gi

	24
	3GPP-CAMEL-Charging-Info
	Used to copy any CAMEL Information present in S‑CDR(s).
	Optional
	Accounting-Request START, Access-Request
	Gi

	25
	3GPP-Packet-Filter
	Packet Filter used for this PDP context
	Optional 
	Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update
	Gi,
SGi

	26
	3GPP-Negotiated-DSCP
	DSCP used to mark the IP packets of this PDP context on the Gi interface or EPS Bearer context on the SGi interface
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update
	Gi,

SGi

	
	
	
	
	
	


The information represented by some of the SGi sub-attributes may not be available to the P-GW depending on the UE’s radio access and the S5/S8 protocol type (GTP or PMIP). For example, the P-GW will be aware of the User Location Info (e.g. TAI) if the user is in LTE access and GTP based S5/S8 is used.  However, such information is not passed to the P-GW when PMIP based S5/S8 is utilised. In such scenarios, if a sub-attribute is configured in the P-GW to be transferred to the RADIUS AAA server, but the information in the P-GW is not up to date or not available; the P-GW shall not send the corresponding sub-attribute, unless otherwise stated in the following subclause where the encoding of each sub-attribute is specified. 



16.4.7.2
Coding 3GPP Vendor-Specific Radius attributes

In this subclause the provisions of IETF RFC 2865 [38] apply, which in particular specify the following:

· the Length field of an attribute is one octet, and it indicates the length of this Attribute including the Type, Length and Value fields.

· type String may be 1-253 octets long and it contains binary data (values 0 through 255 decimal, inclusive).  Strings of length zero (0) shall not be sent, but the entire attribute shall be omitted. A NULL terminating character shall not be appended to an attribute of type String.

· type Text may be 1-253 octets long and it contains UTF-8 encoded characters.  Text of length zero (0) shall not be sent, but the entire attribute shall be omitted. A NULL terminating character shall not be appended to an attribute of type Text.
· type Address is 32 bit value and most significant octet is the first one.

· type Integer is 32 bit unsigned value and most significant octet is the first one.
The RADIUS vendor Attribute is encoded as follows (as per IETF RFC 2865 [38])

	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	 Type = 26

	2
	
	Length = n

	3 
	
	Vendor id octet 1

	4
	
	Vendor id octet 2

	5
	
	Vendor id octet 3

	6
	
	Vendor id octet 4

	7-n
	
	String


n ( 7

3GPP Vendor Id = 10415

The string part is encoded as follows:

	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 

	2
	
	3GPP Length = m

	3 –m
	
	3GPP value


m ( 2 and m ( 248

The 3GPP specific attributes encoding is clarified below.

1 - 3GPP-IMSI
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 1

	2
	
	3GPP Length= m

	3-m
	
	IMSI digits 1-n (UTF-8 encoded characters)


3GPP Type: 1

n (15

Length: m ( 17

IMSI value: Text type:

A GGSN (or a P-GW) receives IMSI that is encoded according to 3GPP TS 29.060 [24] (or 3GPP TS 29.274 [81]) and converts IMSI into the UTF-8 characters, which are encoded as defined in 3GPP TS 23.003 [40]. There shall be no padding characters between the MCC and MNC, and between the MNC and MSIN. If the IMSI is less than 15 digits, the padding in the GTP information element shall be removed by the GGSN (or the P-GW) and not encoded in this sub-attribute.

2 - 3GPP-Charging ID 
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 2

	2
	
	3GPP Length= 6

	3
	
	Charging ID value Octet 1

	4
	
	Charging ID value Octet 2

	5
	
	Charging ID value Octet 3

	6
	
	Charging ID value Octet 4


3GPP Type: 2

Length: 6

Charging ID value: 32 bits unsigned integer

3 - 3GPP-PDP type
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 3

	2
	
	3GPP Length= 6

	3
	
	PDP type octet 1

	4
	
	PDP type octet 2

	5
	
	PDP type octet 3

	6
	
	PDP type octet 4


3GPP Type: 3

Length: 6

PDP type value: Unsigned 32 bits integer type

PDP type may have the following values:

0 = IPv4

1 = PPP

2 = IPv6
3 = IPv4v6

For GGSN, only the values "0", "1" and "2" are applicable.  

For P-GW, this sub-attribute represents PDN Type and therefore only the values "0", "2" and "3" are applicable.
4 - 3GPP-Charging Gateway address
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 4

	2
	
	3GPP Length= 6

	3
	
	Charging GW addr Octet 1

	4
	
	Charging GW addr Octet 2

	5
	
	Charging GW addr Octet 3

	6
	
	Charging GW addr Octet 4


3GPP Type: 4

Length: 6

Charging GW address value: Address type.

5 - 3GPP-GPRS Negotiated QoS profile
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 5

	2
	
	3GPP Length= L

	3 - L
	
	UTF-8 encoded QoS profile


3GPP Type: 5
Length: For GGSN, L ( 37 (release 7 or higher) or L ( 33 (release 6 or release 5) or L ( 27 (release 4 or release 99) or L = 11 (release 98). For P-GW, the length varies depending on the value of QCI. See below for details.
QoS profile value: Text type

UTF-8 encoded QoS profile syntax:

"<Release indicator> – <release specific QoS IE UTF-8 encoding>"

<Release indicator> = UTF-8 encoded number (two characters) :

For GGSN:
"98" = Release 98

"99"= Release 99 or release 4
"05"= Release 5 or release 6
"07"= Release 7 or higher
For P-GW:

"08"= Release 8 or higher
<release specific QoS profile UTF-8 encoding> = UTF-8 encoded QoS profile for the release indicated by the release indicator.

The UTF-8 encoding of a QoS IE is defined as follows: each octet is described by 2 UTF-8 encoded characters, defining its hexadecimal representation. 
For GGSN:

The QoS profile definition is in 3GPP TS 24.008 [54].



The release 98 QoS profile data is 3 octets long, which then results in a 6 octets UTF-8 encoded string.



The release 99 and release 4 QoS profile data is 11 octets long, which results in a 22 octets UTF-8 encoded string. 

The release 5 and release 6 QoS profile data is 14 octets long, which results in a 28 octets UTF-8 encoded string.

The release 7 (and higher) QoS profile data is 16 octets long, which results in a 32 octets UTF-8 encoded string.
For P-GW: 

It contains the following QoS parameters associated with the EPS bearer: 
· QCI
· ARP
· GBR QoS information (UL/DL MBR, UL/DL GBR) or UL/DL APN-AMBR. In other words if the value of QCI indicates a GBR bearer, the GBR QoS information shall be present. If the value of QCI indicates a non-GBR bearer, the APN-AMBR information shall be present.  
The encoding of the EPS bearer QoS profile parameters is specified in 3GPP TS 29.274 [81]: ARP is specified in Bearer QoS IE; QCI, ULMBR, DL MBR, UL MBR and DL MBR are specified in Flow QoS IE; UL APN-AMBR and DL APN-AMBR are specified in AMBR IE.
For GBR QCIs, the encoding of UTF-8 encoded QoS Profile field shall be as follows: 
	1-3
	
	<Release indicator> -" = "08-" (UTF-8 encoded)

	4-5
	
	ARP (UTF-8 encoded)

	6-7
	
	QCI (UTF-8 encoded)

	8-m
	
	UL MBR (UTF-8 encoded)

	(m+1)-n
	
	DL MBR (UTF-8 encoded)

	(n+1)-o
	
	UL GBR (UTF-8 encoded)

	(o+1)-p
	
	DL GBR (UTF-8 encoded)


For non-GBR QCIs, the UL/DL MBR and UL/DL GBR fields shall not be present; UL APN-AMBR and DL APN-AMBR fields shall be encoded respectively after the QCI field.
Editor’s Note:  The encoding of the sub-attribute may require update as some of the EPS bearer QoS parameters (e.g. GBR QoS information and APN-AMBR) are not fully specified in 3GPP TS 29.274 and 3GPP TS 24.301 yet. 
6 - 3GPP-SGSN address
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 6

	2
	
	3GPP Length= 6

	3
	
	SGSN addr Octet 1

	4
	
	SGSN addr Octet 2

	5
	
	SGSN addr Octet 3

	6
	
	SGSN addr Octet 4


3GPP Type: 6

Length: 6

SGSN address value: Address type.

7 - 3GPP-GGSN address
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 7

	2
	
	3GPP Length= 6

	3
	
	GGSN addr Octet 1

	4
	
	GGSN addr Octet 2

	5
	
	GGSN addr Octet 3

	6
	
	GGSN addr Octet 4


3GPP Type: 7

Length: 6

GGSN address value: Address type.

8 - 3GPP-IMSI MCC-MNC
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 8

	2
	
	3GPP Length= n

	3
	
	MCC digit1 (UTF-8 encoded character)

	4
	
	MCC digit2 (UTF-8 encoded character)

	5
	
	MCC digit3 (UTF-8 encoded character)

	6
	
	MNC digit1 (UTF-8 encoded character)

	7
	
	MNC digit2 (UTF-8 encoded character)

	8
	
	MNC digit3 if present (UTF-8 encoded character)


3GPP Type: 8

Length: n shall be 7 or 8 octets depending on the presence of MNC digit 3

IMSI MCC-MNC address value: Text type.
This is the UTF-8 encoded characters representing the IMSI MCC-MNC numerical values. In accordance with 3GPP TS 29.060 [24] (for GGSN), 3GPP TS 29.274 [81] (for P-GW) and 3GPP TS 23.003 [40], the MCC shall be 3 digits and the MNC shall be either 2 or 3 digits. There shall be no padding characters between the MCC and MNC.

9 - 3GPP-GGSN MCC-MNC
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 9

	2
	
	3GPP Length= n

	3
	
	MCC digit1 (UTF-8 encoded character)

	4
	
	MCC digit2 (UTF-8 encoded character)

	5
	
	MCC digit3 (UTF-8 encoded character)

	6
	
	MNC digit1 (UTF-8 encoded character)

	7
	
	MNC digit2 (UTF-8 encoded character)

	8
	
	MNC digit3 if present (UTF-8 encoded character)


3GPP Type: 9

Length: n shall be 7 or 8 octets depending on the presence of MNC digit 3

GGSN address value: Text type.
This is the UTF-8 encoding of the GGSN MCC-MNC values. In accordance with 3GPP TS 23.003 [40] and 3GPP TS 29.060 [24] the MCC shall be 3 digits and the MNC shall be either 2 or 3 digits. There shall be no padding characters between the MCC and MNC.

10 - 3GPP-NSAPI
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 10

	2
	
	3GPP Length= 3

	3
	
	NSAPI (UTF-8 encoded character)


3GPP Type: 10

Length: 3

NSAPI value: Text Type.
It is the value of the NSAPI of the PDP context the RADIUS message is related to. It is encoded as its hexadecimal representation, using one UTF-8 encoded character. The GGSN should receive NSAPI values in the following hexadecimal range 05 – 0F. The GGSN shall discard digit 0 and convert the remaining digit into one UTF-8 coded character.
For P-GW, the value of this sub-attribute represents the EPS Bearer ID as specified in 3GPP TS 29.274 [81]. 
11 - 3GPP-Session Stop Indicator
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 11

	2
	
	3GPP Length= 3

	3
	
	1 1 1 1 1 1 1 1 (bit string)


3GPP Type: 11

Length: 3

Value is set to all 1.

3GPP-Session Stop Indicator value: Bit String type. 

12 - 3GPP-Selection-Mode
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 12

	2
	
	3GPP Length= 3

	3
	
	UTF-8 encoded Selection mode character 


3GPP Type: 12

Length: 3

Selection mode value: Text type.
The format of this sub-attribute shall be a character that represents a single digit, mapping from the binary value of the selection mode in the Create PDP Context message (3GPP TS 29.060 [24]) for the GGSN, and the Create Default Bearer Request message (3GPP TS 29.274 [81]) for the P-GW. Where 3GPP TS 29.060 [24] provides for interpretation of the value, e.g. map '3' to '2', this shall be done by the GGSN.

13 - 3GPP-Charging-Characteristics
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 13

	2
	
	3GPP Length= 6

	3-6
	
	UTF-8 encoded Charging Characteristics value 


3GPP Type: 13

Length: 6

Charging characteristics value: Text type.

The charging characteristics is value of the 2 octets. The value field is taken from the GTP IE described in 3GPP TS 29.060 [24], subclause 7.7.23 for the GGSN and 3GPP TS 29.274 [81] for the P-GW.


Each octet of this IE field value is represented via 2 UTF-8 encoded character, defining its hexadecimal representation.

14 - 3GPP-Charging Gateway IPv6 address
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 14

	2
	
	3GPP Length= 18

	3
	
	Charging GW IPv6 addr Octet 1

	4
	
	Charging GW IPv6 addr Octet 2

	5-18
	
	Charging GW IPv6 addr Octet 3-16


3GPP Type: 14

Length: 18

Charging GW IPv6 address value: IPv6 Address.

Charging GW IPv6 address is Octet String type.

15 - 3GPP-SGSN IPv6 address
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 15

	2
	
	3GPP Length= 18

	3
	
	SGSN IPv6 addr Octet 1

	4
	
	SGSN IPv6 addr Octet 2

	5-18
	
	SGSN IPv6 addr Octet 3-16


3GPP Type: 15

Length: 18

SGSN IPv6 address value: IPv6 Address.

SGSN IPv6 address is Octet String type.

16 - 3GPP-GGSN IPv6 address
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 16

	2
	
	3GPP Length= 18

	3
	
	GGSN IPv6 addr Octet 1

	4
	
	GGSN IPv6 addr Octet 2

	5-18
	
	GGSN IPv6 addr Octet 3-16


3GPP Type: 16

Length: 18

GGSN IPv6 address value: IPv6 Address.

SGSN IPv6 address is Octet String type.

17 - 3GPP-IPv6-DNS-Servers
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 17

	2
	
	3GPP Length= m

	3-18
	
	(1st) DNS IPv6 addr Octet 1-16

	19-34
	
	(2nd) DNS IPv6 addr Octet 1-16

	k-m
	
	(n-th) DNS IPv6 addr Octet 1-16


3GPP Type: 17

Length: m = n × 16 + 2; n ( 1 and n ( 15; k = m-15

IPv6 DNS Server value: IPv6 Address.

IPv6 DNS Server address is Octet String type.

The 3GPP- IPv6-DNS-Servers sub-attribute provides a list of one or more ('n') IPv6 addresses of Domain Name Server (DNS) servers for an APN. The DNS servers are listed in the order of preference for use by a client resolver, i.e. the first is 'Primary DNS Server', the second is 'Secondary DNS Server' etc. The sub-attribute may be included in Access-Accept packets.
18 - 3GPP-SGSN MCC-MNC
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 18

	2
	
	3GPP Length= n

	3
	
	MCC digit1 (UTF-8 encoded character)

	4
	
	MCC digit2 (UTF-8 encoded character)

	5
	
	MCC digit3 (UTF-8 encoded character)

	6
	
	MNC digit1 (UTF-8 encoded character)

	7
	
	MNC digit2 (UTF-8 encoded character)

	8
	
	MNC digit3 if present (UTF-8 encoded character)


3GPP Type: 18

Length: n shall be 7 or 8 octets depending on the presence of MNC digit 3

SGSN MCC-MNC address value: Text type.
This is the UTF-8 encoding of the RAI MCC-MNC values. In accordance with 3GPP TS 23.003 [40] and 3GPP TS 29.060 [24], the MCC shall be 3 digits and the MNC shall be either 2 or 3 digits. There shall be no padding characters between the MCC and MNC.

19 - 3GPP-Teardown Indicator
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 19

	2
	
	3GPP Length= 3

	3
	
	spare
	TI


3GPP Type: 19

Length: 3

Octet 3 is Octet String type.

For GGSN, if the value of TI is set to "1", then all PDP contexts that share the same user session with the PDP context identified by the Acct-Session-Id shall be torn down. Only the PDP context identified by the Acct-Session-Id shall be torn down if the value of TI is "0" (see subclause 16.3.4 “AAA-Initiated PDP context termination”), or if TI is missing.
For P-GW, the usage of Teardown-Indicator is as follows (see subclause 16.3a.3 for more deails):
-  if the value of TI is set to "1", then all IP-CAN bearers that share the same user session with the IP-CAN bearer identified by the Acct-Session-Id shall be torn down.  
- if the value of TI is "0", or if TI is missing, only the IP-CAN bearer identified by the Acct-Session-Id shall be torn down. If the Acct-Sesssion-Id identifies the default bearer, the P-GW shall tear down all the IP-CAN bearers that share the same user session identified by the Acct-Session-Id. 
20 -3GGP- IMEISV
	Bits

	Octets
	8
	7
	6
	5
	4
	3
	2
	1

	1
	3GPP Type = 20

	2
	3GPP Length = 2+n

	3 – (2+n)
	IMEI(SV) digits 1 - n (UTF-8 encoded characters)


3GPP Type: 20

IMEISV value: Text type.
A GGSN receives IMEI(SV) that is encoded according to 3GPP TS 29.060 [24]. A P-GW receives IMEI(SV) that is encoded in ME Identity IE specified in 3GPP TS 29.274 [81]. The GGSN or the P-GW converts IMEI(SV) into a  sequence of UTF-8 characters.IMEI(SV) shall be encoded as defined in 3GPP TS 23.003 [40].

14 ( n ( 16

n = 16 for IMEISV, where TAC = 8 digits  SNR = 6 digits & SVN = 2 digits;

n = 15 for IMEI, where TAC = 8 digits  SNR = 6 digits & Spare = 1 digit;

n = 14 for IMEI, where TAC = 8 digits  SNR = 6 digits (Spare digit is not sent)

21 - 3GPP-RAT-Type
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 21

	2
	
	3GPP Length= 3

	3
	
	RAT (octet string)


3GPP Type: 21

The 3GPP-RAT-Type sub-attribute indicates which Radio Access Technology is currently serving the UE. 
RAT field: Radio Access Technology type values. RAT field is Octet String type. For GGSN, it shall be coded as specified in 3GPP TS 29.060 [24]. For P-GW, it shall be coded as follows:
0-6


As specified in 3GPP TS 29.274 [81]
7-100

Reserved for future use
101

IEEE 802.16e
102

3GPP2 eHRPD
103

3GPP2 HRPD
104

3GPP2 1xRTT
105-255
Reserved for future use
22 - 3GPP-User-Location-Info
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 22

	2
	
	3GPP Length= m

	3
	
	Geographic Location Type 

	4-m
	
	Geographic Location (octet string)


3GPP Type: 22

Length=m, where m depends on the Geographic Location Type



For example, m= 10 in the CGI and SAI types.

Geographic Location Type field is used to convey what type of location information is present in the 'Geographic Location' field. For GGSN, the Geographic Location Type values and coding are as defined in 3GPP TS 29.060 [24]. For P-GW, the Geographic Location Type values and coding are defined in 3GPP TS 29.274 [81].

Geographic Location field is used to convey the actual geographic information as indicated in the Geographic Location Type. For GGSN, the coding of this field is as specified in 3GPP TS 29.060 [24]. For P-GW, the coding of this field is as specified in 3GPP TS 29.274 [81]. 

Geographic Location Type and Geographic Location fields are Octet String type.

23 - 3GPP-MS-TimeZone
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 23

	2
	
	3GPP Length= 4

	3
	
	Time Zone 

	4
	
	Daylight Saving Time (octet string)


3GPP Type: 23

Length=4

The Time Zone field and the Daylight Saving Time fields are used to indicate the offset between universal time and local time in steps of 15 minutes of where the MS current resides. 

Both fields are coded as specified in 3GPP TS 29.060 [24] and represented as Octet String type.

24 - 3GPP-Camel-Charging-Info
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 24

	2
	
	3GPP Length= m

	3-m
	
	CAMEL Charging Information Container (octet string)


3GPP Type: 24

Length=m

m depends  on the size of the CAMELInformationPDP IE.

The CAMEL Charging Information Container field is used to copy the CAMELInformationPDP IE including Tag and Length from the SGSN's CDR (S‑CDR). 

The coding of this field is as specified in 3GPP TS 29.060 [24] and represented as Octet String type.
25 - 3GPP-Packet-Filter
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 25

	2
	
	3GPP Length= n

	3-z
	
	Packet Filter


3GPP Type: 25

Length: n

Each 3GPP-Packet-Filter sub-attribute contains only one packet filter. Multiple 3GPP-Packet-Filter sub-attributes can be sent in one RADIUS Accounting Request message. 

When the GGSN/P-GW sends the packet filter information, the RADIUS message shall carry ALL (or none) of the packet filters.
Packet Filter Value:

	
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	Packet filter identifier 
	Octet 1

	
	Packet filter evaluation precedence 
	Octet 2

	
	Length of Packet filter contents 
	Octet 3

	
	Direction of Packet Filter
	Octet 4

	
	Packet filter contents 
	Octet 5

Octet m


Direction Value:

00000000: Downlink

00000001: Uplink

The packet filter content is represented as Octet String type. The packet filter content is defined below:

	Type
	Value

	1: IPv4 address type
	Contains the source address if the direction value is set to Downlink, and the destination address if the direction value is set to Uplink.

shall be encoded as a sequence of a four octet IPv4 address field and a four octet IPv4 address mask field. The IPv4 address field shall be transmitted first

	2: IPv6 address type
	Contains the source address if the direction value is set to Downlink, and the destination address if the direction value is set to Uplink.

shall be encoded as a sequence of a sixteen octet IPv6 address field and a sixteen octet IPv6 address mask field. The IPv6 address field shall be transmitted first

	3: Protocol identifier/Next header type
	shall be encoded as one octet which specifies the IPv4 protocol identifier or IPv6 next header

	4: Single destination port type
	shall be encoded as two octet which specifies a port number

	5 : Destination port range type
	shall be encoded as a sequence of a two octet port range low limit field and a two octet port range high limit field. The port range low limit field shall be transmitted first

	6 : Single source port type 
	shall be encoded as two octet which specifies a port number

	7: Source port range type
	shall be encoded as a sequence of a two octet port range low limit field and a two octet port range high limit field. The port range low limit field shall be transmitted first

	8: Security parameter index type (IPv6)
	shall be encoded as four octet which specifies the IPSec security parameter index

	9: Type of service/Traffic class type
	shall be encoded as a sequence of a one octet Type-of-Service/Traffic Class field and a one octet Type-of-Service/Traffic Class mask field. The Type-of-Service/Traffic Class field shall be transmitted first

	10: Flow label type (IPv6)
	shall be encoded as three octets which specify the IPv6 flow label. The bits 8 through 5 of the first octet shall be spare whereas the remaining 20 bits shall contain the IPv6 flow label


Note:  The sending of this sub-attribute is not recommended for an inter-operator interface for security reason
26 - 3GPP-Negotiated-DSCP

	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 26

	2
	
	3GPP Length= 3

	3
	
	Negotiated DSCP (octet string)


3GPP Type: 26

Length:  3

Negotiated DSCP value: Octet String

DSCP value: Octet String type.

	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	









*** 3rd Change ***

16.3a.3
AAA-Initiated Bearer termination
RADIUS is used as the protocol between the P-GW and the AAA server or proxy for applications (e.g. MMS) to deliver information related to EPS user session. However some IP applications could need to interwork with the P-GW to release the corresponding resource (e.g. terminate a particular bearer or Resource Allocation Deactivation procedures as defined in TS23.402 [78]). For this purpose, the AAA server or proxy may send a RADIUS Disconnect Request to the P-GW. On receipt of the Disconnect-Request from the AAA server, the P-GW shall release the corresponding resources and reply with a Disconnect-ACK. If the P-GW is unable to release the corresponding resources, it shall reply to the AAA server with a Disconnect-NAK. For more information on RADIUS Disconnect, see IETF RFC 3576 [41]. If the P-GW releases the corresponding resource, it need not wait for the response from the S-GW or trusted non-3GPP IP access before sending the RADIUS DisconnectResponse to the AAA server.
The Teardown-Indicator in the RADIUS Disconnect Request message indicates to the P-GW that all IP-CAN bearers for this particular user and sharing the same user session shall be deleted. The IP-CAN bearers that belong to the same IP-CAN session are identified by the Acct-Session-Id. The Charging-Id contained in the Acct-Session-Id can be of any IP-CAN bearer of the user. The P-GW is able to find out all the related IP-CAN bearers sharing the same user session once it has found the exact IP-CAN bearer from the Acct-Session-Id. If a user has the same user IP address for different sets of IP-CAN bearers towards different networks, only the IP-CAN bearers linked to the one identified by the Acct-Session-Id shall be deleted.  If the value of Teardown-Indicator is set to "0" or if TI is missing, and if the Acct-Session-Id identifies the default bearer, the P-GW shall tear-down all the IP-CAN bearers that share the same user session identified by the Acct-Session-Id.
Editor's note: 

It is FFS whether the message flows is needed in this clause.
*** End of Changes ***
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