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**** Start of change #1 ****

4
Wa Description

4.1
Functionality

The Wa reference point is defined between the I-WLAN and the 3GPP AAA Server or 3GPP AAA Proxy. The description of the reference point and its functionality is given in 3GPP TS 23.234 [4].
carrying accounting signalling per WLAN user.
4.2
Protocols

The Wa reference point inter-works between 3GPP networks and WLAN ANs.  In early deployments of WLAN-3GPP inter-working, a significant amount of WLAN ANs will provide RADIUS-based interfaces. It is expected that WLAN ANs will migrate gradually towards Diameter-based interfaces.

Therefore, in order to inter-work with the two kinds of WLAN ANs, the 3GPP AAA Proxy in the roaming case and the 3GPP AAA Server in the non-roaming case, both have to support Diameter-based and RADIUS-based protocols at the Wa reference point towards WLAN ANs.

Therefore the Wa reference point shall contain the following protocols:

1)
RADIUS, as defined in IETF RFC 2865 [17], including the following extensions:

-
IETF RFC 3579 [14], which provides RADIUS extensions to support the transport of EAP frames over RADIUS. 

-
IETF Draft "Carrying Location Objects in RADIUS", draft-ietf-geopriv-radius-lo-01 [16], which provides RADIUS Extensions for Public WLAN are also used in order to identify uniquely the owner and location of the WLAN.

-
IETF RFC 3576 [13], which provides RADIUS extensions to support, amongst other capabilities, the capability to immediately disconnect a user from the WLAN AN.

2)
Diameter Base, as defined in IETF RFC 3588 [7], as well as IETF Draft " Diameter Extensible Authentication Protocol (EAP) Application" [8], which provides a Diameter application to support the transport of EAP (IETF RFC 3748 [21] frames over Diameter.

The 3GPP AAA Proxy in the roaming case and 3GPP AAA Server in the non-roaming case shall support both 1) and 2) over Wa reference point.

WLAN ANs, depending on their characteristics, shall use either 1) or 2) over Wa reference point.

The Application-Id to be advertised over Wa reference point corresponds to the EAP or Diameter Base Protocol Application-Id, depending on the command sent over Wa.

**** End of change #1 ****
**** Start of change #2 ****

5.2
Protocols

The Wd reference point shall use only  a single AAA protocol per WLAN session. RADIUS or Diameter based protocols shall be used, respective of which protocol the WLAN AN is using.

The Wd protocol reference point shall contain the following protocols:

1)
RADIUS, as defined in IETF RFC 2865 [17], including the following extensions:

-
IETF RFC 2869 [9], which provides RADIUS extensions to support the transport of EAP frames over RADIUS.

-
IETF Draft "Carrying Location Objects in RADIUS", draft-ietf-geopriv-radius-lo-01 [16], which provides RADIUS Extensions for Public WLAN are to identify uniquely the owner and location of the WLAN.

-
IETF RFC 3576 [13], which provides RADIUS extensions to supports, amongst other capabilities, the capability to immediately disconnect a user from the WLAN AN. 

-
GSMA PRD IR.61 [25], which provides a RADIUS Chargeable-User-Id attribute to carry a chargeable user identity (e.g. MSISDN or IMSI) from Home PLMN to Visited PLMN.

2)
Diameter Base, as defined in IETF RFC 3588 [7], as well as IETF Draft "Diameter EAP Application" [8], which provides a Diameter application to support the transport of EAP (IETF RFC 2284 [10] and IETF Draft "EAP" [11]) frames over Diameter. In addition, Diameter Base (IETF RFC 3588 [7]) and NASREQ IETF Draft draft-ietf-aaa-diameter-nasreq-12 [12] specify the accounting messaging to be exchanged.

The 3GPP AAA Proxy and the 3GPP AAA Server shall support both 1) and 2) over the Wd reference point. The 3GPP AAA Proxy, depending on the WLAN ANs characteristics, shall use either 1) or 2) over the Wd reference point. See subclause 5.3 for more information of when either 1) or 2) is used. 

The Application-Id to be advertised over Wd reference point corresponds to the EAP or Diameter Base Protocol Application-Id, depending on the command sent over Wd.

5.3 3GPP AAA Proxy and 3GPP AAA Server behaviour when Interworking with RADIUS/Diameter WLAN Ans

If a WLAN AN attached to the 3GPP AAA Proxy is Diameter based, Diameter messages shall be passed on to the 3GPP AAA Server through the 3GPP AAA Proxy. If a WLAN AN attached to the 3GPP AAA Proxy is RADIUS based, the RADIUS messages sent by the WLAN AN shall be either passed on to the 3GPP AAA Server through the 3GPP AAA Proxy, or translated by the 3GPP AAA Proxy Translation Agent into Diameter messages to be sent on to the 3GPP AAA Server by the 3GPP AAA Proxy. This protocol translation shall be done as follows.

The 3GPP AAA Server needs to be aware of what kind of client it is serving in order to adapt its operation to the capabilities of the WLAN AN.

The 3GPP AAA Proxy is the only network element in direct contact with the WLAN AN and therefore it is the only network element aware of whether the WLAN AN  is RADIUS or Diameter based. The following rules shall apply for the 3GPP AAA Server to determine this:

If the Wd reference point uses RADIUS then:

-
The 3GPP AAA Server shall assume that the WLAN AN is RADIUS based.

If the Wd reference point uses Diameter then:

-
The 3GPP AAA Server shall assume the WLAN AN to be Diameter- based unless the 3GPP AAA Proxy specifically indicates that the WLAN AN is RADIUS based (see subclause 5.3.1.3).

Once the 3GPP AAA Server is aware of  which AAA protocol that the WLAN AN is using , it shall adapt its operation over the Wd reference point.

If the WLAN AN is determined to be Diameter based, the operation mode of the 3GPP AAA Server shall be the normal behaviour as described in Diameter (IETF Draft "EAP" [8]) and the Diameter Base (RFC 3588 [7]). for authentication and NASREQ[12] for accounting.

If the WLAN AN is determined to be RADIUS based, the operation mode of the 3GPP AAA Server shall be the following:

If the Wd reference point is using RADIUS then:

-
Normal behaviour for RADIUS as specified in the first bullet in subclause 5.2.

If the Wd reference point is using Diameter then:

-
The normal behaviour for Diameter as specified in the second bullet in subclause 5.2, but shall be modified as follows to ensure RADIUS compatibility:

· Diameter AVPs to RADIUS attributes compatibility:

-
3GPP AAA Server shall restrict itself to use only Diameter AVPs that are compatible with RADIUS attributes. In general, 3GPP AAA Server shall use Diameter AVPs with codes not greater than 255. See section 9.5 in [12] for further detail.

· Diameter specific procedures when interacting with RADIUS clients:

-
3GPP AAA Server shall not attempt server-initiated re-authentication.

-
3GPP AAA Server may attempt server-initiated re-authorization and server-initiated session termination.

· If the WLAN AN and the 3GPP AAA Proxy support "Dynamic Authorization Extensions to RADIUS" RFC 3576 [13], then the procedures are performed normally.

· If the WLAN AN and the 3GPP AAA Proxy do no support "Dynamic Authorization Extensions to RADIUS" RFC 3576 [13], then 3GPP AAA Proxy shall notify the 3GPP AAA Server of this by sending a protocol error such as DIAMETER_COMMAND_UNSUPPORTED. In that case, the 3GPP AAA Server shall not continue to attempt server-initiated re-authorization and/or server-initiated session termination.

5.3.1
Requirements in 3GPP AAA Proxy for RADIUS/Diameter "Translation Agent"


A RADIUS/Diameter Translation Agent has the following requirements:

-
Receive RADIUS requests (sent to UDP port 1812);

-
Diameter proxy functionality (communicate over TCP/SCTP port TBD, mandatory support for IPSec, optional support for TLS, etc.);

-
Convert RADIUS requests to Diameter requests;

-
Convert Diameter responses to RADIUS responses;

-
Advertise to the 3GPP AAA Server whether the client located in WLAN AN is RADIUS or Diameter based;

-
Managing the transaction state information of the RADIUS requests.

The Diameter protocol defines a common space for many RADIUS information elements (AVPs), so that no conversion is necessary when transporting them. However, there are certain AVPs that do need translation and differences of the message formats and transport protocols need to be handled.

**** End of change #2 ****

**** Beginning of change #3 ****

6.2
Protocols

The Wx reference point shall be Diameter based and shall have an application ID defined for it. It is defined as an IETF vendor specific Diameter application, where the vendor is 3GPP. The application identifier is to TBA. It is to be assigned by IANA (http://www.iana.org/assignments/enterprise-numbers).


**** End of change #3 ****
**** Beginning of change #4 ****

8.3.2
Authorization Procedures

According to the requirements stated in subclause 10.1, Wm reference point shall enable:

-
Carrying messages for service authorization between PDG and 3GPP AAA Server/Proxy.

-
Allow the 3GPP AAA Server/Proxy to retrieve tunnelling attributes and WLAN UE's IP configuration parameters from/via Packet Data Gateway.
This procedure is used between the PDG and 3GPP AAA Server and Proxy. It is invoked by the PDG, on receipt from the WLAN-UE of a "tunnel establishment request" message and subsequent to the success of tunnel authentication i.e. on receipt of a DEA message from the 3GPP AAA Server with Result Code set to "Success".

The Wm reference point performs authorization download based on the reuse of the NASREQ [12] AAR-AAA command set.

Table 8.3.2.1 Wm Authorization Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User-Name
	M
	This information element contains the identity of the user.

	Request-Type
	Session-Request -Type
	M
	Type of Wm specific Diameter application request. The following values are to be used:

AUTHORIZATION REQUEST (0)


This value shall indicate the initial request for authorization of the user to the APN.

ROUTING POLICY (1)


This value shall indicate that routing policy AVP is present.

	Visited Network Identifier
	Visited-Network-Identifier
	C
	Identifier that allows the home network to identify the Visited Network.

This AVP shall be present if the PDG is not in the WLAN-UE's home network, i.e. the WLAN-UE is roaming. 

	W-APN-ID
	APN-Id
	C
	This information element contains the W-APN which the UE is requesting authorization. 

This AVP is present when Session-Request-Type AVP is set to AUTHORIZATION REQUEST.

	Routing Policy
	Routing-Policy
	C
	This AVP includes the routing policy of the tunnel set-up.

This AVP shall be present when Session-Request-Type AVP is set  to ROUTING POLICY. The exact format of this AVP is specified in section 10.1.24.



	Routing Information
	Destination-Host
	M
	The 3GPP AAA Server name is obtained from the Origin-Host AVP of a previously received message.


Table 8.3.2.2: AA-Response

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Registration Result
	Result Code/ Experimental Result Code
	M
	Result of the operation. 

Result-Code AVP shall be used for errors defined in the Diameter Base Protocol.

Experimental-Result AVP shall be used for Wm errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP

	Subscription-ID AVP
	Subscription-ID AVP
	C
	This AVP shall contain the MSISDN of the user. 

This AVP shall be present is the Diameter Result Code is set to DIAMETER_SUCCESS

	Max-Subscribed-Bandwidth
	Max-Requested-Bandwidth
	O
	The Max requested bandwidth AVP. Can be sent by the 3GPP AAA Server to the PDG if it is present in the user subscription info held at the 3GPP AAA Server.

	Charging Data
	Charging-Data
	C
	Charging information for the W-APN for that user.

It shall be present when Result-Code is equal to DIAMETER_SUCCESS and when the received Session-Request –Type was set to AUTHORIZATION REQUEST.

	Framed-IP-Address
	Framed-IP-Address
	O
	This AVP contains the remote IPv4 address of the WLAN UE that the 3GPP AAA Server downloaded from the HSS.

This AVP shall not be present when the 3GPP AAA Server received an authorisation request with Session-Request –Type AVP set to ROUTING POLICY.

	Framed-IP-Prefix
	Framed-IP-Prefix
	O
	This AVP contains the remote IPv6 prefix of the WLAN UE that the 3GPP AAA Server downloaded from the HSS.

This AVP shall not be present when the 3GPP AAA Server received an authorisation request with Session-Request –Type AVP set to ROUTING POLICY.


**** End of change #4 ****
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