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	Reason for change:
	Currently test case 15.2.5 is incorrectly categorized as a multiple registration scenario.
As per 33.501 clause 6.3.2.0, Multiple registration requires 3GPP access and non-3GPP access both. There is no multiple registration within the same access (only a single registration and will have a single NAS Sec Context and only 1 record in EF5GS3GPPNSC can be used).

[bookmark: _Toc19634649][bookmark: _Toc26875709][bookmark: _Toc35528460][bookmark: _Toc35533221][bookmark: _Toc45028564][bookmark: _Toc45274229][bookmark: _Toc45274816][bookmark: _Toc51168073][bookmark: _Toc92816169]33.501, clause 6.3.2.0	General
There are two cases where the UE can be multiple registered in different PLMN's serving networks or in the same PLMN's serving networks. The first case is when the UE is registered in one PLMN serving network over a certain type of access (e.g. 3GPP) and is registered to another PLMN serving network over the other type of access (e.g. non-3GPP). The second case is where the UE is registered in the same AMF in the same PLMN serving network over both 3GPP and non-3GPP accesses. The UE will establish two NAS connections with the network in both cases. 
[bookmark: _Toc20232404][bookmark: _Toc27746490][bookmark: _Toc36212670][bookmark: _Toc36656847][bookmark: _Toc45286508][bookmark: _Toc51947775][bookmark: _Toc51948867][bookmark: _Toc106795869]Also, as per 24.501 clause 4.4.2.1 and the CT1 CR, the 2nd record in EF5GS3GPPNSC shall be used if the previously current 5G NAS security context is associated with the 5G-GUTI in the other access (non-3GPP access in this case). However, current TC has 3GPP access only and there is no associated 5G-GUTI in the non-3GPP access.

24.501, clause 4.4.2.1	General
If the UE supports multiple records of NAS security context storage for multiple registration, the UE shall:
…
store the previously current 5G NAS security context in the second 5G security context of that access (see 3GPP TS 31.102 [22]) and store the new 5G security context (taken into use through a security mode control procedure) in the first 5G security context, when the UE activates the new 5G security context for a different PLMN over that access but the previously current 5G NAS security context is associated with the 5G-GUTI of the other access;
As per C1-240644:
4.4.2.1.1
If the UE supports multiple records of NAS security context storage for multiple registration, the UE shall:
….
1a)	 replace the previously current 5G NAS security context stored in the first 5G security context of that access (see 3GPP TS 31.102 [22]) with the new 5G security context (taken into use through a security mode control procedure), when the UE activates the new 5G security context for a different PLMN over that access but the previously current 5G NAS security context is not associated with the 5G-GUTI of the other access; …
Considering above points, current TC 15.2.5 is fundamentally incorrect and it should be corrected.

	
	

	Summary of change:
	1) Modify the the TC title to remove ‘multiple registrations’.
2) Changed the TC applicability
3) Corrected the usage of 2nd record in EF5GS3GPPNSC and use only the 1st record to comply with requirements in 33.501 clause 6.3.2.0 and 24.501 clause 4.4.2.1.
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***** start of changes *****

3.8	Applicability table
Table B.1: Applicability of tests

	Test#
	Title
	from Rel
	up to Rel (see note)
	Applicability
	Network Dependency
	Add. Recommend
	Support

	15.2
	Authentication procedure for 5G AKA
	 
	 
	 
	 
	 
	 

	15.2.5
	Authentication procedure for multiple registrations on 3GPP access, 5G AKA – Authentication is successful in different PLMNs and non-3GPP
	Rel-16
	-
	C061C056
	NG-ssSS
	-
	-


[bookmark: _Toc132274652][bookmark: _Toc517476896][bookmark: _Toc502364631][bookmark: _Toc44962051][bookmark: _Toc50983715][bookmark: _Toc50985886][bookmark: _Toc57113116][bookmark: _Toc130991001]
	C056
	IF A.1/43 AND A.1/44 THEN M ELSE N/A
	--  pc_5GC AND pc_NR



[bookmark: _Toc130991033][bookmark: _Toc50983745][bookmark: _Toc50985916][bookmark: _Toc57113146][bookmark: _Hlk9934413]***** next change *****
15.2.5	Authentication procedure for multiple registrations on 3GPP access, 5G AKA - Authentication is successful in different PLMNs
***** next change *****
15.2.5.1	Definition and applicability
The UE can be multiple registered in different PLMN's serving networks or in the same PLMN's serving networks. The UE will establish two NAS connections with the network in both cases and the UE uses the same subscription credential(s) for multiple registrations in the same or different serving networks.
The UE shall independently maintain and use two different 5G NAS security contexts, one per PLMN's serving network. Each security context shall be established separately via a successful primary authentication procedure with the Home PLMN. The ME shall store the two different 5G NAS security contexts on the USIM if the USIM supports for multiple records of NAS security context storage for multiple registration as specified in 3GPP TS 31.102 [4].
The purpose of the 5G AKA based primary authentication and key agreement procedure is to provide mutual authentication between the UE and the network and to agree on the keys KAUSF, KSEAF and KAMF. The UE and the AMF shall support the 5G AKA based primary authentication and key agreement procedure.
If the UE supports multiple records of NAS security context storage for multiple registration, the UE shall store the previously current 5G NAS security context in the second 5G security context of that access (see 3GPP TS 31.102 [4]) and store the new 5G security context in the first 5G security context, when the UE activates the new 5G security context for a different PLMN over that access but the previously current 5G NAS security context is associated with the 5G-GUTI of the other access.

If the previously current 5G NAS security context is not associated with the 5G-GUTI of the other access (e.g.  UE uses only 3GPP access) the second record will not be used.
The EF5GS3GPPNSC contains the 5GS 3GPP access NAS security context as defined in 3GPP TS 24.501 [42], consisting of KAMF with the associated key set identifier, the UE security capabilities, and the uplink and downlink NAS COUNT values. This file shall contain two records if service n°136 is "available".
The EF5GAUTHKEYS contains KAUSF and KSEAF that are generated on the ME using CK and IK as part of AKA procedures as described in 3GPP TS 33.501 [41]. If service n°133 is also "available" in EFUST, the EF5GAUTHKEYS also contains SOR counter and UE parameter update counter associated with the key KAUSF as described in 3GPP TS 33.501 [41] and 3GPP TS 31.102 [4].
[bookmark: _Toc146300423]***** next change *****
15.2.5.2	Conformance requirement
1)	The UE shall support the 5G AKA based primary authentication and key agreement procedure.
2)	The USIM shall support multiple records of NAS security context storage for multiple registration (i.e. service n°136 is "available").
2)	The ME shall forward the RAND and AUTN received in AUTHENTICATION REQUEST message to the USIM.
3)	The ME shall compute RES* from RES according to Annex A.4 3GPP TS 33.501 [41] and return it in AUTHENTICATION RESPONSE message.
4)	As a result of the first successful authentication procedure in a PLMN (PLMN 1 over 3GPP access), ifas service n°122 is "available", the 5G 3GPP access NAS security context parameters shall be stored on the USIM in the first record of the EF5GS3GPPNSC.
65)	As a result of the second successful authentication procedure in another (second) PLMN (PLMN 2 over 3GPP access) ifas service n°122 and service n°136 isare "available", and the previously current 5G NAS security context is not associated with the 5G-GUTI of the other access, the 5G 3GPP access NAS security context parameters of the PLMN 2 shall be stored on the USIM in the first record of the EF5GS3GPPNSC since the previously current 5G NAS security context is not associated with the 5G-GUTI of the other access. 
6)	The 5G 3GPP access NAS security context parameters of PLMN 1 will be overwritten with the 5G 3GPP access NAS security context parameters of the PLMN 2.The second record of the EF5GS3GPPNSC is not usedcontains the 5G 3GPP access NAS security context parameters of the PLMN 1.
Reference:
-	3GPP TS 31.102 [4], clauses 4.4.11.2, 4.4.11.3, 4.4.11.4, 4.4.11.5 and 4.4.11.6;
-	3GPP TS 33.501 [41], clause 6.1.3.2 and 6.3.2;
-	3GPP TS 24.501 [42], clause 4.4.2.1, 4.4.2.5, 5.4.1.3 and Annex C.
***** next change *****
15.2.5.3	Test purpose
1)	To verify that the ME forwards the RAND and AUTN received in 5G authentication challenge data from the first PLMN to the USIM within the AUTHENTICATION REQUEST message.
2)	To verify that the ME sends AUTHENTICATION RESPONSE message contains the calculated RES* in response to AUTHENTICATION REQUEST message.
31)	To verify that the ME stores 5G 3GPP access NAS security context parameters when entering state 5GMM-DEREGISTERED, consisting of KAMF with the associated key set identifier in the first record of thr the EF5GS3GPPNSC on the USIM. Ifas service n°122 is "available".
4)	To verify that ME forwards the RAND and AUTN received in 5G authentication challenge data from the second PLMN to the USIM within the AUTHENTICATION REQUEST message.
5)	To verify that the ME sends AUTHENTICATION RESPONSE message contains the calculated RES* in response to AUTHENTICATION REQUEST message.
2)	To verify that the ME takes into use the information from the stored 5G 3GPP access NAS security context to protect the registration request over 3GPP access in a different PLMN.
63)	To verify that the ME stores (overwrites) 5G 3GPP access NAS security context parameters of a the different second PLMN (PLMN 2) when entering state 5GMM-DEREGISTERED, consisting of KAMF with the associated key set identifier in the same first second record of the EF5GS3GPPNSC on the USIM. ifas service n°122 and service n°136 isare "available".
[bookmark: _Toc146300424]15.2.5.4	Method of test
[bookmark: _Toc146300425]***** no changes *****
15.2.5.4.1	Initial conditions
The NG-SS transmits on the BCCH, with the following network parameters:
Cell A –TAI (MCC/MNC/TAC):	244/083/000001.
-	CellIdentity:	"000000001"
Access control:		unrestricted.
Cell B -TAI (MCC/MNC/TAC):	244/084/000001.
-	CellIdentity:	"000000001"
Access control:		unrestricted.
The 5G-NR UICC - support of Rel-16 features is used and the UICC is installed into the ME.
[bookmark: _Toc146300426]***** editorial changes *****
15.2.5.4.2	Procedure
a)	Bring up Cell A and the UE is switched on.
b)	Upon reception of an RRCSetupRequest message from the UE, NG-SS transmits an RRCSetup message to the UE followed by reception of an RRCSetupComplete message from the UE.
c)	After receipt of a REGISTRATION REQUEST message from the UE during registration, the UE, NG-SS initiates the 5G AKA authentication procedure and sends 5G AKA-Challenge message in the AUTHENTICATION REQUEST message, uses:
ngKSI:
NAS key set identifier:	'000'
TSC:	'0'
Authentication parameter RAND (5G authentication challenge):	128 bits value
Authentication parameter AUTN (5G Authentication challenge).	128 bits value
d)	Using the 5G authentication challenge data received in AUTHENTICATION REQUEST message the ME pass the RAND and AUTN to the USIM.
e)	Upon reception of AUTHENTICATION RESPONSE message from the UE, the NG-SS sends a SECURITY MODE COMMAND message. The UE sends a SECURITY MODE COMPLETE message.
f)	The NG-SS sends a REGISTRATION ACCEPT message.
5G-GUTI:	24408300010266436587
TAI:	42 34 80 00 00 01
g)	The UE sends a REGISTRATION COMPLETE message.
h)	The UE is switched off or the UE's radio interface is switched off to perform the deregistration procedure.
i)	Bring down Cell A and bring up Cell B.
j)	The UE is switched on or the UE’s radio interface is switched on to perform the registration procedure. The UE reads the first record of the 5G 3GPP NAS security context from the USIM to construct a REGISTRATION REQUEST message. Upon reception of an RRCSetupRequest message from the UE, NG-SS transmits an RRCSetup message to the UE followed by reception of an RRCSetupComplete message from the UE.
k)	After receipt of a REGISTRATION REQUEST message from the UE during registration, the UE, NG-SS initiates the 5G AKA authentication procedure and sends 5G AKA-Challenge message in the AUTHENTICATION REQUEST message, uses:
ngKSI:
NAS key set identifier:	'001'
TSC:	'0'
Authentication parameter RAND (5G authentication challenge):	128 bits value
Authentication parameter AUTN (5G Authentication challenge).	128 bits value
l)	Using the 5G authentication challenge data received in AUTHENTICATION REQUEST message the ME pass the RAND and AUTN to the USIM.
m)	Upon reception of AUTHENTICATION RESPONSE message from the UE, the NG-SS sends a SECURITY MODE COMMAND message. The UE sends a SECURITY MODE COMPLETE message.
n)	The NG-SS sends a REGISTRATION ACCEPT message.
5G-GUTI:	24408400010266436587
TAI:		42 34 80 00 00 01
o)	The UE sends a REGISTRATION COMPLETE message.
p)	The UE is switched off or the UE's radio interface is switched off to perform the deregistration procedure.
[bookmark: _Toc146300427]***** next change *****
15.2.5.5	Acceptance criteria
1)	After step a) the ME shall read EFUST, EF5GS3GPPNSC and EF5GAUTHKEYS.
2)	During step c) the UE shall indicate within the REGISTRATION REQUEST for the NAS key set identifier that no key is available.
3)	In step d) the ME forwards the RAND and AUTN received in AUTHENTICATION REQUEST message to the USIM.
4)	During step e) the UE sends an AUTHENTICATION RESPONSE message contains:
Authentication response parameter:	16 octets RES* value calculated according to 3GPP TS 24.501 [42]
5)	In step e) the UE shall send SECURITY MODE COMPLETE message.
6)	After step e), ifas service n°133 is "available", the ME updates the EF5GAUTHKEYS as shown below.
EF5GAUTHKEYS (5G authentication keys)
Logically:
KAUSF:								32 bytes, value not checked
KSEAF for 3GPP access:			32 bytes, value not checked
KSEAF for non-3GPP access:		32 bytes, all values set to 'FF'
SOR counter:						2 bytes, value not checked
UE parameter update counter:	2 bytes, value not checked
Coding:

	[bookmark: _Hlk158807468]Coding:Byte
	B1
	B2
	B3
	Bx..
	Bx+135
	Bx+236
	B3x+37
	..

	Hex
	80
	L120
	Xxxx
	..xx
	81
	L220
	xx
	..xx

	Coding:
	By+169
	By+270
	By+371
	Bz..
	Bz+103
	Bz+2104
	B105z+3
	..B106

	Hex
	8382
	L320
	XxFF
	..FF
	8483
	L402
	xx
	..xx

	
	B107
	B108
	B109
	B110

	
	84
	02
	xx
	xx



7)	After step h) the ME updates EF5GS3GPPNSC as shown below.
EF5GS3GPPNSC (5GS 3GPP Access NAS Security Context)
Logically:
5GS NAS Security Context first record:
ngKSI:								000
KAMF:									value not checked
Uplink NAS count:					any value
Downlink NAS count:				any value
Identifiers of selected NAS integrity
and encryption algorithms:		any value
Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	any value
Coding:

	Coding:Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	Bx

	Hex
	A0
	xx
	80
	01
	00
	81
	xx
	xx
	…
	xx



5GS NAS Security Context second record:
ngKSI:								007 	(no key available)
KAMF:									value not checked
Uplink NAS count:					any value
Downlink NAS count:				any value
Identifiers of selected NAS integrity
and encryption algorithms:		any value
Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	any value
PLMN:								any value
Coding:
	Coding:Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	Bx

	Hex
	A0
	xx
	80
	0701
	0007
	81
	xx
	xx
	…
	xx



8)	During step j) the ME shall read EFUST, EFLOCI, EF5GS3GPPNSC and EF5GAUTHKEYS. The UE shall indicate within the REGISTRATION REQUEST for the NAS key set identifier the value '000'.
9)	In step k) the ME forwards the RAND and AUTN received in AUTHENTICATION REQUEST message to the USIM.
10)	During step m) the UE sends an AUTHENTICATION RESPONSE message contains:
Authentication response parameter:	16 octets RES* value calculated according to 3GPP TS 24.501 [42]
11)	In step m) the UE shall send SECURITY MODE COMPLETE message.
12)	After step m), ifas service n°133 is "available", the ME updates the EF5GAUTHKEYS as shown below.
EF5GAUTHKEYS (5G authentication keys)
Logically:
KAUSF:								32 bytes, value not checked
KSEAF for 3GPP access:			32 bytes, value not checked
KSEAF for non-3GPP access:		32 bytes, all values set to 'FF'
SOR counter:						2 bytes, value not checked
UE parameter update counter:	2 bytes, value not checked
Coding:

	Coding:Byte
	B1
	B2
	B3
	Bx..
	Bx+135
	Bx+236
	B3x+37
	..

	Hex
	80
	L120
	Xxxx
	..xx
	81
	L220
	xx
	..xx

	Coding:
	By+169
	By+270
	By+371
	Bz..
	Bz+103
	Bz+2104
	B105z+3
	..B106

	Hex
	8382
	L320
	XxFF
	..FF
	8483
	L402
	xx
	..xx

	
	B107
	B108
	B109
	B110

	
	84
	02
	xx
	xx



13)	After step p) the ME updates EF5GS3GPPNSC as shown below.
EF5GS3GPPNSC (5GS 3GPP Access NAS Security Context)
Logically:
5GS NAS Security Context first record
ngKSI:								001
KAMF:									value not checked
Uplink NAS count:					any value
Downlink NAS count:				any value
Identifiers of selected NAS integrity
and encryption algorithms:		any value
Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	any value
[bookmark: _Hlk158716855]Coding:

	Coding:Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	Bx

	Hex
	A0
	xx
	80
	01
	0001
	81
	xx
	xx
	…
	xx



5GS NAS Security Context second record:
ngKSI:								007 (no key available)000
KAMF:									value not checked
Uplink NAS count:					any value
Downlink NAS count:				any value
Identifiers of selected NAS integrity
and encryption algorithms:		any value
Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	any value
PLMN:								any value244/083

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	…
	B58

	Hex
	A0
	xx
	80
	01
	00
	81
	xx
	xx
	…
	86

	
	B59
	B60
	B61

	
	42
	34
	80


Coding:
	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	Bx

	Hex
	A0
	xx
	80
	01
	07
	81
	xx
	xx
	…
	xx


***** end of changes *****
