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* * * First Change * * * *
[bookmark: _Toc51861275][bookmark: _Toc36049682][bookmark: _Toc45210448][bookmark: _Toc20156398][bookmark: _Toc104711088][bookmark: _Toc92303499][bookmark: _Toc27501556][bookmark: _Toc59212599][bookmark: _Toc154588489][bookmark: _Toc92303500][bookmark: _Toc45210449][bookmark: _Toc59212600][bookmark: _Toc20156399][bookmark: _Toc27501557][bookmark: _Toc51861276][bookmark: _Toc36049683]Annex A	(Informative):	Message formats/protocols used for Constrained UE and Application Client
[bookmark: _Toc104711089][bookmark: _Toc154588490]A.1	General
The following clauses provide guidance of message formats/protocols which may be used between MSGin5G Client residing in an MSGin5G UE and other UEs. The Annex A.2 provides guidance of message formats/protocols between MSGin5G Client residing in an MSGin5G UE and the Application Client onresiding in the anotherconstrained UE. The AnnexA.3 provides guidance of message formats/protocols between MSGin5G Client residing in a Constrained UE which cannot connect to the 3GPP network directly for message exchange with MSGin5G Server and thea MSGin5G Gateway Client on the MSGin5G Gateway UE. 
[bookmark: _Toc104711090][bookmark: _Toc154588491][bookmark: _Toc20156400][bookmark: _Toc51861277][bookmark: _Toc36049684][bookmark: _Toc92303501][bookmark: _Toc59212601][bookmark: _Toc45210450][bookmark: _Toc27501558]A.2	Based on standard L3 message
A.2.0	General
The following clauses describe an example based on standard L3 message as specified in clause 11.2 of 3GPP TS 24.007 [15].
Each message definition in the clause includes a brief description of the message direction, the use, and the significance indicates whether the message is relevant only on the sender or receiver (local) or the message is relevant on both sender and receiver (dual).
[bookmark: _Hlk100578503]NOTE:	Message format defined in this clause can be used if the communication between the Constrained UEMSGin5G Client and the MSGin5G GW UEApplication Client is based on PC5 / NR-PC5.

[bookmark: _Toc104711091][bookmark: _Toc154588492]A.2.1	Message contents and functions 
[bookmark: _Toc154588493][bookmark: _Toc104711092]A.2.1.1	for sending a message to MSGin5G Client
For sending a message to MSGin5G Client, the Application Client may use the message content specified in Table A.2.1.1-1.
Message type:	MESSAGE SENDING REQUEST
Significance:	dual
Direction:	the Application Client residing on another UE of the Constrained UE to the MSGin5G Client of the MSGin5G Gateway UE
Table A.2.1.1-1: message content for sending a message to MSGin5G Client
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Message Type
	Message Type
A.2.2.1
	M
	V
	1

	
	Target address
	Target address 
A.2.2.2
	M
	LV
	6-n

	
	Message ID
	Message ID
A.2.2.4
	M
	V
	16

	
	Payload
	Payload
A.2.2.5
	M
	LV-E
	3-65537

	A
	Application ID
	Application ID
A.2.2.3
	O
	TV
	3

	B
	Delivery status required
	Delivery status required
A.2.2.6
	O
	TV
	1

	D
	Target Type
	Target Type
A.2.2.7
	O
	TV
	1



If using the message content specified in table A.2.1.1-1, the Application Client may generate a message according to 6.4.2.3.1 and send the generated message to the MSGin5G Client.
[bookmark: _Toc154588494][bookmark: _Toc104711093]A.2.1.2	for sending a message delivery report to MSGin5G Client
For sending a message delivery status report to MSGin5G Client, the Application Client may use the message content specified in Table A.2.1.2-1.
Message type:	DELIVERY REPORT SENDING REQUEST
Significance:	dual
Direction:	the Application Client residing on another UE of the Constrained UE to the MSGin5G Client of the MSGin5G Gateway UE
Table A.2.1.2-1: message content for sending a message delivery status report to MSGin5G Client
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Message Type
	Message Type
A.2.2.1
	M
	V
	1

	
	Delivery Status
	Delivery Status
A.2.2.8
	M
	V
	1

	
	Message ID
	Message ID
A.2.2.4
	M
	V
	16

	
	Reply-to Message ID
	Reply-to Message ID
A.2.2.13
	M
	V
	16



If using the message content specified in table A.2.1.2-1, the Application Client may generate a message according to 6.4.2.3.2 and send the generated message to the MSGin5G Client.
[bookmark: _Toc154588495][bookmark: _Toc104711094]A.2.1.3	for sending a message to Application Client
For sending a message to Application Client, the MSGin5G Client may use the message content specified in Table A.2.1.3-1.
Message type:	MESSAGE RECEIVED REQUEST
Significance:	dual
Direction:	the MSGin5G Client of the MSGin5G Gateway UE to the Application Client residing of the Constrainedon another UE
Table A.2.1.3-1: message content for sending a message to Application Client
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Message Type
	Message Type
A.2.2.1
	M
	V
	1

	
	Message ID
	Message ID
A.2.2.4
	M
	V
	16

	
	Payload
	Payload
A.2.2.5
	M
	LV-E
	2-65537

	F
	Originator Address
	Originator Address
A.2.2.10
	O
	TLV
	3-257

	E
	Group ID
	Group ID
A.2.2.11
	O
	TLV
	3-257

	B
	Delivery status required
	Delivery status required
A.2.2.6
	O
	TV
	1

	C
	Priority
	Priority
A.2.2.9
	O
	TV
	1


If using the message content specified in table A.2.1.3-1, the MSGin5G Client may generate a message according to 6.4.2.2.1 and send the generated message to the Application Client.
[bookmark: _Toc154588496][bookmark: _Toc104711095]A.2.1.4	for sending a message delivery status report to Application Client
For sending a message delivery status report to Application Client, the MSGin5G Client may use the message content specified in Table A.2.1.4-1.
Message type:	DELIVERY REPORT RECEIVED REQUEST
Significance:	dual
Direction:	the MSGin5G Client of the MSGin5G Gateway UE to the Application Client residing on another of the Constrained UE
Table A.2.1.4-1: message content for sending a message delivery status report to MSGin5G Client
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Message Type
	Message Type
A.2.2.1
	M
	V
	1

	
	Delivery Status
	Delivery Status
A.2.2.8
	M
	V
	1

	
	Message ID
	Message ID
A.2.2.4
	M
	V
	16

	
	[bookmark: _Hlk100265772]Reply-to Message ID
	Reply-to Message ID
A.2.2.13
	M
	V
	16



If using the message content specified in table A.2.1.4-1, the MSGin5G Client may generate a message according to 6.4.2.2.3 and send the generated message to the Application Client.
[bookmark: _Toc154588497][bookmark: _Toc104711096]A.2.1.5	for sending a message sending response to Application Client
For sending a message sending response to Application Client, the MSGin5G Client may use the message content specified in Table A.2.1.5-1.
Message type:	MESSAGE SENDING RESPONSE
Significance:	dual
Direction:	the MSGin5G Client of the MSGin5G Gateway UE to the Application Client residing on another of the Constrained UE
Table A.2.1.5-1: message content for message sending response
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Message Type
	Message Type
A.2.2.1
	M
	V
	1

	
	Result
	Result
A.2.2.11
	M
	V
	1

	
	Spare half octet
	Spare half octet
A.2.2.18
	M
	V
	1/2

	X
	Failure Reason 
	MSGin5G cause
A.2.2.17
	O
	TV
	2



If using the message content specified in table A.2.1.5-1, the MSGin5G Client may generate a message according to 6.4.2.2.3 and send the generated message to the Application Client.
[bookmark: _Toc104711097][bookmark: _Toc154588498]A.2.1.6	for sending a message received response to MSGin5G Client
For sending a message sending response to MSGin5G Client, the Application Client residing on another of the Constrained UE may use the message content specified in Table A.2.1.6-1.
Message type:	MESSAGE RECEIVED RESPONSE
Significance:	dual
Direction:	the Application Client residing on another UEof the Constrained UE to the MSGin5G Client of the MSGin5G  Gateway UE
Table A.2.1.6-1: message content for message sending response
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Message Type
	Message Type
A.2.2.1
	M
	V
	1

	
	Result
	Result
A.2.2.11
	M
	V
	1

	
	Spare half octet
	Spare half octet
A.2.2.18
	M
	V
	1/2

	X
	Failure Reason 
	MSGin5G cause
A.2.2.17
	O
	TV
	2



If using the message content specified in table A.2.1.6-1, the Application Client may generate a message according to 6.4.2.3.3 and send the generated message to the MSGin5G Client.
[bookmark: _Toc154588499][bookmark: _Toc104711098]A.2.1.7	Registration Request
The Registration Request is sent by the Application Client residing on another of the Constrained UE to the MSGin5G Client of the MSGin5G Gateway UE to initiate registration. See table A.2.1.7.
Message type:	REGISTRATION REQUEST
Significance:	dual
Direction:	the Application Client residing on another of the Constrained UE to the MSGin5G Client of the MSGin5G Gateway UE
Table A.2.1.7: REGISTRATION REQUEST content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Message Type
	Message Type
A.2.2.1
	M
	V
	1

	
	Application ID
	Application ID
A.2.2.3
	M
	V
	2

	
	Credential information
	Credential information
A.2.2.15
	M
	LV
	3-65537



[bookmark: _Toc154588500][bookmark: _Toc104711099]A.2.1.8	Registration Accept
The Registration Accept is sent by the MSGin5G Client of the MSGin5G Gateway UE to the Application Client residing on another of the Constrained UE to indicate the registration is accepted. See table A.2.1.8.
Message type:	REGISTRATION ACCEPT
Significance:	dual
Direction:	the MSGin5G Client of the MSGin5G Gateway UE to the Application Client residing on another of the Constrained UE
Table A.2.1.8: REGISTRATION ACCEPT content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Message Type
	Message Type
A.2.2.1
	M
	V
	1

	
	Registration ID
	MSCin5G Registration ID
A.2.2.16
	M
	V
	6



[bookmark: _Toc154588501][bookmark: _Toc104711100]A.2.1.9	Registration Reject
The Registration Reject is sent by the MSGin5G Client of the MSGin5G Gateway UE to the Application Client residing on another of the Constrained UE to indicate the registration is rejected. See table A.2.1.9.
Message type:	REGISTRATION REJECT
Significance:	dual
Direction:	the MSGin5G Client of the MSGin5G Gateway UE to the Application Client residing on another of the Constrained UE
Table A.2.1.9: REGISTRATION REJECT content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Message Type
	Message Type
A.2.2.1
	M
	V
	1

	
	Failure Reason

	MSGin5G cause
A.2.2.17
	M
	V
	1



[bookmark: _Toc104711101][bookmark: _Toc154588502]A.2.1.10	De-registration Request
The De-registration Request is sent by the Application Client residing on another UEof the Constrained UE to the MSGin5G Client of the MSGin5G Gateway UE to initiate de-registration. See table A.2.1.10.
Message type:	DEREGISTRATION REQUEST
Significance:	dual
Direction:	the Application Client residing on another  of the Constrained UE to the MSGin5G Client of the MSGin5G Gateway UE
Table A.2.1.10: DEREGISTRATION REQUEST content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Message Type
	Message Type
A.2.2.1
	M
	V
	1

	
	Registration ID
	MSCin5G Registration ID
A.2.2.16
	M
	V
	6



[bookmark: _Toc154588503][bookmark: _Toc104711102]A.2.1.11	De-registration Accept
The De-registration Accept is sent by the MSGin5G Client of the MSGin5G Gateway UE to the Application Client residing on another of the Constrained UE to indicate the de-registration is accepted. See table A.2.1.11.
Message type:	DEREGISTRATION ACCEPT
Significance:	dual
Direction:	the MSGin5G Client of the MSGin5G Gateway UE to the Application Client residing on another of the Constrained UE
Table A.2.1.11: DEREGISTRATION ACCEPT content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Message Type
	Message Type
A.2.2.1
	M
	V
	1

	
	Registration ID
	MSCin5G Registration ID
A.2.2.16
	M
	V
	6



[bookmark: _Toc104711103][bookmark: _Toc154588504]A.2.1.12	De-registration Reject
The De-registration Reject is sent by the MSGin5G Client of the MSGin5G Gateway UE to the Application Client residing on another  of the Constrained UE to indicate the de-registration is rejected. See table A.2.1.12.
Message type:	DEREGISTRATION REJECT
Significance:	dual
Direction:	the MSGin5G Client of the MSGin5G Gateway UE to the Application Client residing on another of the Constrained UE
Table A.2.1.12: DEREGISTRATION REJECT content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Message Type
	Message Type
A.2.2.1
	M
	V
	1

	
	Failure Reason
	MSGin5G cause
A.2.2.17
	M
	V
	1



* * * Next Change * * * *

[bookmark: _Toc51861332][bookmark: _Toc20156451][bookmark: _Toc36049735][bookmark: _Toc59212656][bookmark: _Toc27501609][bookmark: _Toc45210505][bookmark: _Toc92303507][bookmark: _Toc154588507][bookmark: _Toc104711106]A.2.2.2	Target address
The Target address information element is used to indicate the address of target recipient or the target group while sending message from Application Client residing on another UEConstrained UE.
The Target address information element is coded as shown in figure A.2.2.2-1 and table A.2.2.2-1.
The Target address information element is a type 4 information element.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Length of Target address contents
	octet 1

	Target address type value
	octet 2

	
	octet 3

	Target address contents
	

	
	octet n


Figure A.2.2.2-1: Target address information element
Table A.2.2.2-1: Target address information element
	Target Address type value (octet 2)
Bits

	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	0
	0
	0
	0
	1
	
	IPv4 address

	0
	0
	0
	0
	0
	1
	0
	
	IPv6 address

	0
	0
	0
	0
	0
	1
	1
	
	FQDN

	
All other values are reserved.

	Target address content is contained in octet 6 to octet n; The maximum value depends on the length of FQDN.

	

	If Target address type value indicates IPv4 address, the Target address contents in octet 3 to octet 6 contains an IPv4 address.

If Target address type value indicates IPv6 address, the Target address contents in octet 3 to octet 18 contains an IPv6 address.

If Target address type indicates FQDN, the Target address contents in octet 3 to octet n contains an FQDN encoded as defined in clause 28.3.2 of 3GPP TS 23.003 [18].




* * * Next Change * * * *

[bookmark: _Toc104711114][bookmark: _Toc154588515]A.2.2.10	Originator Address
The Originator Address information element is used to indicate address of originating UE/AS while sending message to Application Client residing on another UEConstrained UE.
The Originator Address information element is coded as shown in Figure A.2.2.10-1 and Table A.2.2.10-1.
The Originator Address information element is a type 4 information element.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Originator Address TEI
	octet 1

	Length of Originator Address contents
	octet 2

	
	octet 3

	Originator Address contents
	

	
	octet n


Figure A.2.2.10-1: Originator Address information element
Table A.2.2.10-1: Originator Address information element
	Originator Address is contained in octet 3 to octet n; Max value of 255 octets.

	

	



[bookmark: _Toc154588516][bookmark: _Toc104711115]A.2.2.11	Group ID
The Group ID information element is used to indicate the group which the message is from while sending message to Application Client residing on another UEConstrained UE.
The Group ID information element is coded as shown in Figure A.2.2.11-1 and Table A.2.2.11-1.
The Group ID information element is a type 4 information element.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Group ID IEI
	octet 1

	Length of Group ID contents
	octet 2

	
	octet 3

	Group ID contents
	

	
	octet n


Figure A.2.2.11-1: Group ID information element
Table A.2.2.11-1: Group ID information element
	Group ID is contained in octet 3 to octet n; Max value of 255 octets.

	

	




