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* * * First Change * * * *
[bookmark: _Toc155105687][bookmark: _Toc155124687]6.10.11.2.2A	Error handling when the SCP obtains an access token without all the scopes required for access authorization of the incoming service request 
If the SCP issues an Access Token Request towards the NRF and the NRF returns an access token not granting authorization for all the scopes required for access authorization of the incoming service request, the SCP shall reject the service request towards the NF service consumer with a 403 Forbidden response including a ProblemDetails IE with the cause attribute set to ACCESS_TOKEN_DENIED. The ProblemDetails IE may contain:
-	the accessTokenRequest attribute set to the Access Token Request payload sent to the NRF;
-	the nrfId attribute set to the FQDN of the NRF that rejected the access token request.
The SCP shall include the Server header in the error response set with its own identity (i.e. SCP FQDN) as specified in clause 6.10.8.2.
The SCP may include the access token it has obtained from the NRF (e.g. granting authorization for the other access scopes indicated in the service request) in the service response to the NF service consumer, by including the 3gpp-Sbi-Access-Token header, for possible re-use in subsequent service requests by the NF service consumer. The NF service consumer should store the access token received in a service response and use it in subsequent service requests as defined above.
NOTE 1:	This error scenario can happen e.g. when the incoming service request includes a first service name in the 3gpp-Sbi-Access-ScopeToken header, a second service name in 3gpp-Sbi-Other-Access-Scopes header, and the NRF grants an access token with a scope of the second service name only.
NOTE 2:	The SCP does not reject the service request (i.e. it is not an error) if the 3gpp-Sbi-Access-Scope header contains a service-level scope and a resource/operation-level scope, the access token granted by the NRF has a scope matching only the service-level scope and the NF service producer is not configured to require the resource/operation-specific scope. See NOTE 3 of clause 6.10.11.2.1. 

* * * End of Changes * * * *


