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	Reason for change:
	CR 29.510 #0914 (C4-235700) agreed at CT4#119 enables the NRF to reject a request for an access token with insufficient NFc information in the Access Token Request, whereby the NRF can indicate in ProblemDetails the missing information.

Likewise, an NFp may be configured to reject a service request with an access token deemed as invalid due to missing claims, e.g. an access token not comprising the producerSnssaiList or the sourceNfInstanceId. It is not defined how such error information should be signaled.

For instance, clause X of TS 33.501 specifies:

9.	The NRF after successful verification then generates and provides an access token to the DCCF as described in the clause 13.4.1.1.2, with NF Instance ID of the DCCF (subject), and an additional access token claim containing the identity ofthe source NF Service Consumer, in order to authorize both DCCF and NF Service Consumer (e.g.. NWDAF) to consume the services of NF Service Producer.
…
11.	The NF Service Producer(s) authenticates the NF Service Consumer and ensures that the source NF Service Consumer identity is included as an access token additional claim. The NF Service Producer authenticates and authorizes the DCCF following clauses 13.3.2 and 13.4.1. After authentication and authorization is successful, the NF Service Producer(s) executes the service.


	
	

	Summary of change:
	If the request contains an invalid OAuth2.0 access token due to missing claims. the NF service producer may include a ProblemDetails object in the 401 Unauthorized response with the cause attribute set to "ACCESS_TOKEN_CLAIM_MISSING" and with the invalidParams attribute indicating the missing claim name(s) necessary to access the protected resource.

	
	

	Consequences if not approved:
	Missing error details complicating trouble-shooting and preventing a NF service consumer or SCP to possibly re-issue the request with an access token comprising the missing scopes or claims.
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Table 5.2.4.6-1: Definition of type InvalidParam
	Attribute name
	Data type
	P
	Cardinality
	Description

	param
	string
	M
	1
	If the invalid parameter is an attribute in a JSON body, this IE shall contain the attribute's name and shall be encoded as a JSON Pointer.

If the invalid parameter is an HTTP header, this IE shall be formatted as the concatenation of the string "header: " plus the name of such header.

If the invalid parameter is a query parameter, this IE shall be formatted as the concatenation of the string "query: " plus the name of such query parameter.

If the invalid parameter is a variable part in the path of a resource URI, this IE shall contain the name of the variable, including the symbols "{" and "}" used in OpenAPI specification as the notation to represent variable path segments.

If the invalid parameter is a missing claim name in an OAuth2 access token, this IE shall be formatted as the concatenation of the string "access-token-claim: " plus the name of the missing claim. 
Example: "access-token-claim: producerSnssaiList"


	reason
	string
	O
	0..1
	A human-readable reason, e.g. "must be a positive integer".
In cases involving failed operations in a PATCH request, the reason string should identify the operation that failed using the operation's array index to assist in correlation of the invalid parameter with the failed operation, e.g." Replacement value invalid for attribute [failed operation index: 4]".
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