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	Reason for change:
	As part of AAA-Server initiated calls like Diameter RAR/ASR processing, NSSAAF is supposed to check if the RAR/ASR is sent by an authorized AAA-Server.

· In the current specification, it does not mention about what NSSAAF is supposed to do if authorization fails? 
· What result-code NSSAAF is supposed to send back to AAA-Server who had sent RAR/ASR?

Hence, its proposed to specify to send ‘5003-DIAMETER_AUTHORIZATION_REJECTED’ as error handling during above failure scenario.
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	Support to send ‘5003-DIAMETER_AUTHORIZATION_REJECTED’ as error handling during above failure scenario for NSS-AAA related procedures.
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* * * * First change * * * *
[bookmark: _Toc28005631][bookmark: _Toc36041506][bookmark: _Toc45134806][bookmark: _Toc51764099][bookmark: _Toc59020016][bookmark: _Toc68170842][bookmark: _Toc74932499][bookmark: _Toc145491993][bookmark: _Toc153793183]17.2.2	NSS-AAA initiated revocation of network slice authorization
The NSS-AAA server may send a Diameter ASR message to the NSSAAF directly or via AAA-P (if AAA-P is used) asking for revocation of network slice authorization. On receipt of the ASR message from the NSS-AAA server, the NSSAAF shall check whether the NSS-AAA server is authorized to request the revocation by verifying the local configuration of the address of the NSS-AAA server per S-NSSAI, if successful, the NSSAAF shall release the corresponding resources, interact with its succeeding Network Function AMF which is got from the UDM by Nudm_UECM_GET service operation with GPSI and reply with a Diameter ASA message. Else, if the NSSAAF determines that the NSS-AAA server is not authorized, then NSSAAF shall respond with ASA message with result code set to 5003-DIAMETER_AUTHORIZATION_REJECTED. It is not necessary for the NSSAAF to wait for the response (i.e. Nudm_UECM_GET or Nnssaaf_NSSAA_Notify response) from its succeeding Network Function before sending the ASA message to the NSS-AAA server or AAA-P.
NOTE:	In the Diameter ASR request, the Origin-Host AVP with the FQDN/domain format indicates the address of the NSS-AAA server for NSSAAF check.
Figure 17.2.2-1 is an example message flow to show the procedure of NSS-AAA initiated revocation of network slice authorization. If the AAA-P is not used, the ASR and ASA messages are exchanged between the NSS-AAA and the NSSAAF.


[bookmark: _MON_1651925002]
Figure 17.2.2-1: NSS-AAA initiated revocation of network slice authorization with Diameter
* * * * Next change * * * *
[bookmark: _Toc28005632][bookmark: _Toc36041507][bookmark: _Toc45134807][bookmark: _Toc51764100][bookmark: _Toc59020017][bookmark: _Toc68170843][bookmark: _Toc74932500][bookmark: _Toc145491994]17.2.3	NSS-AAA initiated re-authentication and re-authorization
The NSS-AAA server may send a Diameter RAR message to the NSSAAF directly or via AAA-P (if AAA-P is used) asking for re-authentication and re-authorization. On receipt of the RAR message from the NSS-AAA server, the NSSAAF shall check whether the NSS-AAA server is authorized to request the re-authentication and re-authorization by verifying the local configuration of the address of the NSS-AAA server per S-NSSAI, if successful, the NSSAAF shall interact with its succeeding Network Function AMF which is got from the UDM by Nudm_UECM_GET service operation with GPSI and reply with a Diameter RAA message. Else, if the NSSAAF determines that the NSS-AAA server is not authorized, then NSSAAF shall respond with ASA message with result code set to 5003-DIAMETER_AUTHORIZATION_REJECTED. It is not necessary for the NSSAAF to wait for the response (i.e. Nudm_UECM_GET or Nnssaaf_NSSAA_Notify response) from its succeeding Network Function before sending the RAA message to the NSS-AAA server or AAA-P.
NOTE:	In the Diameter RAR request, the Origin-Host AVP with the FQDN/domain format indicates the address of the NSS-AAA server for NSSAAF check.
After replying Nnssaaf_NSSAA_Notify response, the AMF shall start authentication and authorization procedure as described in clause 17.2.1. The Auth-Request-Type in the DER is set to "AUTHORIZE_AUTHENTICATE".
Figure 17.2.3-1 is an example message flow to show the procedure of NSS-AAA initiated re-authentication and re-authorization. If the AAA-P is not used, the RAR and RAA messages are exchanged between the NSS-AAA and the NSSAAF.


[bookmark: _MON_1651925045]
Figure 17.2.3-1: NSS-AAA initiated re-authentication and re-authorization with Diameter

* * * * End of changes * * * *
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