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	Reason for change:
	IETF RFC 9457 ("Problem Details for HTTP APIs") obsoletes RFC 7807, which is referenced by TS 29.122.

Changes from the currently referenced RFC 7807:
1) Introduction of a registry of common problem type URIs
· this 3GPP NBI specification does not define how to use the "type" attribute inside ProblemDetails. It is simply defined as an URI (string), with no additional semantics.
RFC 7807 (and RFC 9457) intended this "type" attribute to be used to identify different errors belonging to a same HTTP error code.
For that, 3GPP defined the "cause" attribute, which has a similar purpose, and has never defined any specific usage for the "type" attribute.
Therefore, this change does not affect the usage of ProblemDetails in 3GPP NBI TS's.

2) Clarification of how multiple problems should be treated
· 3GPP NBI APIs define a mechanism to convey multiple problems inside a same ProblemDetails: the "invalidParams" attribute allows to indicate invalid values found either in the JSON request body content, or in headers, or in URI query parameters and path segments.
The clarification added in RFC 9457 simply describes a different (but very similar) approach, using an "errors" attribute containing JSON pointers (in attribute "pointer") to the invalid values of the received request body content.
Therefore, this change does not affect the usage of ProblemDetails in 3GPP NBI TS's.

3) Guidance for using type URIs that cannot be dereferenced
· Same reasoning as in bullet 1).
Given that 3GPP does not define any specific usage for the "type" attribute, no matter if the URIs included on them can be dereferenced or not, this change does not affect the usage of ProblemDetails in 3GPP NBI TS's.

In addition, in the "Media Types" registry, IANA has updated the "application/problem+json" entry (used extensively by 3GPP NBI APIs) to refer to RFC 9457.
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*** First Change ***
[bookmark: _Toc11247176][bookmark: _Toc27044292][bookmark: _Toc36033334][bookmark: _Toc45131464][bookmark: _Toc49775749][bookmark: _Toc51746669][bookmark: _Toc66360211][bookmark: _Toc68104716][bookmark: _Toc74755345][bookmark: _Toc105674200][bookmark: _Toc130502233][bookmark: _Toc145704166]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.682: "Architecture enhancements to facilitate communications with packet data networks and applications".
[3]	3GPP TS 23.032: "Universal Geographical Area Description (GAD)".
[4]	Void.
[5]	IETF RFC 8259: "The JavaScript Object Notation (JSON) Data Interchange Format".
[6]	Hypertext Transfer Protocol (HTTP) Status Code Registry at IANA, http://www.iana.org/assignments/http-status-codes.
[7]	IETF RFC 3986: "Uniform Resource Identifier (URI): Generic Syntax".
[8]	IETF RFC 94577807: "Problem Details for HTTP APIs".
[9]	3GPP TS 29.154: "Service capability exposure functionality over Nt reference point".
[10]	3GPP TS 29.214: "Policy and Charging Control over Rx reference point".
[11]	3GPP TS 29.336: "Home Subscriber Server (HSS) diameter interfaces for interworking with packet data networks and applications".
[12]	3GPP TS 29.128: "Mobility Management Entity (MME) and Serving GPRS Support Node (SGSN) interfaces for interworking with packet data networks and applications".
[13]	3GPP TS 29.201: "Representational State Transfer (REST) reference point between Application Function (AF) and Protocol Converter (PC)".
[14]	3GPP TS 23.003: "Numbering, addressing and identification".
[15]	IETF RFC 3339: "Date and Time on the Internet: Timestamps".
[16]	IETF RFC 7230: "Hypertext Transfer Protocol (HTTP/1.1): Message Syntax and Routing".
[17]	IETF RFC 7231: "Hypertext Transfer Protocol (HTTP/1.1): Semantics and Content".
[18]	IETF RFC 7232: "Hypertext Transfer Protocol (HTTP/1.1): Conditional Requests".
[19]	IETF RFC 7233: "Hypertext Transfer Protocol (HTTP/1.1): Range Requests".
[20]	IETF RFC 7234: "Hypertext Transfer Protocol (HTTP/1.1): Caching".
[21]	IETF RFC 7235: "Hypertext Transfer Protocol (HTTP/1.1): Authentication".
[22]	IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".
[23]	3GPP TS 29.155: "Traffic steering control; Representational state transfer (REST) over St reference point".
[24]	3GPP TS 29.368: "Tsp interface protocol between the MTC Interworking Function (MTC-IWF) and Service Capability Server (SCS)".
[25]	3GPP TS 29.337: "Diameter-based T4 interface for communications with packet data networks and applications".
[26]	3GPP TS 29.250: "Nu reference point between SCEF and PFDF for sponsored data connectivity".
[bookmark: _Hlk61538439][27]	Open API: "OpenAPI Specification Version 3.0.0", https://spec.openapis.org/oas/v3.0.0.
[28]	IETF RFC 1166: "Internet Numbers".
[29]	IETF RFC 5952: "A recommendation for Ipv6 address text representation".
[30]	3GPP TS 29.153: "Service capability exposure functionality over Ns reference point".
[31]	3GPP TS 24.250: "Protocol for Reliable Data Service; Stage 3".
[32]	IETF RFC 6455: "The Websocket Protocol".
[33]	3GPP TS 29.272: "Mobility Management Entity (MME) and Serving GPRS Support Node (SGSN) related interfaces based on Diameter protocol".
[34]	3GPP TS 29.338: "Diameter based protocols to support Short Message Service (SMS) capable Mobile Management Entities (MMEs)".
[35]	3GPP TS 33.187: "Security aspects of Machine-Type Communications (MTC) and other mobile data applications communications enhancements".
[36]	3GPP TS 29.468: "Group Communication System Enablers for LTE (GCSE_LTE);MB2 Reference Point;Stage 3".
[37]	3GPP TS 29.116: "Presentational state transfer over xMB reference point between Content Provider and BM-SC".
[38]	IETF RFC 5789: "PATCH method for HTTP".
[39]	IETF RFC 7396: "JSON Merge Patch".
[40]	IETF RFC 8259: "The JavaScript Object Notation (JSON) Data Interchange Format".
[41]	YAML (10/2009): "YAML Ain't Markup Language (YAML™) Version 1.2", http://www.yaml.org/spec/1.2/spec.html.
[42]	3GPP TS 29.572: "5G System; Location Management Services; Stage 3".
[43]	3GPP TS 23.040: "Technical realization of the Short Message Service (SMS)".
[44]	3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".
[45]	3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces Stage 3".
[46]	IETF RFC 6733: "Diameter Base Protocol".
[47]	3GPP TS 23.222: "Common API Framework for 3GPP Northbound APIs; Stage 2".
[bookmark: _Hlk506360308][48]	3GPP TS 29.222: "Common API Framework for 3GPP Northbound APIs; Stage 3".
[49]	3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".
[50]	3GPP TS 29.554: "5G System; Background Data Transfer Policy Control Service; Stage 3".
[51]	IETF RFC 6749: "The OAuth 2.0 Authorization Framework".
[52]	3GPP TS 29.514: "5G System; Policy Authorization Service; Stage 3".
[53]	3GPP TS 33.122: "Security Aspects of Common API Framework for 3GPP Northbound APIs".
[54]	3GPP TS 38.413: "NG-RAN; NG Application Protocol (NGAP)".
[55]	3GPP TS 23.468: "Group Communication System Enablers for LTE (GCSE_LTE); stage 2".
[56]	3GPP TS 26.348, "Northbound Application Programming Interface (API) for Multimedia Broadcast/Multicast Service (MBMS) at the xMB reference point".
[57]	3GPP TS 29.508: "5G System; Session Management Event Exposure Service; Stage 3".
[58]	3GPP TR 21.900: "Technical Specification Group working methods".
[59]	3GPP TS 36.331: "Evolved Universal Terrestrial Radio Access (E-UTRA) Radio Resource Control (RRC); Protocol Specification".
[60]	3GPP TS 38.331: "NR; Radio Resource Control (RRC) protocol specification".
[61]	3GPP TS 29.675: "User Equipment (UE) radio capability provisioning service; Stage 3".
[62]	3GPP TS 29.522: "5G System; Network Exposure Function Northbound APIs; Stage 3".
[63]	3GPP TS 29.503: "5G System; Unified Data Management Services; Stage 3".
[64]	3GPP TS 24.526: "User Equipment (UE) policies for 5G System (5GS); Stage 3".
[65]	3GPP TS 29.515: "5G System; Gateway Mobile Location Services; Stage 3".
[66]	IETF RFC 5322: "Internet Message Format".
[67]	IETF RFC 6902: "JavaScript Object Notation (JSON) Patch".
[68]	3GPP TS 33.558: "Security aspects of enhancement of support for enabling edge applications; Stage 2".
[69]	IETF RFC 5234: "Augmented BNF for Syntax Specifications: ABNF".
[70]	3GPP TS 29.523: "5G System; Policy Control Event Exposure Service; Stage 3".

*** Next Change ***
[bookmark: _Toc11247264][bookmark: _Toc27044384][bookmark: _Toc36033426][bookmark: _Toc45131558][bookmark: _Toc49775843][bookmark: _Toc51746763][bookmark: _Toc66360305][bookmark: _Toc68104810][bookmark: _Toc74755439][bookmark: _Toc105674294][bookmark: _Toc130502327][bookmark: _Toc145704260]5.2.1.2.12	Type: ProblemDetails
Table 5.2.1.2.12-1: Definition of the ProblemDetails data type
	Attribute name
	Data type
	Cardinality
	Description

	type
	Uri
	0..1
	A URI reference according to IETF RFC 3986 [6] that identifies the problem type. 

	title
	string
	0..1
	A short, human-readable summary of the problem type. It should not change from occurrence to occurrence of the problem. 

	status
	integer
	0..1
	The HTTP status code for this occurrence of the problem.

	detail
	string
	0..1
	A human-readable explanation specific to this occurrence of the problem.

	instance
	Uri
	0..1
	A URI reference that identifies the specific occurrence of the problem. 

	cause
	string
	0..1
	A machine-readable application error cause specific to this occurrence of the problem 
This IE should be present and provide application-related error information, if available.

	invalidParams
	array(InvalidParam)
	0..N
	Description of invalid parameters, for a request rejected due to invalid parameters.

	supportedFeatures
	SupportedFeatures
	0..1
	Features supported by the server (SCEF or SCS/AS).

When present, this IE shall indicate the features supported by the server; if the server supports no features, this IE shall be set to the character "0". 

	NOTE 1:	See IETF RFC 94577807 [8] for detailed information and guidance for each attribute. 
NOTE 2:	Additional attributes may be defined per API.




*** Next Change ***
[bookmark: _Toc11247279][bookmark: _Toc27044399][bookmark: _Toc36033441][bookmark: _Toc45131573][bookmark: _Toc49775858][bookmark: _Toc51746778][bookmark: _Toc66360320][bookmark: _Toc68104825][bookmark: _Toc74755454][bookmark: _Toc105674309][bookmark: _Toc130502343][bookmark: _Toc145704276]5.2.3	Content type
The bodies of HTTP request and successful HTTP responses shall be encoded in JSON format (see IETF RFC 8259 [5]). 
The MIME media type that shall be used within the related Content-Type header field is "application/json", as defined in IETF RFC 8259 [5].
JSON object used in the HTTP PATCH request shall be encoded according to:
-	"JSON Merge Patch" and shall be signalled by the content type "application/merge-patch+json", as defined in IETF RFC 7396 [39]; or
-	"JSON Patch" and shall be signalled by the content type "application/json-patch+json", as defined in IETF RFC 6902 [67].
"Problem Details" JSON object shall be used to indicate additional details of the error in a HTTP response body and shall be signalled by the content type "application/problem+json", as defined in IETF RFC 94577807 [8].
NOTE:	This release only supports the content type JSON.

*** Next Change ***
[bookmark: _Toc11247286][bookmark: _Toc27044406][bookmark: _Toc36033448][bookmark: _Toc45131580][bookmark: _Toc49775865][bookmark: _Toc51746785][bookmark: _Toc66360327][bookmark: _Toc68104832][bookmark: _Toc74755461][bookmark: _Toc105674316][bookmark: _Toc130502353][bookmark: _Toc145704286]5.2.6	Error handling
Table 5.2.6-1 lists response bodies that are applicable to all APIs and as responses for all requests in the present specification unless otherwise specified. The HTTP client shall mandatorily support the processing of the status code for all the applicable methods, when received in a HTTP response message. In such cases the HTTP client shall also support the handling of the "ProblemDetails" JSON object with the Content-Type header field set to the value "application/problem+json", if the corresponding API definition in the current specification does not specify another response body for the corresponding status code.
Table 5.2.6-1: Response bodies supported for responses to all requests.
	Response body
	
Data type
	
Cardinality
	Response
Codes
(NOTE 1)
	Remarks
(NOTE 2, NOTE 4)
	Applied Methods

	
	ProblemDetails
	1
	400 Bad Request
	Incorrect parameters were passed in the request. 
	GET, POST PUT, PATCH, DELETE

	
	ProblemDetails
	1
	401 Unauthorized
	The client is not authorized as described in IETF RFC 7235 [21].

	GET, POST, PUT, PATCH, DELETE

	
	ProblemDetails
	1
	403 Forbidden
	This represents the case when the server is able to understand the request but unable to fulfil the request due to errors (e.g. the requested parameters are out of range). 
More information may be provided in the "invalidParams" attribute of the "ProblemDetails" structure.
(NOTE 3)
	GET, POST, PUT, PATCH, DELETE

	
	ProblemDetails
	1
	404 Not Found
	The resource URI was incorrect, for instance because of a wrong "scsAsId" field.

	GET, POST, PUT, PATCH, DELETE

	
	ProblemDetails
	1
	406 Not Acceptable
	The content format provided in the "Accept" header is not acceptable by the server.
	GET

	
	ProblemDetails
	1
	[bookmark: _Hlk519025313]411 Length Required
	The code indicates that the server refuses to accept the request without a Content-Length header field.
	POST, PUT, PATCH

	
	ProblemDetails
	1
	413 Payload Too Large
	If the received HTTP request contains payload body larger than the server is able to process, the NF shall reject the HTTP request with the HTTP status code "413 Payload Too Large".

	POST, PUT, PATCH

	
	ProblemDetails
	1
	415 Unsupported Media Type
	The code indicates that the resource is in a format which is not supported by the server for the method.
	POST, PUT, PATCH

	
	ProblemDetails
	1
	429 Too Many Requests
	The code indicates that due to excessive traffic which, if continued over time, may lead to (or may increase) an overload situation.
The HTTP header field "Retry-After" may be added in the response to indicate how long the client has to wait before making a new request.
	GET, POST, PUT, PATCH, DELETE

	
	ProblemDetails
	1
	500 Internal Server Error 
	The server encountered an unexpected condition that prevented it from fulfilling the request.

	GET, POST, PUT, PATCH, DELETE

	
	ProblemDetails
	1
	503 Service Unavailable 
	The server is unable to handle the request.

	GET, POST, PUT, PATCH, DELETE

	NOTE 1:	In addition to the above response codes, the SCEF can also send other valid HTTP response codes, if applicable. The list of all valid HTTP response codes can be found in HTTP Status Code Registry at IANA [6].
NOTE 2:	The MIME media type that shall be used within the related Content-Type header field is "application/problem+json", as defined in IETF RFC 94577807 [8].
NOTE 3:	The information about which provided parameters are out of range shall be provided in the "invalidParams" attribute of the "ProblemDetails" structure for the API of network parameter configuration.
NOTE 4:	More information may be provided in the "detail" attribute of the "ProblemDetails" structure.



The protocol and application errors in clause 5.2.7.2 of 3GPP TS 29.500 [44] are applicable for above status codes for the APIs defined in the present specification. Specific errors are contained in the related API definition for each API.


*** End of Changes ***

