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The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[3]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[4]	3GPP TS 23.288: "Architecture enhancements for 5G System (5GS) to support network data analytics services".
[5]	3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".
[6]	3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".
[7]	IETF RFC 75409113: "Hypertext Transfer Protocol Version 2 (HTTP/2)".
[8]	OpenAPI: "OpenAPI Specification Version 3.0.0", https://spec.openapis.org/oas/v3.0.0.
[9]	IETF RFC 8259: "The JavaScript Object Notation (JSON) Data Interchange Format".
[10]	IETF RFC 7807: "Problem Details for HTTP APIs".
[11]	3GPP TR 21.900: "Technical Specification Group working methods".
[12]	3GPP TS 29.523: "5G System; Policy Control Event Exposure Service; Stage 3".
[13]	3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces Stage 3".
[14]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[15]	IETF RFC 6749: "The OAuth 2.0 Authorization Framework".
[16]	3GPP TS 29.510: "5G System; Network Function Repository Services; Stage 3".
[17]	3GPP TS 29.122: "T8 reference point for northbound Application Programming Interfaces (APIs)".
[18]	3GPP TS 29.514: "5G System; Policy Authorization Service; Stage 3".
[19]	3GPP TS 29.520: "5G System; Network Data Analytics Services; Stage 3".
[20]	Void.
[21]	IETF RFC 72309112: "Hypertext Transfer Protocol (HTTP/1.1): Message Syntax and Routing".
[22]	IETF RFC 72319110: "Hypertext Transfer Protocol (HTTP/1.1): Semantics and Content".
[23]	IETF RFC 7232: "Hypertext Transfer Protocol (HTTP/1.1): Conditional Requests"Void.
[24]	IETF RFC 7233: "Hypertext Transfer Protocol (HTTP/1.1): Range Requests"Void.
[25]	IETF RFC 72349111: "Hypertext Transfer Protocol (HTTP/1.1): Caching".
[26]	IETF RFC 7235: "Hypertext Transfer Protocol (HTTP/1.1): Authentication"Void.
[27]	3GPP TS 29.503: "5G System; Unified Data Management Services; Stage 3".
[28]	3GPP TS 26.531: "Data Collection and Reporting; General Description and Architecture".
[29]	3GPP TS 26.501: "5G Media Streaming (5GMS); General description and architecture".
[30]	3GPP TS 26.512: "5G Media Streaming (5GMS); Protocols".
[31]	3GPP TS 29.591: "5G System; Network Exposure Function Southbound Services; Stage 3".
[32]	3GPP TS 23.273: "5G System (5GS) Location Services (LCS); Stage 2".
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Figure 4.2.2.2-1 illustrates the creation of a subscription.


Figure 4.2.2.2-1: Creation of a subscription
To subscribe to event notifications, the NF service consumer shall send an HTTP POST request to the AF with: "{apiRoot}/naf-eventexposure/<apiVersion>/subscriptions" as request URI as shown in step 1 of figure 4.2.2.2-1, and the "AfEventExposureSubsc" data structure as request body.
The "AfEventExposureSubsc" data structure shall include:
-	description of subscribed event information as "eventsSubs" attribute by using one or more "EventsSubs" data;
-	description of the event reporting information as "eventsRepInfo" attribute;
-	a URI where to receive the requested notifications as "notifUri" attribute; 
-	a Notification Correlation Identifier assigned by the NF service consumer for the requested notifications as "notifId" attribute.
The "AfEventExposureSubsc" data may include:
-	a specific Authorization AS provisioned Data Access Profile Identifier as "dataAccProfId" attribute, if the feature "DataAccProfileId" is supported and the subscribed events including "MS_QOE_METRICS", "MS_CONSUMPTION", "MS_NET_ASSIST_INVOCATION", "MS_DYN_POLICY_INVOCATION", and/or "MS_ACCESS_ACTIVITY".
[bookmark: _Hlk119679573]NOTE 1:	The optional Data Access Profile Identifier provisioned by the Authorization AS procedures are specified in clause 5.8 of 3GPP TS 26.531 [28].
The "EventsSubs" data shall include:
-	a event to subscribe as a "event" attribute; and
-	event filter information as "eventFilter" attribute associated with the event.
The "eventsRepInfo" attribute may include:
-	event notification method (periodic, one time, on event detection) as "notifMethod" attribute; 
-	Maximum Number of Reports as "maxReportNbr" attribute; 
-	Monitoring Duration as "monDur" attribute;
-	repetition period for periodic reporting as "repPeriod" attribute;
-	immediate reporting indication as "immRep" attribute;
-	sampling ratio as "sampRatio" attribute;
-	partitioning criteria for partitioning the UEs before performing sampling as "partitionCriteria" attribute if the EneNA feature is supported;
-	group reporting guard time as "grpRepTime" attribute;
-	a notification flag as "notifFlag" attribute if the EneNA feature is supported; and/or
-	notification muting exception instructions within the "notifFlagInstruct" attribute, if the EnhDataMgmt feature is supported and the "notifFlag" attribute is provided and set to "DEACTIVATE".
The "eventFilter" shall include:
-	identification of target UE(s) to which the subscription applies via :
1)	identification of individual UE(s) via "gpsis" attribute or "supis" attribute; or
2)	identification of group(s) of UE(s) via "exterGroupIds" attribute or "interGroupIds" attribute; or
3)	identification of any UE via "anyUeInd" attribute; or
4)	identification of a UE with a specific IP address via the "ueIpAddr" attribute;
NOTE 2:	It is assumed that the AF is provisioned with the list of UE IDs (GPSIs or SUPIs) belonging to an External or Internal Group ID.
Depending on the event type:
-	if the feature "ServiceExperience" is supported and the event is "SVC_EXPERIENCE", the "eventFilter" attribute may provide:
1)	identification of application to which the subscription applies via "appIds" attribute;
2)	an area of interest via "locArea" attribute.
-	if the feature "Exceptions" is supported and the event is "EXCEPTIONS", the "eventFilter" attribute may provide:
1)	identification of application to which the subscription applies via "appIds" attribute;
2)	an area of interest via "locArea" attribute;
-	if the feature "UeCommunication" is supported and the event is "UE_COMM", the "eventFilter" attribute may provide:
1)	identification of application to which the subscription applies via "appIds" attribute;
2)	an area of interest via "locArea" attribute.
-	if the feature "UeMobility" is supported and the event is "UE_MOBILITY", the "eventFilter" attribute may provide:
1)	identification of application to which the subscription applies via "appIds" attribute;
2)	an area of interest via "locArea" attribute.
-	if the feature "UserDataCongestion" is supported and the event is "USER_DATA_CONGESTION", the "eventFilter" attribute may provide:
1)	identification of application to which the subscription applies via "appIds" attribute;
2)	an area of interest via "locArea" attribute.
-	if the feature "PerformanceData" is supported and the event is "PERF_DATA", the "eventFilter" attribute may provide:
1)	identification of application to which the subscription applies via "appIds" attribute;
2)	an area of interest via "locArea" attribute.
-	if the feature "CollectiveBehaviour" is supported and the event is "COLLECTIVE_BEHAVIOUR", the "eventFilter" attribute may provide:
1)	collective attributes information via "collAttrs" attribute;
2)	an area of interest via "locArea" attribute.
-	if the feature "Dispersion" is supported and the event is "DISPERSION", the "eventFilter" attribute may provide:
1)	identification of application to which the subscription applies via "appIds" attribute;
2)	an area of interest via "locArea" attribute.
-	if the feature "MSQoeMetrics" is supported and the event is "MS_QOE_METRICS", the "eventFilter" attribute may provide:
1)	identification of application to which the subscription applies via "appIds" attribute;
2)	an area of interest via "locArea" attribute.
-	if the feature "MSConsumption" is supported and the event is "MS_CONSUMPTION", the "eventFilter" attribute may provide:
1)	identification of application to which the subscription applies via "appIds" attribute;
2)	an area of interest via "locArea" attribute.
-	if the feature "MSNetAssInvocation" is supported and the event is "MS_NET_ASSIST_INVOCATION", the "eventFilter" attribute may provide:
1)	identification of application to which the subscription applies via "appIds" attribute;
2)	an area of interest via "locArea" attribute.
-	if the feature "MSDynPolicyInvocation" is supported and the event is "MS_DYN_POLICY_INVOCATION", the "eventFilter" attribute may provide:
1)	identification of application to which the subscription applies via "appIds" attribute;
2)	an area of interest via "locArea" attribute.
-	if the feature "MSAccessActivity" is supported and the event is "MS_ACCESS_ACTIVITY", the "eventFilter" attribute may provide:
1)	identification of application to which the subscription applies via "appIds" attribute;
2)	an area of interest via "locArea" attribute.
-	if the feature "DataVolTransferTime" is supported and the event is "E2E_DATA_VOL_TRANS_TIME", the "eventFilter" attribute may provide:
1)	identification of application to which the subscription applies via "appIds" attribute;
2)	an area of interest via "locArea" attribute.
If the AF cannot successfully fulfil the received HTTP POST request due to an internal error or an error in the HTTP POST request, the AF shall send the HTTP error response as specified in clause 5.7.
Upon successful reception of the HTTP POST request with "{apiRoot}/naf-eventexposure/<apiVersion>/subscriptions" as request URI and "AfEventExposureSubsc" data structure as request body, the AF shall create a new "Individual Application Event Subscription" resource, store the subscription and send an HTTP "201 Created" response as shown in step 2 of figure 4.2.2.2-1, containing:
-	a Location header field; and
-	an "AfEventExposureSubsc" data type in the  payload bodycontent.
The Location header field shall contain the URI of the created individual application session context resource i.e. "{apiRoot}/naf-eventexposure/<apiVersion>/subscriptions/{subscriptionId}".
The "AfEventExposureSubsc" data type payload body  content shall contain the representation of the created "Individual Application Event Subscription".
When the "monDur" attribute is included in the response by the AF, it represents AF selected expiry time that is equal or less than the expiry time received in the request.
When the "immRep" attribute is included and sets to "true" in the subscription and the subscribed events are available, the AF shall include the reports of the events subscribed, if available, in the HTTP POST response.
When the sampling ratio as, "sampRatio" attribute, is included in the subscription without a "partitionCriteria" attribute, the AF shall select a random subset of UEs among the target UEs according to the sampling ratio and only report the event(s) related to the selected subset of UEs. If the "partitionCriteria" attribute is additionally included, then the AF shall first partition the UEs according to the value of the "partitionCriteria" attribute and then select a random subset of UEs from each partition according to the sampling ratio and only report the event(s) related to the selected subsets of UEs.
When the group reporting guard time as the "grpRepTime" attribute is included in the subscription, the AF shall accumulate all the event reports for the target UEs until the group reporting guard time expires. Then the AF shall notify the NF service consumer using the Naf_EventExposure_Notify service operation, as described in clause 4.2.4.2.
When the "notifFlag" attribute is included and set to "DEACTIVATE" in the request, the AF shall mute the event notification and store the available events until the NF service consumer requests to retrieve them by setting the "notifFlag" attribute to "RETRIEVAL" or until a muting exception occurs (e.g. full buffer). When a muting exception occurs, the AF may consider the contents of the "notifFlagInstruct" attribute (if provided) and/or local configuration to determine its actions.
If the EnhDataMgmt feature is supported and the AF accepts the muting instructions provided in the "notifFlag" and/or the "notifFlagInstruct" attributes, it may indicate the applied muting notification settings within the "mutingSetting" attribute in the response. If the AF does not accept the muting instructions provided in the "notifFlag" and/or the "notifFlagInstruct" attributes, it shall send an HTTP "403 Forbidden" error response including the "cause" attribute set to "MUTING_INSTR_NOT_ACCEPTED".
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If the AF is untrusted, support of HTTP/1.1 (IETF RFC 72309112 [21], IETF RFC 91107231 [22], IETF RFC 7232 [23], IETF RFC 7233 [24], and IETF RFC 91117234 [25] and IETF RFC 7235 [26]) over TLS is mandatory and support of HTTP/2 (IETF RFC 75409113 [7]) over TLS is recommended. TLS shall be used as specified in clause 12.3 and clause 13.1 of 3GPP TS 33.501 [14].
If the AF is trusted, HTTP/2, IETF RFC 75409113 [7], shall be used as specified in clause 5.2 of 3GPP TS 29.500 [5].
HTTP/2 shall be transported as specified in clause 5.3 of 3GPP TS 29.500 [5].
The OpenAPI [8] specification of HTTP messages and content bodies for the Naf_EventExposure is contained in Annex A.
* * * * End of changes * * * *
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