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[bookmark: _Toc48930850][bookmark: _Toc49376099][bookmark: _Toc56501548][bookmark: _Toc101349995]*************** Start of the Change ****************
8a.2.x	5G ProSe UE-to-UE relay direct link security establishment procedure
[bookmark: _Toc138361252]8a.2.x.1	General
The purpose of the 5G ProSe UE-to-UE relay direct link security establishment procedure is for the target 5G ProSe end UE to establish the security between the 5G ProSe UE-to-UE relay UE and the target 5G ProSe end UE.
This procedure is triggered when the target 5G ProSe end UE receives the PROSE DIRECT LINK ESTABLISHMENT REQUEST message from the 5G ProSe UE-to-UE relay UE and the Network Assistance Security Indicator associated with the received relay service code indicates the security procedures with network assistance are required.
8a.2.x.2	5G ProSe UE-to-UE relay direct link security establishment procedure initiation by initiating UE
The initiating UE shall meet the following pre-conditions before initiating this procedure:
a) the PROSE DIRECT LINK ESTABLISHMENT REQUEST message is received;
b) the initiating UE acting as the target 5G ProSe end UE is authorized to use a 5G ProSe UE-to-UE relay UE in the registered PLMN or local PLMN;
c) the Network Assistance Security Indicator associated with the received relay service code indicates the security procedures with network assistance are required.
The UE shall initiate the 5G ProSe UE-to-UE relay direct link security establishment procedure by sending the PROSE DIRECT LINK SECURITY ESTABLISHMENT REQUEST message. The initiating UE:
a)	shall include:
1)	a Nonce_1, if the security procedure over control plane is used as specified in 3GPP TS 33.503 [34]; or
2)	a KNRP freshness parameter 1, if the security procedure over user plane is used as specified in 3GPP TS 33.503 [34];
	set to the 128-bit nonce value generated by the initiating UE for the purpose of session key establishment over this 5G ProSe direct link if the UE PC5 unicast signalling integrity protection policy is set to "Signalling integrity protection required" or "Signalling integrity protection preferred";
b)	shall include its UE security capabilities indicating the list of algorithms that the initiating UE supports for the security establishment of this 5G ProSe direct link;
c)	shall include the MSB of KNRP-sess ID chosen by the initiating UE as specified in 3GPP TS 33.503 [34] if the UE PC5 unicast signalling integrity protection policy is set to "Signalling integrity protection required" or "Signalling integrity protection preferred";
d)	shall include its UE PC5 unicast signalling security policy. The Signalling integrity protection policy shall be set to "Signalling integrity protection required";
e)	shall include the Relay service code IE set to the relay service code indicating the connectivity service requested by the source 5G ProSe end UE;
f)	shall include the UTC-based counter LSB set to the four least significant bits of the UTC-based counter;
g)	shall include the UE identity IE set to the SUCI of the initiating UE if:
1)	the 5G ProSe direct link establishment procedure is for direct communication between the target 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE; and
2)	the security for 5G ProSe UE-to-UE relay uses the security procedure over control plane and the initiating UE does not have a valid CP-PRUK as specified in 3GPP TS 33.503 [34], or, the security for 5G ProSe UE-to-UE relay uses the security procedure over user plane and the initiating UE does not have a valid UP-PRUK as specified in 3GPP TS 33.503 [34];
h)	shall include the User security key ID IE set to:
1)	UP-PRUK ID of the initiating UE if:
i)	the 5G ProSe direct link establishment procedure is for direct communication between the target 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE;
ii)	the initiating UE has a valid UP-PRUK; and
iii)	the security for 5G ProSe UE-to-UE relay uses the security procedure over user plane as specified in 3GPP TS 33.503 [34]; or
2)	CP-PRUK ID of the initiating UE that is associated with the relay service code of the target UE if:
i)	the 5G ProSe direct link establishment procedure is for direct communication between the target 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE;
ii)	the initiating UE has a valid CP-PRUK is associated with the relay service code of the target UE; and
iii)	the security for 5G ProSe UE-to-UE relay uses the security procedure over control plane as specified in 3GPP TS 33.503 [34];
i)	shall include the HPLMN ID of the initiating UE, if the UP-PRUK ID of the initiating UE is included and is not in NAI format (see 3GPP TS 33.503 [34]); 
j)	shall include the MIC IE set to the calculated MIC value as specified in 3GPP TS 33.503 [34] if the 5G ProSe UE-to-UE relay UE and the target 5G ProSe end UE has the DUIK.
Editor’s note:	How to set the layer-2 ID of the PROSE DIRECT LINK SECUIRTY ESTABLISHMENT REQUEST message is FFS.
Editor’s note:	The retransmission timer of PROSE DIRECT LINK SECURITY ESTABLISHMENT REQUEST message is FFS.


Figure 8a.2.x.2.1: 5G ProSe direct link security establishment procedure
8a.2.x.3	5G ProSe UE-to-UE relay direct link security establishment procedure accepted by the target UE
Upon receipt of a PROSE DIRECT LINK SECURITY ESTABLISHMENT REQUEST message, the target UE shall verify the MIC field in the received PROSE DIRECT LINK SECURITY ESTABLISHMENT REQUEST with the DUIK, if any, and decrypts the encrypted:
a)	relay service code; and
b)	UP-PRUK ID or CP-PRUK ID, if received,
using the DUCK, or DUSK with the associated encrypted bitmask used for 5G ProSe UE-to-UE relay discovery (see clause 6.6.3.1 of 3GPP TS 33.503 [34]) and verifies if the relay service code matches with the one that the target UE has sent in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message.
NOTE 1:	If the UE is neither configured with DUCK nor DUSK, the relay service code and the UP-PRUK ID or CP-PRUK ID are not encrypted.
If the target UE is authorized to act as the 5G ProSe UE-to-UE relay UE and is in NG-RAN coverage, the target UE shall proceed with either:
a)	the authentication and key agreement procedure as specified in clause 5.5.4 of 3GPP TS 24.501 [11] if the security procedure over control plane as specified in 3GPP TS 33.503 [34] is used; or
b)	the key request procedure as specified in clause 8.2.10.2.4 if the security procedure over user plane as specified in 3GPP TS 33.503 [34] is used;
and shall initiate 5G ProSe direct link security mode control procedure as specified in clause 7.2.10.
The target UE shall:
a)	if the security procedure over control plane as specified in 3GPP TS 33.503 [34] is used, request a new KNR_ProSe according to the security procedure over user plane as specified in 3GPP TS 33.503 [34]; or
b)	if the security procedure over user plane as specified in 3GPP TS 33.503 [34] is used, request a new KNRP according to the security procedure over user plane.
NOTE 2:	How many times the 5G ProSe direct link authentication procedure needs to be performed to derive a new KNRP depends on the authentication method used.
After a new KNRP was derived or after a new KNRP or KNR_ProSe is received, the target UE shall initiate a 5G ProSe direct link security mode control procedure as specified in clause 7.2.10. The target UE determines whether the PROSE DIRECT LINK SECURITY ESTABLISHMENT REQUEST message can be accepted or not based on the result of the 5G ProSe direct link security mode control procedure.
If the target UE accepts the 5G ProSe direct link security establishment procedure, the target UE shall create a PROSE DIRECT LINK SECURITY ESTABLISHMENT ACCEPT message and pass the message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication.
Editor’s note:	The content of PROSE DIRECT LINK SECURITY ESTABLISHMENT ACCEPT message is FFS.
8a.2.x.4	5G ProSe UE-to-UE relay direct link security establishment procedure completion by the initiating UE
For each of the PROSE DIRECT LINK SECURITY ESTABLISHMENT ACCEPT message received, the initiating UE shall create a PROSE DIRECT LINK ESTABLISHMENT ACCEPT message as specified in clause 7.2.2.4. 
8a.2.x.5	5G ProSe UE-to-UE relay direct link security establishment procedure not accepted by the target UE
If the PROSE DIRECT LINK SECUIRTY ESTABLISHMENT REQUEST message cannot be accepted, the target UE shall send a PROSE DIRECT LINK SECURITY ESTABLISHMENT REJECT message. The PROSE DIRECT LINK SECURITY ESTABLISHMENT REJECT message contains a PC5 signalling protocol cause IE set to one of the following cause values:
#6		Authentication failure
#7		Integrity failure
#13	congestion situation;
#15	security procedure failure of 5G ProSe UE-to-UE relay;
#111	protocol error, unspecified.
If the target UE acting as the 5G ProSe UE-to-UE relay UE is under congestion, 
the target UE shall send a PROSE DIRECT LINK SECURITY ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #13 "congestion situation". The target UE may provide a back-off timer value to the initiating UE in the PROSE DIRECT LINK SECURITY ESTABLISHMENT REJECT message. 
If the 5G ProSe direct link security establishment procedurefails due to a failure in the security procedure over control plane or security procedure over user plane as specified in 3GPP TS 33.503 [34], the target UE shall send a PROSE DIRECT LINK SECURITY ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #15 "security procedure failure of 5G ProSe UE-to-UE relay". The target UE shall provide the EAP message if received from the network according to the security procedure over control plane as specified in 3GPP TS 33.503 [34].
If the 5G ProSe direct link security establishment procedure fails due to other reasons, the target UE shall send a PROSE DIRECT LINK SECURITY ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #111 "protocol error, unspecified".
After sending the PROSE DIRECT LINK SECURITY ESTABLISHMENT REJECT message, the target UE shall provide the following information along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication to the lower layer:
a)	an indication of deactivation of the PC5 unicast security protection and deletion of security context for the 5G ProSe direct link, if applicable.
After receiving the PROSE DIRECT LINK SECURITY ESTABLISHMENT REJECT message, the initiating UE shall provide the following information along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication to the lower layer:
a)	an indication of deactivation of the PC5 unicast security protection and deletion of security context for the 5G ProSe direct link, if applicable.
8a.2.x.6	Abnormal cases
[bookmark: _Toc68196220][bookmark: _Toc59208892][bookmark: _Toc51951138][bookmark: _Toc45882588][bookmark: _Toc45282202][bookmark: _Toc34404374][bookmark: _Toc34388603][bookmark: _Toc25070688][bookmark: _Toc138361002]8a.2.x.6.1	Abnormal cases at the initiating UE
If the need to establish a link no longer exists before the procedure is completed, the initiating UE shall abort the procedure.
When the initiating UE aborts the 5G ProSe direct link security establishment procedure, the initiating UE shall provide the following information along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication to the lower layer:
a)	an indication of deactivation of the PC5 unicast security protection and deletion of security context for the 5G ProSe direct link, if applicable.
8a.2.x.6.2	Abnormal cases at the target UE
After the target UE decrypts the encrypted relay service code using the DUIK, DUSK, or DUCK with the associated encrypted bitmask used for 5G ProSe UE-to-UE relay discovery, if the relay service code does not match with the one that the target UE has sent during 5G ProSe UE-to-UE relay discovery procedure, then the target UE shall abort the 5G ProSe direct link security establishment procedure.
If the PROSE DIRECT LINK SECURITY ESTABLISHMENT message is integrity protected and the integrity verification of the message fails at the target UE, then the target UE shall abort the 5G ProSe direct link security establishment procedure.
*************** End of the Change ****************
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