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[bookmark: _Toc130814709][bookmark: _Toc67682073][bookmark: _Toc45029300][bookmark: _Toc45028465][bookmark: _Toc36457547][bookmark: _Toc27585540][bookmark: _Toc11338825]* * * First Change * * * *
[bookmark: _Toc35971377][bookmark: _Toc510696585][bookmark: _Toc145953033][bookmark: _Toc122090686][bookmark: _Toc98142546][bookmark: _Toc130845028][bookmark: _Toc122015865][bookmark: _Toc51922808][bookmark: _Toc51922389][bookmark: _Toc45030029][bookmark: _Toc35935809][bookmark: _Toc34804238][bookmark: _Toc26202523][bookmark: _Toc18853083][bookmark: _Toc22141074][bookmark: _Toc22624276][bookmark: _Toc26202337]5	Services offered by the 5G PKMF
[bookmark: _Toc145953034][bookmark: _Toc122090687][bookmark: _Toc98142547][bookmark: _Toc35971378][bookmark: _Toc510696586]5.1	Introduction
The table 5.1-1 shows the 5G PKMF Services and 5G PKMF Service Operations:
Table 5.1-1: List of 5G PKMF Services
	Service Name
	Service Operations
	Operation
Semantics
	Example Consumer(s)

	Npkmf_PKMFKeyRequest
	ProseKey
	Request/Response
	5G PKMF

	Npkmf_ResolveRemoteUserId
	Retrieve
	Request/Response
	SMF, 5G PKMF



Table 5.1-2 summarizes the corresponding APIs defined for this specification.
Table 5.1-2: API Descriptions
	Service Name
	Clause
	Description
	OpenAPI Specification File
	apiName
	Annex

	Npkmf_PKMFKeyRequest
	6.1
	PKMF Key Request Service
	TS29559_Npkmf_PKMFKeyRequest.yaml
	npkmf-keyrequest
	A.2

	Npkmf_ResolveRemoteUserId
	6.2
	PKMF Resolve Remote User ID Service
	TS29559_Npkmf_UserId.yaml
	npkmf-userid
	A.3




 * * * Next Change * * * *
[bookmark: _Toc145953035][bookmark: _Toc122090688][bookmark: _Toc98142548][bookmark: _Toc35971379][bookmark: _Toc510696587]5.2	Npkmf_PKMFKeyRequest Service
[bookmark: _Toc145953036][bookmark: _Toc122090689][bookmark: _Toc98142549][bookmark: _Toc35971380][bookmark: _Toc510696588]5.2.1	Service Description
This service enables an NF (i.e. another 5G PKMF in another PLMN) to request information related to 5G ProSe keying. The following are the key functionalities of this NF service.
-	Provide 5G ProSe related keying material
[bookmark: _Toc145953037][bookmark: _Toc122090690][bookmark: _Toc98142550][bookmark: _Toc35971381][bookmark: _Toc510696589]5.2.2	Service Operations
[bookmark: _Toc145953038][bookmark: _Toc122090691][bookmark: _Toc98142551][bookmark: _Toc35971382][bookmark: _Toc510696590]5.2.2.1	Introduction
[bookmark: _Toc35971383][bookmark: _Toc510696591][bookmark: _Toc145953039][bookmark: _Toc122090692][bookmark: _Toc98142552]5.2.2.2	ProseKey
[bookmark: _Toc145953040][bookmark: _Toc122090693][bookmark: _Toc98142553][bookmark: _Toc35971384][bookmark: _Toc510696592]5.2.2.2.1	General
The ProseKey service operation is invoked by a NF Service Consumer, i.e. another 5G PKMF in another PLMN, towards the 5G PKMF to retrieve the keying material related to 5G ProSe.
The ProseKey service operation is used during the following procedure:
-	PC5 security establishment for 5G ProSe UE-to-Network relay communication over User Plane (see 3GPP TS 33.503 [4], clause 6.3.3.2.2)
The NF Service Consumer (i.e. another 5G PKMF in another PLMN) shall retrieve the 5G ProSe related keying material by invoking the "request " custom method on the resource URI of "Prose Keys Collection" resource, see clause 6.1.3.2.4. See also Figure 5.2.2.2.1-1.



Figure 5.2.2.2.1-1 ProseKey service operation
1.	The NF Service Consumer shall send a HTTP POST request to invoke "request" custom method. The payload of the request shall be an object of "ProseKeyReqData" data type.	The payload shall include the Relay Service Code, the KNRP freshness parameter 1, and either the SUCI of the 5G ProSe Remote UE or the UP-PRUK ID.
2a.	On success, the 5G PKMF shall respond with the status code "200 OK". The payload of the response shall be an object of "ProseKeyRspData" data type. They payload shall include the KNRP, the KNRP freshness parameter 2 and optionally the GPI.
2b.	On failure or redirection, one of the HTTP status codes listed in table 6.1.3.2.4.2.2-2 shall be returned. For a 4xx/5xx response, the message body shall contain a ProblemDetails structure with the "cause" attribute set to one of the application errors listed in table 6.1.3.2.4.2.2-2.
3.	[conditional] If synchronization failed when UE processes the authentication challenge in the GPI and a subsequent Key Request is send for resynchronization, the NF Service Consumer shall send a HTTP POST request to invoke "request" custom method. The payload of the request shall be an object of "ProseKeyReqData" data type. The payload shall include the Relay Service Code, the KNRP freshness parameter 1, the information for resynchronization (RAND and AUTS).
4a.	On success, the 5G PKMF shall respond with the status code "200 OK". The payload of the response shall be an object of "ProseKeyRspData" data type. They payload shall include the KNRP, the KNRP freshness parameter 2 and the GPI.
4b.	On failure or redirection, one of the HTTP status codes listed in table 6.1.3.2.4.2.2-2 shall be returned. For a 4xx/5xx response, the message body shall contain a ProblemDetails structure with the "cause" attribute set to one of the application errors listed in table 6.1.3.2.4.2.2-2.

 * * * Next Change * * * *
[bookmark: _Toc145953041][bookmark: _Toc122090061][bookmark: _Toc112771037][bookmark: _Toc67903503]5.3	Npkmf_ResolveRemoteUserId Service
[bookmark: _Toc145953042][bookmark: _Toc122090062][bookmark: _Toc112771038][bookmark: _Toc67903504]5.3.1	Service Description
The Npkmf_ResolveRemoteUserId service enables a NF to request the 5G PKMF to resolve Remote User ID (i.e., UP-PRUK ID) to SUPI.
[bookmark: _Toc145953043][bookmark: _Toc122090063][bookmark: _Toc112771039][bookmark: _Toc67903505]5.3.2	Service Operations
[bookmark: _Toc145953044][bookmark: _Toc122090064][bookmark: _Toc112771040][bookmark: _Toc67903506]5.3.2.1	Introduction
The service operation defined for the Npkmf_ResolveRemoteUserId service is as follows:
-	Retrieve: It allows a consumer NF to get an user’s SUPI from Remote User ID.
[bookmark: _Toc122090065][bookmark: _Toc67903507][bookmark: _Toc112771041][bookmark: _Toc145953045]5.3.2.2	Retrieve
[bookmark: _Toc145953046][bookmark: _Toc122090066][bookmark: _Toc112771042][bookmark: _Toc67903508]5.3.2.2.1	General
The Retrieve service operation is used during the following procedure:
-	PC5 security establishment for 5G ProSe UE-to-Network relay communication over User Plane (see 3GPP TS 33.503 [4], clause 6.3.3.2.2)
The NF Service Consumer (e.g., SMF, 5G PKMF) shall request the 5G PKMF to get the SUPI of a 5G ProSe Remote UE as shown in Figure 5.3.2.2.1-1



Figure 5.3.2.2.1-1: Requesting the SUPI of a ProSe Remote UE
1.	The NF service consumer (e.g., SMF, 5G PKMF) sends a POST request to the resource representing the resolve-id custom operation. The request body shall contain the UP-PRUK ID.
2a.	On success, the 5G PKMF responds with "200 OK" with the message body containing the corresponding SUPI.
2b.	If there is no valid data, HTTP status code "404 Not Found" shall be returned including additional error information in the response body (in the "ProblemDetails" element).
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the POST response body.

 * * * Next Change * * * *
[bookmark: _Toc145953059][bookmark: _Toc122090706][bookmark: _Toc98142568][bookmark: _Toc35971401][bookmark: _Toc510696610]6.1.3.2.1	Description
This resource represents the collection of the ProSe Keys managed by the 5G PKMF.
This resource is modelled with the Collection resource archetype (see clause C.2 of 3GPP TS 29.501 [5]).

 * * * Next Change * * * *
[bookmark: _Toc145953064][bookmark: _Toc122090711][bookmark: _Toc98142575][bookmark: _Toc35971408]6.1.3.2.4.2	Operation: request
[bookmark: _Toc145953065][bookmark: _Toc122090712][bookmark: _Toc98142576][bookmark: _Toc35971409][bookmark: _Toc510696618]6.1.3.2.4.2.1	Description
This custom operation requests the keying material related to 5G ProSe in the 5G PKMF.
[bookmark: _Toc145953066][bookmark: _Toc122090713][bookmark: _Toc98142577][bookmark: _Toc35971410][bookmark: _Toc510696619]6.1.3.2.4.2.2	Operation Definition
This operation shall support the request data structures specified in table 6.1.3.2.4.2.2-1 and the response data structure and response codes specified in table 6.1.3.2.4.2.2-2.
Table 6.1.3.2.4.2.2-1: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	ProseKeyReqData
	M
	1
	Representation of the input to request the keying material.



Table 6.1.3.2.4.2.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	ProseKeyRspData
	M
	1
	200 OK
	Representation of the successfully requested keying material.

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection.
(NOTE 2)

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection.
(NOTE 2)

	ProblemDetails
	O
	0..1
	403 Not Found
	The "cause" attribute shall be set to one of the following application error:
- UE_NOT_AUTHORIZED
See table 6.1.7.3-1 for the description of these errors.

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute shall be set to one of the following application error:
- UE_NOT_FOUND
See table 6.1.7.3-1 for the description of these errors.

	NOTE1:	The manadatory HTTP error status code for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [5] also apply.
NOTE 2:	RedirectResponse may be inserted by an SCP, see clause 6.10.9.1 of 3GPP TS 29.500 [4].



Table 6.1.3.2.4.2.2-3: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same 5G PKMF or 5G PKMF (service) set.
For the case, when a request is redirected to the same target resource via a different SCP, see clause 6.10.9.1 in 3GPP TS 29.500 [4].

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target 5G PKMF (service) instance ID towards which the request is redirected



Table 6.1.3.2.4.2.2-4: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same 5G PKMF or 5G PKMF (service) set.
For the case, when a request is redirected to the same target resource via a different SCP, see clause 6.10.9.1 in 3GPP TS 29.500 [4].

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target 5G PKMF (service) instance ID towards which the request is redirected




 * * * Next Change * * * *
[bookmark: _Toc145953074][bookmark: _Toc122090721][bookmark: _Toc98142596][bookmark: _Toc35971432][bookmark: _Toc510696637]6.1.6.2.3	Type: ProseKeyRspData
Table 6.1.6.2.3-1: Definition of type ProseKeyRspData
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	knrp
	Knrp
	M
	1
	This IE shall carry the KNRP derived by the 5G PKMF.
	

	knrpFreshness2
	KnrpFreshnessParameter2
	M
	1
	This IE shall carry the KNRP Freshness Parameter 2 generated by the 5G PKMF.
	

	gpi
	Gpi
	C
	0..1
	This IE shall be present if GPI is generated or requested.

When present, this IE shall carry the GPI.
	



 * * * Next Change * * * *
[bookmark: _Toc145953083][bookmark: _Toc122090730][bookmark: _Toc98142611][bookmark: _Toc35971446]6.1.7.3	Application Errors
The application errors defined for the Npkmf_PKMFKeyRequest service are listed in Table 6.1.7.3-1.
Table 6.1.7.3-1: Application errors
	Application Error
	HTTP status code
	Description

	UE_NOT_AUTHORIZED
	403 Forbidden
	The UE is not authorized for the requested service.


	UE_NOT_FOUND
	404 Not Found
	The UE indicated by the SUCI or related to the UP-PRUK ID is not found in the 5G PKMF.





 * * * Next Change * * * *
[bookmark: _Toc145953099]6.2.4.2	Operation: resolve-id
[bookmark: _Toc145953100][bookmark: _Toc67903533][bookmark: _Toc35971416][bookmark: _Toc510696625]6.2.4.2.1	Description
This custom operation is used by the NF service consumer (e.g., SMF, 5G PKMF) to request to resolve ProSe Remote User ID (i.e., UP-PRUK) to SUPI.
The URI of this custom operation is: {apiRoot}/npkmf-userid/<apiVersion>/resolve-id
[bookmark: _Toc145953101][bookmark: _Toc67903534][bookmark: _Toc35971417][bookmark: _Toc510696626]6.2.4.2.2	Operation Definition
This operation shall support the response data structures and response codes specified in tables 6.2.4.2.2-1 and 6.2.4.2.2-2.
Table 6.2.4.2.2-1: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	ResolveRequest
	M
	1
	Resolve Request data.



Table 6.2.4.2.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	ResolveResponse
	M
	1
	200 OK
	Upon success, the response data contain the SUPI of the ProSe Remote UE.

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. 
(NOTE 2)

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. 
(NOTE 2)

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to indicate one of the following application errors:
- USER_NOT_FOUND
See table  6.2.7.3-1 for the description of these errors.

	NOTE 1:	The manadatory HTTP error status code for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [5] also apply.
NOTE 2:	RedirectResponse may be inserted by an SCP, see clause 6.10.9.1 of 3GPP TS 29.500 [5].



Table 6.2.4.2.2-3: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same 5G PKMF or 5G PKMF (service) set.
For the case, when a request is redirected to the same target resource via a different SCP, see clause 6.10.9.1 in 3GPP TS 29.500 [5].

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target 5G PKMF (service) instance ID towards which the request is redirected



Table 6.2.4.2.2-4: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same 5G PKMF or 5G PKMF (service) set.
For the case, when a request is redirected to the same target resource via a different SCP, see clause 6.10.9.1 in 3GPP TS 29.500 [5].

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target 5G PKMF (service) instance ID towards which the request is redirected




 * * * End of Changes * * * *
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