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[bookmark: _Toc119934281][bookmark: _Toc138320450]* * * * Start of changes * * * *
[bookmark: _Toc85718333][bookmark: _Toc510696593][bookmark: _Toc35971385][bookmark: _Toc63347612][bookmark: _Toc67927725][bookmark: _Toc94004601][bookmark: _Toc94004817][bookmark: _Toc138686238]4.2.2.2.2	Authentication and Authorization of the UAV
The Naf_Authentication_AuthenticateAuthorize service operation is invoked by an NF Service Consumer (e.g. an NEF (UAS-NF)) towards the USS, when UUAA-MM is done during 5GS registration, UUAA-SM is done during PDU session establishment, or for authorization for C2 communication over Uu interface or Direct C2 communication over PC5 interface (see TS 23.256 [14]). 
The NF Service Consumer (e.g. the NEF (UAS-NF)) shall send the authentication message to USS by sending the HTTP POST request towards the "request-auth" resource as shown in Figure 4.2.2.2.2-1.


Figure 4.2.2.2.2-1: AuthenticateAuthorize Service Operation
1.	The NF Service Consumer shall send a POST request to the resource with a UAVAuthInfo object in the request body. The UAVAuthInfo data type shall include:
-	"gpsi" attribute that carries the GPSI (in the format of External Identifier) of the UAV;
-	"serviceLevelId" attribute that carries the Service Level Device Identity of the UAV;
The UAVAuthInfo data type may include
-	"uavLocInfo" attribute that provides the UAV location;
-	"notifyUri" attribute that provides the notification URI to receive notifications related to reauthentication, reauthorization or revocation triggered by the USS, which shall be present in the initial request;
-	"notifyCorrId" attribute that represents the notification correlation ID and this attribute shall be present when the "notifyUri" attribute is provided;
-	"authMsg" attribute that contains the authentication message based on the authentication method used, which is present in the intermediate round-trip messages and not in initial request. This attribute is deprecated; the attribute "authContainer" should be used instead.
-	"AuthContainer" data type that contains the AA related data provided by the UE (see TS 23.256 [14]). This attribute deprecates "authMsg" attribute and may contain:
-	"authMsgType" attribute that indicates the type of the AA message payload;
-	"authMsgPayload" attribute that carries the AA message payload;
NOTE 1:	The "authResult" attribute will not be present within the AuthContainer data type, when included within the request sent to USS. 
In case of UUAA-SM procedure, the UAVAuthInfo data type may also include:
-	"ipAddr" attribute that carries the IP Address associated with the PDU session; and
-	"pei" attribute that carries the PEI of the UAV.
2a.	If the HTTP request message from the NF service consumer is accepted, the USS shall respond with "200 OK" status code with the message body containing the UAVAuthResponse data type in the response body, which shall include "gpsi" attribute.
	If the USS triggers more intermediate round-trip messages, the UAVAuthResponse data shall include a "authMsg" attribute that contains the authentication message or authorization data.
	Otherwise, the UAVAuthResponse data type shall contain the "authResult" attribute. If the UAV is authenticated successfully, the USS shall set the "authResult" attribute to "AUTH_SUCCESS". The "authMsg" and "authResult" attributes are deprecated; the "authContainer" attribute should be used instead. The UAVAuthResponse data type shall include the "authContainer" data type that may include:
-	AA message payload type within "authMsgType" attribute;
-	AA message payload containing the configuration information within "authMsgPayload" attribute;
-	AA result within "authResult" attribute, which is set to either "AUTH_SUCCESS" in case of successful AA procedure or to "AUTH_FAIL" in case of failed AA procedure in the final response of the AA procedure.
NOTE 2:	The absence of "authResult" attribute within "AuthContainer" data type indicates that the AA procedure is ongoing.
-	The "serviceLevelId" attribute containing a new Service Level Device Identity as the authorized Service Level Device Identity to the UAV. 
The UAVAuthResponse data type may also include:
-	the DN authorization profile index within the "authProfIndex" attribute;
-	the DN authorized Session-AMBR within the "authSessAmbr" attribute.
2b.	If the USS cannot successfully fulfil the received HTTP POST request due to an internal error or an error in the HTTP POST request, the USS shall send the HTTP error response as specified in clause 5.1.7. 
	If the UAV authentication is failed, the USS shall reject the request with an HTTP "403 Forbidden" response message including the "cause" attribute of the ProblemDetailsAuthenticateAuthorize data structure set to "FAILED_AUTH". The USS shall also include an indication of "uasResRelInd" attribute in the ProblemDetailsAuthenticateAuthorize data type to indicate if an UAS service related network resource can be released or not, during re-authentication failure, when the service operation is used during Re-authentication procedure.
If the USS determines the received HTTP POST request needs to be redirected, the USS shall send an HTTP redirect response as specified in clause 5.2.10 of TS 29.122 [16].
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