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	Reason for change:
	Add an exemption for congestion control for MPS priority UEs for WLAN EPC access.

The following stage 2 requirements are supported by this CR:
TS 23.402 § 4.5.9.2:
In the case of WLAN access, MPS shall be exempted from overload controls up to the point where further exemptions cause network instability. 


	
	

	Summary of change:
	First change:
Add the statement in the 3GPP AAA server procedures clause to exempt a UE configured for MPS priority from congestion control.

Second change:
Add the statement in the ePDG procedures clause to exempt a UE configured for MPS priority from congestion control.

Third change:
Adds general overload procedure to the ePDG UE initiated tunnel modification clause to support TS 23.402§4.5.9.2.


	
	

	Consequences if not approved:
	MPS UEs will not have priority access on EPC connected untrusted WLANs during congestion.


	
	

	Clauses affected:
	[bookmark: _GoBack]6.4.3.5.2, 7.4.1.2, 7.4.2.2

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	


[bookmark: _Toc20154280][bookmark: _Toc27727256][bookmark: _Toc45203714][bookmark: _Toc74580785]***** First change *****
[bookmark: _Toc20154307][bookmark: _Toc27727283][bookmark: _Toc45203741][bookmark: _Toc123577788]6.4.3.5.2	Usage of single-connection mode (SCM)
If 
-	the 3GPP AAA server supports SCM;
-	the EAP-Response/AKA'-Challenge message includes the AT_TWAN_CONN_MODE attribute as described in clause 8.2.7.1 wherein the message field as described in clause 8.1.4.1 contains the message type field indicating SCM_REQUEST; and
-	the authentication was successful;
then the 3GPP AAA server:
-	if the ATTACHMENT_TYPE item according to clause 8.1.4.4 indicating an emergency attach, or an emergency handover is included in the item list field of the message field, shall identify that the attach is for emergency services; and
-	shall trigger the TWAN to establish the connectivity of the requested connectivity type according to 3GPP TS 23.402 [6]. 
If:
-	the 3GPP AAA server authorizes the requested connectivity; and
-	the EAP-Response/AKA'-Challenge message includes the AT_RESULT_IND attribute;
then the 3GPP AAA server shall invoke an EAP-Request/AKA'-Notification dialogue. The 3GPP AAA server shall construct the EAP-Request/AKA'-Notification message as follows:
a)	indicate success in the AT_NOTIFICATION attribute; and
b)	include the AT_TWAN_CONN_MODE attribute described in clause 8.2.7.1. In the message field according to clause 8.1.4.1 of the AT_TWAN_CONN_MODE attribute, the 3GPP AAA server shall:
1)	set the message type field to SCM_RESPONSE; and
2)	in the item list field:
A)	include a CONNECTIVITY_TYPE item as described in clause 8.1.4.3 indicating the authorized connectivity type. Only one connectivity type is indicated; and
B)	if a PDN connection was authorized:
i)	if the initial attach, or the handover attach is requested, include an APN item according to clause 8.1.4.5 indicating the APN of the authorized PDN connection;
ii)	include a PDN_TYPE item according to clause 8.1.4.6 indicating the PDN type(s) selected in the authorized PDN connection;
iii)	if the 3GPP AAA server wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the UE, include a PROTOCOL_CONFIGURATION_OPTIONS item according to clause 8.1.4.9;
iv)	if an IPv4 address is allocated to the UE for the PDN connection, include a IPV4_ADDRESS item according to clause 8.1.4.11;
v)	if an IPv6 interface identifier is allocated to the UE for the PDN connection, include a IPV6_INTERFACE_IDENTIFIER item according to clause 8.1.4.12; and
vi)	include a TWAG_UP_MAC_ADDRESS item according to clause 8.1.4.14.
[bookmark: _Hlk140502462][bookmark: _Hlk140497757][bookmark: aaa]If the UE is a UE configured for high priority access as specified in clause 6.4.2.3, if allowed by operator policy, the 3GPP AAA server shall not deny the authorization for the requested connectivity due to a #26 "Insufficient resources" failure unless doing so would cause system instability.
If the 3GPP AAA server does not authorize the requested connectivity and if:
-	the attach is not for emergency session; or
-	the attach is for emergency session and if the 3GPP AAA server is not configured to accept unauthenticated emergency session over WLAN,
NOTE:	The case where the 3GPP AAA server does not authorize the request but is configured to accept unauthenticated emergency session over WLAN is specified in clause 6.4.3.5.2A.
then the 3GPP AAA server shall invoke an EAP-Request/AKA'-Notification dialogue. The 3GPP AAA server shall construct the EAP-Request/AKA'-Notification message as follows:
a)	indicate failure in the AT_NOTIFICATION attribute; and
b)	include the AT_TWAN_CONN_MODE attribute described in clause 8.2.7.1. In the message field according to clause 8.1.4.1 of the AT_TWAN_CONN_MODE attribute, the 3GPP AAA server shall:
1)	set the message type field to SCM_RESPONSE;
2)	in the item list field, include an ACCESS_CAUSE or CAUSE item according to clause 8.1.4.17 and 8.1.4.10 indicating the cause of failure;
[bookmark: _Hlk140556213][bookmark: _Hlk140562478][bookmark: _Hlk138843588]3)	if the initial attach, or the handover attach is requested, the cause of failure is #26 "Insufficient resources" and a value of backoff timer is to be provided to the UE for the PDN connection, include a Tw1 item according to clause 8.1.4.16. If the UE is a UE configured for high priority access as specified in clause 6.4.2.3, if allowed by operator policy, the 3GPP AAA server shall not include a Tw1 item in the message;
3A)	if the initial attach, or the handover attach is requested, the cause of failure is #38 "Network failure" or #27 "unknown APN" and a value of backoff timer is to be provided to the UE for the PDN connection, include a Tw1 item according to clause 8.1.4.16;
4)	if the 3GPP AAA Server receives DIAMETER_ERROR_USER_NO_NON_3GPP_SUBSCRIPTION sent by the HSS as specified in 3GPP TS 29.273 [17], indicate this to the UE by using "Non-3GPP access to EPC not allowed" value in the ACCESS_CAUSE item;
5)	if the 3GPP AAA Server receives DIAMETER_ERROR_ROAMING_NOT_ALLOWED sent by the HSS as specified in 3GPP TS 29.273 [17], indicate this to the UE by using "PLMN not allowed" value in the ACCESS_CAUSE item;
6)	if the 3GPP AAA Server receives DIAMETER_ERROR_USER_NO_APN_SUBSCRIPTION sent by the HSS as specified in 3GPP TS 29.273 [17], indicate this to the UE by using #27 "Unknown APN" value in the CAUSE item;
7)	if the 3GPP AAA Server receives DIAMETER_ERROR_RAT_TYPE_NOT_ALLOWED sent by the HSS as specified in 3GPP TS 29.273 [17], indicate this to the UE by using #3 "RAT type not allowed" value in the ACCESS_CAUSE item; and
8)	if the 3GPP AAA Server receives DIAMETER_UNABLE_TO_COMPLY sent by HSS as specified in 3GPP TS 29.273 [17], indicate this to the UE by using #38 "Network failure" in the CAUSE item.
[bookmark: _Toc20154415][bookmark: _Toc27727391][bookmark: _Toc45203849][bookmark: _Toc139557302]***** Second change *****
7.4.1.2	Tunnel establishment not accepted by the network
During the tunnel establishment procedures, if the ePDG receives from the AAA Server the Authentication and Authorization Answer message with the Result code IE (as specified in 3GPP TS 29.273 [17]):
a)	DIAMETER_ERROR_USER_NO_NON_3GPP_SUBSCRIPTION, the ePDG shall include, in the IKE_AUTH response message to the UE, a Notify payload with a Private Notify Message Type NON_3GPP_ACCESS_TO_EPC_NOT_ALLOWED as defined in clause 8.1.2;
b)	DIAMETER_ERROR_USER_UNKNOWN, the ePDG shall include, in the IKE_AUTH response message to the UE, a Notify payload with a Private Notify Message Type USER_UNKNOWN as defined in clause 8.1.2;
c)	DIAMETER_AUTHORIZATION_REJECTED, the ePDG shall include, in the IKE_AUTH response message to the UE, a Notify payload with a Private Notify Message Type AUTHORIZATION_REJECTED as defined in clause 8.1.2;
d)	DIAMETER_ERROR_RAT_TYPE_NOT_ALLOWED, the ePDG shall include, in the IKE_AUTH response message to the UE, a Notify payload with a Private Notify Message Type RAT_TYPE_NOT_ALLOWED as defined in clause 8.1.2;
e)	DIAMETER_UNABLE_TO_ COMPLY, the ePDG shall include, in the IKE_AUTH response message to the UE, a Notify payload with a Private Notify Message Type NETWORK_FAILURE as defined in clause 8.1.2 and the ePDG may also include a BACKOFF_TIMER Notify payload of the IKE_AUTH response message;
f)	DIAMETER_ERROR_ROAMING_NOT_ALLOWED, the ePDG shall include, in the IKE_AUTH response message to the UE, a Notify payload with a Private Notify Message Type PLMN_NOT_ALLOWED as defined in clause 8.1.2;
g)	DIAMETER_ERROR_ USER_NO_APN_SUBSCRIPTION, the ePDG shall include, in the IKE_AUTH response message to the UE, a Notify Payload with a Private Notify Message Type NO_APN_SUBSCRIPTION as defined in clause 8.1.2 and the ePDG may also include a BACKOFF_TIMER Notify payload of the IKE_AUTH response message; or
h)	DIAMETER_ERROR_ILLEGAL_EQUIPMENT, the ePDG shall include, in the IKE_AUTH response message to the UE, a Notify payload with a Private Notify Message Type ILLEGAL_ME as defined in clause 8.1.2.
NOTE:	In the cases a) through h), the ePDG still provides to the UE the information needed to authenticate the ePDG.
During the tunnel establishment procedures when the ePDG is congested, if the UE is a UE configured for high priority access as specified in clause 6.4.2.3, and if allowed by operator policy, the ePDG shall attempt to complete the procedure unless doing so would cause system instability.
During the tunnel establishment procedures, when the network has determined that the requested procedure cannot be completed successfully due to a network failure, e.g. due to ePDG congestion, the ePDG:
a)	shall include in the IKE_AUTH response message to the UE a Notify payload with a Private Notify Message Type NETWORK_FAILURE as defined in clause 8.1.2; and 
b)	may also include a BACKOFF_TIMER Notify payload of the IKE_AUTH response message.
If NBM is used and if the ePDG needs to reject a PDN connection due to conditions as specified in 3GPP TS 29.273 [17] or the network policies or the ePDG capabilities to indicate that no more PDN connection request of the given APN can be accepted for the UE, the ePDG shall include, in the IKE_AUTH response message, a Notify payload with a Private Notify Message Type PDN_CONNECTION_REJECTION as specified in clause 8.1.2. Additionally if the IKE_AUTH request message from the UE indicated Handover Attach as specified in clause 7.2.2, and the ePDG needs to reject a PDN connection for example due to the corresponding PDN GW identity not received for the APN, the ePDG shall include, in the IKE_AUTH response message, a Notify payload with a Private Notify Message Type "PDN_CONNECTION_REJECTION" as specified in clause 8.1.2 and the Notification Data field with the IP address information from the Handover Attach indication. If the UE indicated Initial Attach, the Notification Data field shall be omitted.
If the ePDG needs to reject a PDN connection due to the network policies or capabilities to indicate that no more PDN connection request with any APN can be accepted for the UE, the ePDG shall include in the IKE_AUTH response message containing the IDr payload a Notify payload with a Private Notify Message Type MAX_CONNECTION_REACHED as specified in clause 8.1.2.
***** Third change *****
[bookmark: _Toc20154421][bookmark: _Toc27727397][bookmark: _Toc45203855][bookmark: _Toc139557308]7.4.2.2	ePDG behaviour towards UE-initiated modification
When receiving an INFORMATIONAL request containing the UPDATE_SA_ADDRESSES notification, the ePDG shall check the validity of the IP address and update the IP address in the IKE security association with the values from the IP header. The ePDG shall reply with an INFORMATIONAL response.
The ePDG may initiate a return routability check for the new address provided by the UE, by including a COOKIE2 notification in an INFORMATIONAL request and send it to the UE. When the ePDG receives the INFORMATIONAL response from the UE, it shall check that the COOKIE2 notification payload is the same as the one it sent to the UE. If it is different, the ePDG shall close the IKE security association by sending an INFORMATIONAL request message including a "DELETE" payload.
If no return routability check is initiated by the ePDG, or if a return routability check is initiated and is successfully completed, the ePDG shall update the IPsec security associations associated with the IKE security association with the new address.
Upon of receipt of the NBIFOM_GENERIC_CONTAINER Notify payload (see clause 8.1.2.3) in an INFORMATIONAL request, the ePDG shall reply with an INFORMATIONAL response and if required by procedures in 3GPP TS 24.161 [69], the ePDG shall include the NBIFOM_GENERIC_CONTAINER Notify payload in the INFORMATIONAL response. The ePDG shall set the NBIFOM container contents field of the NBIFOM_GENERIC_CONTAINER Notify payload as specified in 3GPP TS 24.161 [69].
Based on operator policy, under general overload conditions the ePDG should not reject requests from UEs which the ePDG is treating with high priority access according to 3GPP TS 29.273 [17], up to the point where further exemption would cause network instability.
***** End of changes *****
