

	
3GPP TSG-CT Meeting #101	CP-232153
Bangalore, India, 11th Sept 2023 - 12th Sept 2023        (revision of C4-233774)
	CR-Form-v12.2

	CHANGE REQUEST

	

	
	29.598 
	CR
	0066
	rev
	  3    
	Current version:
	18.2.0 
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	UDSF Error Handling

	
	

	Source to WG:
	Microsoft EUROPE SARL, Hewlett Packard Enterprise

	Source to TSG:
	Microsoft EUROPE SARL, Hewlett Packard Enterprise

	
	

	Work item code:
	SBIProtoc18
	
	Date:
	2023-08-30 

	
	
	
	
	

	Category:
	  B  
	
	Release:
	Rel-18 

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)
Rel-19	(Release 19)

	
	

	Reason for change:
	Contribution C4-231319 submitted and discussed at TSG-CT WG4 Meeting #115e attempted to address error handling in the UDSF with an example showing data inconsistency using NF Sets. After discussions at CC#5 it was concluded to at the least align the use of HTTP status code with UDR. 

From the Nudr_DataRepository Service application error shown in TS 29.504 table 6.1.6-2 we see that UDR has capabilities to detect and report Database inconsistency. 

	Application Error
	HTTP status code
	Description

	NF_TYPE_NOT_ALLOWED
	403 Forbidden
	The target data set is not permitted to access for the NF type of the NF consumer.

	UNSUPPORTED_MONITORED_URI
	501 Not Implemented
	The subscribe service operation is not able to be implemented due to invalid resource URI to be monitored).

	USER_NOT_FOUND
	404 Not Found
	The user indicated in the HTTP/2 request does not exist in the UDR.

	DATA_NOT_FOUND
	404 Not Found
	The data indicated in the HTTP/2 request is unavailable in the UDR.

	INCORRECT_CONDITIONAL_GET_REQUEST
	412 Precondition Failed
	One or more conditions given in the request header fields evaluated to false when tested in the UDR.

	UNPROCESSABLE_REQUEST
	422 Unprocessable Entity
	The request cannot be procesed due to semantic errors when trying to process a patch method. 

	DATABASE INCONSISTENCY
	500 Internal Server Error
	Requested data cannot be returned due to database inconsistency

	RESOURCE_TEMP_MOVED
	307 Temporary Redirect
	The resource is unavailable in the current target URI but can be temporarily found in an alternative URI.

	RESOURCE_MOVED
	308 Permanent Redirect
	The resource is unavailable in the current target URI but can be permanently found in an alternative URI.

	GROUP_IDENTIFIER_NOT_FOUND
	404 Not Found
	The group identifier does not exist.

	MODIFICATION_NOT_ALLOWED
	403 Forbidden
	Modification of the target resource representation is not permitted.

	PLMN_NOT_FOUND
	404 Not Found
	The 'servingPlmnId' indicated in the HTTP/2 query is unavailable in the UDR. This status code is also used when 'servingPlmnId' path variable contains SNPN ID, see Table 5.2.3.2-1 in 3GPP TS 29.505 [2].

	NOTE:	The error codes shall apply to both 3GPP TS 29.505 [2] and 3GPP TS 29.519 [3]. In addition error codes shall comply with the definition in clause 5.2.7.2 of 3GPP TS 29.500 [7].



The UDSF is also a repository and should have similar capabilities.

We propose the following enhancement to the Nudsf_Data_Repository Service Operation
· Align UDSF error handling with UDR, specifically HTTP status code 412 and 500.
· Add support for 409 to also the current record thereby allowing allowing Consumers of Nudsf_Data_Repository to perform recovery actions.

These changes will enable consumers to be more resilient during failure conditions.

	
	

	Summary of change:
	Add support to the Nudsf_Data_Repository service operations to align with the UDSF error handling with the UDR.
· 412  Precondition Failed: use of 412 during GET operations including ProblemDetails to convey the application error.
· 409 Conflict: Return the corrent record for database inconsistent.
· 500 Internal Server Error: Add "DATABASE_INCONSISTENCY" as an application error included in the ProblemDetails to align with the UDR..

	
	

	Consequences if not approved:
	NF Consumers will not be able to perform the appropriate recovery actions to return UE’s and other peer NFs to “operational” state.

	
	

	Clauses affected:
	5.2.2.2.1, 5.2.2.2.2, 5.2.2.2.3, 5.2.2.2.4, 5.2.2.2.5, 5.2.2.4.2, 5.2.2.4.3, 5.2.2.4.4, 6.1.3.3.3, 6.1.3.4.3, 6.1.3.6.3, 6.1.6.4.x, 6.1.6.4.2x, 6.1.7.3, Annex A.2
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	Other comments:
	[bookmark: _Hlk142569366]This CR proposes backwards compatible changes to the Nudsf_DataRepository API

	
	

	This CR's revision history:
	Rev1:
· Removed HTTP status code 409 from GET responses. 
· Add ExtendedProblemDetails to align with the SBA guideline where ProblemDetails should be the default for failure responses.
· Added the ability to include either the stored record or recordMeta in failure handling introduced by this CR. 
Rev2
· Updated table 6.1.6.2.x-1 as stated in TS 29.501 section 4.8.3
Rev3
· Combined data type placed in wrong section. Moved definition of combined data type to correct section (i.e. 6.1.6.4.x)
· Resolved openAPI parser error in Nudsf_DataRepository.yaml .






First Change * * * *

Query
[bookmark: _Toc22187539][bookmark: _Toc22630761][bookmark: _Toc34227011][bookmark: _Toc34749726][bookmark: _Toc34750286][bookmark: _Toc34750476][bookmark: _Toc35940882][bookmark: _Toc35937315][bookmark: _Toc36463709][bookmark: _Toc43131632][bookmark: _Toc45032467][bookmark: _Toc49782161][bookmark: _Toc51873597][bookmark: _Toc57209076][bookmark: _Toc58588419][bookmark: _Toc66114759][bookmark: _Toc67686270][bookmark: _Toc74994559][bookmark: _Toc85467812][bookmark: _Toc89182853][bookmark: _Toc90651155][bookmark: _Toc96933305][bookmark: _Toc98507172][bookmark: _Toc98507625][bookmark: _Toc106640628][bookmark: _Toc122098502][bookmark: _Toc130844624]5.2.2.2.1	General
The following procedures using the Query service operation are supported:
-	Record Retrieval
-	Meta Retrieval
-	Blocks Retrieval
-	Block Retrieval
-	Search
-	Subscriptions Retrieval
-	Individual Subscription Retrieval
-	Meta Schema Retrieval
[bookmark: _Toc22187540][bookmark: _Toc22630762][bookmark: _Toc34227012][bookmark: _Toc34749727][bookmark: _Toc34750287][bookmark: _Toc34750477][bookmark: _Toc35940883][bookmark: _Toc35937316][bookmark: _Toc36463710][bookmark: _Toc43131633][bookmark: _Toc45032468][bookmark: _Toc49782162][bookmark: _Toc51873598][bookmark: _Toc57209077][bookmark: _Toc58588420][bookmark: _Toc66114760][bookmark: _Toc67686271][bookmark: _Toc74994560][bookmark: _Toc85467813][bookmark: _Toc89182854][bookmark: _Toc90651156][bookmark: _Toc96933306][bookmark: _Toc98507173][bookmark: _Toc98507626][bookmark: _Toc106640629][bookmark: _Toc122098503][bookmark: _Toc130844625]5.2.2.2.2	Record Retrieval
Figure 5.2.2.2.2-1 shows a scenario where the NF service consumer sends a request to the UDSF to retrieve a record that matches the provided recordId and optionally includes the query parameter supported-features.



Figure 5.2.2.2.2-1: Requesting a Record
1.	The NF service consumer (any NF) sends a GET request to the resource indicated by recordId.
2a.	On success, the UDSF responds with "200 OK" with the message body containing the record.
2b.	If the record for the given recordId does not exist in the UDSF, the HTTP status code "404 Not Found" shall be returned optionally including additional error information in the response body (in the ProblemDetails element).
2c.	If one or more conditions in the given request header fields evaluated to false, the HTTP status code  "412 Precondition Failed" shall be returned optionally including additional error information in the response body (in the ExtendedProblemDetails element). The UDSF may include the stored record in the ProblemDetailsExtension.
2d.	If the request header fields did not include any preconditions (i.e. "if-*"), the HTTP status code "500 Internal Server Error" may be returned optionally including additional error information in the response body (in the ExtendedProblemDetails element). The UDSF may include the stored record in the ProblemDetailsExtension.
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the GET response body.
Next Change * * *

[bookmark: _Toc22187541][bookmark: _Toc22630763][bookmark: _Toc34227013][bookmark: _Toc34749728][bookmark: _Toc34750288][bookmark: _Toc34750478][bookmark: _Toc35940884][bookmark: _Toc35937317][bookmark: _Toc36463711][bookmark: _Toc43131634][bookmark: _Toc45032469][bookmark: _Toc49782163][bookmark: _Toc51873599][bookmark: _Toc57209078][bookmark: _Toc58588421][bookmark: _Toc66114761][bookmark: _Toc67686272][bookmark: _Toc74994561][bookmark: _Toc85467814][bookmark: _Toc89182855][bookmark: _Toc90651157][bookmark: _Toc96933307][bookmark: _Toc98507174][bookmark: _Toc98507627][bookmark: _Toc106640630][bookmark: _Toc122098504][bookmark: _Toc130844626]5.2.2.2.3	Meta Retrieval
Figure 5.2.2.2.3-1 shows a scenario where the NF service consumer sends a request to the UDSF to retrieve meta data associated with the provided recordId and optionally includes the query parameter supported-features.



Figure 5.2.2.2.3-1: Requesting Meta for a Record
1.	The NF service consumer (any NF) sends a GET request to the meta resource associated with the record indicated by recordId.
2a.	On success, the UDSF responds with "200 OK" with the message body containing the RecordMeta.
[bookmark: _Hlk132956378]2b.	If the record for the given recordId and thus the RecordMeta does not exist in the UDSF, the HTTP status code "404 Not Found" shall be returned optionally including additional error information in the response body (in the ProblemDetails element).
2c.	If one or more conditions in the given request header fields evaluated to false, the HTTP status code "412 Precondition Failed" shall be returned optionally including additional error information in the response body (in the ExtendedProblemDetails element). The UDSF may include the stored record in the ProblemDetailsExtension.
2d.	If the request header fields did not include any preconditions (i.e. "if-*"), the HTTP status code "500 Internal Server Error" may be returned optionally including additional error information in the response body (in the ExtendedProblemDetails element). The UDSF may include the stored record in the ProblemDetailsExtension.
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the GET response body.
Next Change * * *

[bookmark: _Toc34227014][bookmark: _Toc34749729][bookmark: _Toc34750289][bookmark: _Toc34750479][bookmark: _Toc35940885][bookmark: _Toc35937318][bookmark: _Toc36463712][bookmark: _Toc43131635][bookmark: _Toc45032470][bookmark: _Toc49782164][bookmark: _Toc51873600][bookmark: _Toc57209079][bookmark: _Toc58588422][bookmark: _Toc66114762][bookmark: _Toc67686273][bookmark: _Toc74994562][bookmark: _Toc85467815][bookmark: _Toc89182856][bookmark: _Toc90651158][bookmark: _Toc96933308][bookmark: _Toc98507175][bookmark: _Toc98507628][bookmark: _Toc106640631][bookmark: _Toc122098505][bookmark: _Toc130844627]5.2.2.2.4	Blocks Retrieval
Figure 5.2.2.2.4-1 shows a scenario where the NF service consumer sends a request to the UDSF to retrieve (all) the blocks associated with the provided recordId and optionally includes the query parameter supported-features.



Figure 5.2.2.2.4-1: Requesting Blocks
1.	The NF service consumer (any NF) sends a GET request to the resource indicated by recordId.
2a.	On success, the UDSF responds with "200 OK" with the message body containing the Blocks associated with the record.
2b.	If a Block for the given recordId does not exist in the UDSF, the HTTP status code "204 No Content" shall be returned.
[bookmark: _Hlk142597985]2c.	If the request header fields did not include any preconditions (i.e. "if-*"), the HTTP status code "500 Internal Server Error" may be returned optionally including additional error information in the response body (in the ExtendedProblemDetails element). The UDSF may include the stored record in the ProblemDetailsExtension.
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the GET response body.
Next Change * * *

[bookmark: _Toc34227015][bookmark: _Toc34749730][bookmark: _Toc34750290][bookmark: _Toc34750480][bookmark: _Toc35940886][bookmark: _Toc35937319][bookmark: _Toc36463713][bookmark: _Toc43131636][bookmark: _Toc45032471][bookmark: _Toc49782165][bookmark: _Toc51873601][bookmark: _Toc57209080][bookmark: _Toc58588423][bookmark: _Toc66114763][bookmark: _Toc67686274][bookmark: _Toc74994563][bookmark: _Toc85467816][bookmark: _Toc89182857][bookmark: _Toc90651159][bookmark: _Toc96933309][bookmark: _Toc98507176][bookmark: _Toc98507629][bookmark: _Toc106640632][bookmark: _Toc122098506][bookmark: _Toc130844628]5.2.2.2.5	Block Retrieval
Figure 5.2.2.2.5-1 shows a scenario where the NF service consumer sends a request to the UDSF to retrieve a single block associated with the provided recordId and blockId and optionally includes the query parameter supported-features.



Figure 5.2.2.2.5-1: Requesting a Block
1.	The NF service consumer (any NF) sends a GET request to the resource indicated by recordId and blockId.
2a.	On success, the UDSF responds with "200 OK" with the message body containing the Block associated with the blockId.
2b.	If the Block for the given recordId and blockId does not exist in the UDSF, the HTTP status code "404 Not Found" shall be returned optionally including additional error information in the response body (in the ProblemDetails element).
[bookmark: _Hlk132726536]2c.	If one or more conditions in the given request header fields evaluated to false, the "412 Precondition Failed" shall be returned optionally including additional error information in the response body (in the ExtendedProblemDetails element). The UDSF may include the stored record in the ProblemDetailsExtension.
2d.	If the request header fields did not include any preconditions (i.e. "if-*"), the HTTP status code "500 Internal Server Error" may be returned optionally including additional error information in the response body (in the ExtendedProblemDetails element). The UDSF may include the stored record in the ProblemDetailsExtension.
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the GET response body.
Next Change * * *
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[bookmark: _Toc57209092][bookmark: _Toc58588435][bookmark: _Toc66114775][bookmark: _Toc67686286][bookmark: _Toc74994575][bookmark: _Toc85467828][bookmark: _Toc89182869][bookmark: _Toc90651171][bookmark: _Toc96933321][bookmark: _Toc98507188][bookmark: _Toc98507641][bookmark: _Toc106640644][bookmark: _Toc122098518][bookmark: _Toc129050570]5.2.2.4.2	Record Update
Figure 5.2.2.4.2-1 shows a scenario where the NF service consumer sends a request to the UDSF to update a record with the provided recordId.
The request contains the recordId and optionally the query parameters supported-features and get-previous.
The update shall include meta, zero or more blocks. The record meta information shall be the first part and is mandatory and the remaining parts of the body (if any) shall be interpreted as child blocks. Existing record, meta and blocks shall be discarded and the new record, meta and blocks (if any) shall be created.
NOTE:	The order of the returned blocks in the response is not guaranteed and can be different from the order used to create them.



Figure 5.2.2.4.2-1: Update a record
1.	The NF service consumer shall send a PUT request to the resource representing the record that is to be updated, and may include meta, zero or more blocks. The record meta information is mandatory and shall be the first part and the remaining parts of the request body (if any) shall be child blocks. An existing record, i.e., meta and blocks shall be discarded and the new record, meta and blocks (if any) shall be created.
2a.	On success, the UDSF shall respond with "204 No Content" if no record is returned, i.e. the get-previous query parameter was not included in the request.
2b.	On success, the UDSF shall respond with "200 OK" if a record is returned, i.e. the get-previous query parameter was included in the request, or due to operator's policy, the ttl value in the request exceeded the maximum value allowed.
[bookmark: _Hlk131738650][bookmark: _Hlk142583625][bookmark: _Hlk131061236]2c.	On failure, the UDSF shall respond with "412 Precondition Failed" if one or more conditions given in the request header fields evaluated to false. The RecordBody shall include the stored Record if the get-previous query parameter was included in the request.
2d.	On failure, the UDSF may respond with "409 Conflict" if the request fields did not include any preconditions (i.e. "if-*"), optionally including additional error information in the response body (in the ExtendedProblemDetails element).  The UDSF may include the stored record in the ProblemDetailsExtension.
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the PUT response body.

[bookmark: _Hlk130908710]
[bookmark: _Hlk131689112]* * * Next Change * * *
[bookmark: _Toc34227024][bookmark: _Toc34749739][bookmark: _Toc34750299][bookmark: _Toc34750489][bookmark: _Toc35940895][bookmark: _Toc35937328][bookmark: _Toc36463722][bookmark: _Toc43131647][bookmark: _Toc45032482][bookmark: _Toc49782176][bookmark: _Toc51873612][bookmark: _Toc57209093][bookmark: _Toc58588436][bookmark: _Toc66114776][bookmark: _Toc67686287][bookmark: _Toc74994576][bookmark: _Toc85467829][bookmark: _Toc89182870][bookmark: _Toc90651172][bookmark: _Toc96933322][bookmark: _Toc98507189][bookmark: _Toc98507642][bookmark: _Toc106640645][bookmark: _Toc122098519][bookmark: _Toc129050571]5.2.2.4.3	Block Update
Figure 5.2.2.4.3-1 shows a scenario where the NF service consumer sends a request to the UDSF to update a block with the provided blockId.
The request contains the recordId, blockId and the optional query parameters supported-features, get-previous and the data that is to be updated.



Figure 5.2.2.4.3-1: Update a block
1.	The NF service consumer shall send a PUT request to the resource representing the block that is to be updated.
2a.	On success, the UDSF shall respond with "204 No Content" if no record is returned, i.e. the get-previous query parameter was not included in the request.
2b.	On success, the UDSF shall respond with "200 OK" if a record is returned, i.e. the get-previous query parameter was included in the request.
[bookmark: _Hlk132726240][bookmark: _Hlk142583749]2c.	On failure, the UDSF shall respond with "412 Precondition Failed" if one or more conditions given in the request header fields evaluated to false. The BlockBody shall be included with the stored Block if the get-previous query parameter was included in the request.
2d.	On failure, the UDSF may respond with "409 Conflict" if the request fields did not include any preconditions (i.e. "if-*"), optionally including additional error information in the response body (in the ExtendedProblemDetails element).  The UDSF may include the stored record in the ProblemDetailsExtension.
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the PUT response body.

* * * Next Change * * *
[bookmark: _Toc34227025][bookmark: _Toc34749740][bookmark: _Toc34750300][bookmark: _Toc34750490][bookmark: _Toc35940896][bookmark: _Toc35937329][bookmark: _Toc36463723][bookmark: _Toc43131648][bookmark: _Toc45032483][bookmark: _Toc49782177][bookmark: _Toc51873613][bookmark: _Toc57209094][bookmark: _Toc58588437][bookmark: _Toc66114777][bookmark: _Toc67686288][bookmark: _Toc74994577][bookmark: _Toc85467830][bookmark: _Toc89182871][bookmark: _Toc90651173][bookmark: _Toc96933323][bookmark: _Toc98507190][bookmark: _Toc98507643][bookmark: _Toc106640646][bookmark: _Toc122098520][bookmark: _Toc130844642]5.2.2.4.4	Meta Update
Figure 5.2.2.4.4-1 shows a scenario where the NF service consumer sends a request to the UDSF to update the meta data associated with the provided recordId and optionally the query parameter supported-features and the data that is to be updated.




Figure 5.2.2.4.4-1: Update meta
1.	The NF service consumer shall send a PATCH request to the resource representing the meta of the record.
2a.	On success, if all the modification instructions in the PATCH request have been implemented, the UDSF shall respond with "204 No Content".
2b.	On partial success, i.e. if one or more modification instructions have been discarded, "200 OK" with the execution report, shall be returned.
2c.	On failure, the UDSF shall respond with "404 Not Found" if the record indicated by the recordId and thus the meta does not exist and may shall include the ProblemDetails.
[bookmark: _Hlk142641622]2d.	On failure, the UDSF shall respond with "412 Precondition Failed" if one or more conditions given in the request header fields evaluated to false, and optionally including additional error information in the response body (in "ExtendedProblemDetails" element). The UDSF may include the meta of the stored record in the ProblemDetailsExtension.
[bookmark: _Hlk142641659]2e.	On failure, the UDSF may respond with "409 Conflict" if the request fields did not include any preconditions (i.e. "if-*") and optionally including additional error information in the response body (in "ExtendedProblemDetails" element). The UDSF may include the meta of the stored record in the ProblemDetailsExtension. 
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the PUT response body.


* * * Next Change * * *

[bookmark: _Toc34227064][bookmark: _Toc34749779][bookmark: _Toc34750339][bookmark: _Toc34750529][bookmark: _Toc35940935][bookmark: _Toc35937368][bookmark: _Toc36463762][bookmark: _Toc43131694][bookmark: _Toc45032529][bookmark: _Toc49782223][bookmark: _Toc51873659][bookmark: _Toc57209145][bookmark: _Toc58588488][bookmark: _Toc66114849][bookmark: _Toc67686360][bookmark: _Toc74994649][bookmark: _Toc85467904][bookmark: _Toc89182946][bookmark: _Toc90651248][bookmark: _Toc96933398][bookmark: _Toc98507263][bookmark: _Toc98507716][bookmark: _Toc106640719][bookmark: _Toc122098593][bookmark: _Toc129050645]6.1.3.3.3	Resource Standard Methods
[bookmark: _Toc34227065][bookmark: _Toc34749780][bookmark: _Toc34750340][bookmark: _Toc34750530][bookmark: _Toc35940936][bookmark: _Toc35937369][bookmark: _Toc36463763][bookmark: _Toc43131695][bookmark: _Toc45032530][bookmark: _Toc49782224][bookmark: _Toc51873660][bookmark: _Toc57209146][bookmark: _Toc58588489][bookmark: _Toc66114850][bookmark: _Toc67686361][bookmark: _Toc74994650][bookmark: _Toc85467905][bookmark: _Toc89182947][bookmark: _Toc90651249][bookmark: _Toc96933399]6.1.3.3.3.1	GET
This method shall support the URI query parameters specified in table 6.1.3.3.3.1-1.
Table 6.1.3.3.3.1-1: URI query parameters supported by the GET method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	supported-features
	SupportedFeatures
	O
	0..1
	see 3GPP TS 29.500 [4] clause 6.6.
	



This method shall support the request data structures specified in table 6.1.3.3.3.1-2 and the response data structures and response codes specified in table 6.1.3.3.3.1-3.
Table 6.1.3.3.3.1-2: Data structures supported by the GET Request Body on this resource
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	



Table 6.1.3.3.3.1-3: Data structures supported by the GET Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	RecordBody
	M
	1
	200 OK
	A response body containing the record.

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to indicate one of the following application errors:
-REALM_NOT_FOUND
-STORAGE_NOT_FOUND
-RECORD_NOT_FOUND

	[bookmark: _Hlk132894545]ExtendedProblemDetails
	O
	0..1
	412 Precondition Failed
	The "cause" attribute shall be set to the following application error:
- INCORRECT_CONDITIONAL_GET_REQUEST

The UDSF may include the stored record in the ProblemDetailsExtension.

	ExtendedProblemDetails
	O
	0..1
	500 Internal Server Error
	The "cause" attribute may be set to the following application error:
- DATABASE_INCONSISTENCY

The UDSF shall include the stored record in the ProblemDetailsExtension if the cause is "DATABASE_INCONSISTENCY".

	NOTE:	The mandatory HTTP error status code for the GET method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.



[bookmark: _Toc34227066][bookmark: _Toc34749781][bookmark: _Toc34750341][bookmark: _Toc34750531][bookmark: _Toc35940937][bookmark: _Toc35937370][bookmark: _Toc36463764][bookmark: _Toc43131696][bookmark: _Toc45032531][bookmark: _Toc49782225][bookmark: _Toc51873661][bookmark: _Toc57209147][bookmark: _Toc58588490][bookmark: _Toc66114851][bookmark: _Toc67686362][bookmark: _Toc74994651][bookmark: _Toc85467906][bookmark: _Toc89182948][bookmark: _Toc90651250][bookmark: _Toc96933400]6.1.3.3.3.2	PUT
This method shall support the URI query parameters specified in table 6.1.3.3.3.2-1.
Table 6.1.3.3.3.2-1: URI query parameters supported by the PUT method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	supported-features
	SupportedFeatures
	O
	0..1
	see 3GPP TS 29.500 [4] clause 6.6
	

	get-previous
	boolean
	O
	0..1
	Request to return the previous record content if a record already exists in the targeted storage for the same record identifier.
	



When creating or replacing the record, meta and zero or more blocks shall be included. The record meta information shall be the first part and is mandatory. The remaining parts of the body (if any) shall be the blocks to be updated or created. See clause 6.1.2.4 for details on the encoding.
If the operation updates an existing record, then the existing record and its blocks shall be discarded and replaced by the meta and blocks supplied with the request. This also applies to the case when no new blocks are included, i.e. the old blocks (if any) shall be deleted from the record.
This method shall support the request data structures specified in table 6.1.3.3.3.2-2 and the response data structures and response codes specified in table 6.1.3.3.3.2-3.
Table 6.1.3.3.3.2-2: Data structures supported by the PUT Request Body on this resource
	Data type
	P
	Cardinality
	Description

	Record
	M
	1
	The record that is to be created including meta and zero or more blocks.



Table 6.1.3.3.3.2-3: Data structures supported by the PUT Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	RecordBody
	M
	1
	200 OK
	Upon successful update of a record, a response body containing the previous record value (if get-previous was indicated in the request, and if one exists) will be returned

	RecordBody
	O
	0..1
	201 Created
	Upon successful creation of a record, a response body of the created record shall be returned. If due to operator's policy the value of the ttl (if any) in the request exceeded a maximum allowed ttl value with the ttl set to the value applied by the UDSF.

	n/a
	
	
	204 No Content
	Upon successful update of a record, an empty response is returned or if no previous record value was requested.

	ProblemDetails
	O
	0..1
	403 FORBIDDEN
	If the UDSF (based on operator policy), determines to apply a ttl value of the recordMeta different from the ttl value (if any) of the request, the get-previous query-parameter is present in the request and the request applies to a record that already exists in the UDSF, the "cause" attribute shall be set to one of the following application errors:
-TTL_VALUE_NOT_ALLOWED

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to indicate one of the following application errors:
-REALM_NOT_FOUND
-STORAGE_NOT_FOUND

	RecordBody
	O
	0..1
	412 Precondition Failed
	If one or more conditions given in the request header fields evaluated to false and get-previous was indicated in the request, the UDSF shall include the RecordBody in the response.

	ExtendedProblemDetails 
	O
	0..1
	409 Conflict
	The "cause" attribute may be set to the following application error:
- DATABASE_INCONSISTENCY_PUT_REQUEST

The UDSF shall include the stored record in the ProblemDetailsExtension if the cause is "DATABASE_INCONSISTENCY_PUT_REQUEST".

	NOTE:	The mandatory HTTP error status code for the PUT method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.
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This method shall support the URI query parameters specified in table 6.1.3.3.3.3-1.
Table 6.1.3.3.3.3-1: URI query parameters supported by the DELETE method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	supported-features
	SupportedFeatures
	O
	0..1
	see 3GPP TS 29.500 [4] clause 6.6
	

	get-previous
	boolean
	O
	0..1
	Request to return the record content if a record exists in the targeted storage for the same record identifier.
	



This method shall support the request data structures specified in table 6.1.3.3.3.3-2 and the response data structures and response codes specified in table 6.1.3.3.3.3-3.
Table 6.1.3.3.3.3-2: Data structures supported by the DELETE Request Body on this resource
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	



Table 6.1.3.3.3.3-3: Data structures supported by the DELETE Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	RecordBody
	O
	0..1
	200 OK
	Upon success, and a response body containing the record value with meta and associated blocks (if any), if get-previous was indicated in the request.

	n/a
	
	
	204 No Content
	Upon success and no response body containing the record was requested.

	RecordBody
	O
	0..1
	412 Precondition Failed
	If one or more conditions given in the request header fields evaluated to false and get-previous was indicated in the request, the UDSF shall include the RecordBody in the response.

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to indicate one of the following application errors:
-REALM_NOT_FOUND
-STORAGE_NOT_FOUND
-RECORD_NOT_FOUND

	NOTE:	The mandatory HTTP error status code for the DELETE method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.






* * * Next Change * * *
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This method shall support the URI query parameters specified in table 6.1.3.4.3.1-1.
Table 6.1.3.4.3.1-1: URI query parameters supported by the GET method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	supported-features
	SupportedFeatures
	O
	0..1
	see 3GPP TS 29.500 [4] clause 6.6
	



This method shall support the request data structures specified in table 6.1.3.4.3.1-2 and the response data structures and response codes specified in table 6.1.3.4.3.1-3.
Table 6.1.3.4.3.1-2: Data structures supported by the GET Request Body on this resource
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	



Table 6.1.3.4.3.1-3: Data structures supported by the GET Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	RecordMeta
	M
	1
	200 OK
	A response body containing the record meta will be returned.

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute shall be set to one of the following application errors:
-REALM_NOT_FOUND
-STORAGE_NOT_FOUND
-RECORD_NOT_FOUND

	Extended ProblemDetails
	O
	0..1
	412 Precondition Failed 
	The "cause" attribute shall be set to the following application error:
- INCORRECT_CONDITIONAL_GET_REQUEST

The UDSF shall include the RecordMeta in the ProblemDetailsExtension.

	Extended ProblemDetails
	O
	0..1
	500 Internal Server Error
	The "cause" attribute may be set to the following application error:
- DATABASE_INCONSISTENCY

The UDSF shall include the RecordMeta in the ProblemDetailsExtension if the cause is "DATABASE_INCONSISTENCY".

	NOTE:	The mandatory HTTP error status code for the GET method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.
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This method shall support the URI query parameters specified in table 6.1.3.4.3.2-1.
Table 6.1.3.4.3.2-1: URI query parameters supported by the PATCH method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	supported-features
	SupportedFeatures
	O
	0..1
	see 3GPP TS 29.500 [4] clause 6.6
	



This method shall support the request data structures specified in table 6.1.3.4.3.2-2 and the response data structures and response codes specified in table 6.1.3.4.3.2-3.
Table 6.1.3.4.3.2-2: Data structures supported by the PATCH Request Body on this resource
	Data type
	P
	Cardinality
	Description

	array(patchItem)
	M
	1..N
	A collection of patch items to apply on the record meta.



Table 6.1.3.4.3.2-3: Data structures supported by the PATCH Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	n/a
	
	
	204 No Content
	Upon successful modification, there is no body in the response message. (NOTE 2)

	PatchResult
	M
	1
	200 OK
	If one or more modification instructions have been discarded, the execution report is returned. (NOTE 2)

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute maybe used to indicate one of the following application errors:
-REALM_NOT_FOUND
-STORAGE_NOT_FOUND
-RECORD_NOT_FOUND

	ExtendedProblemDetails
	O
	0..1
	412 Precondition Failed
	The "cause" attribute shall be set to the following application error:
- INCORRECT_CONDITIONAL_GET_REQUEST

The UDSF shall include the RecordMeta in the ProblemDetailsExtension.

	ExtendedProblemDetails
	O
	0..1
	409 Conflict
	The "cause" attribute may be set to the following application error:
- DATABASE_INCONSISTENCY_PUT_REQUEST

The UDSF shall include the RecordMeta in the ProblemDetailsExtension if the cause is "DATABASE_INCONSISTENCY_PUT_REQUEST".

	NOTE 1:	In addition common data structures as listed in table 6.1.7.3-1are supported.
NOTE 2:	If all the modification instructions in the PATCH request have been implemented, the UDSF shall respond with 204 No Content response; if some of the modification instructions in the PATCH request have been discarded, the UDSF shall respond with PatchResult.









* * * Next Change * * *
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This method shall support the URI query parameters specified in table 6.1.3.6.3.1-1.
Table 6.1.3.6.3.1-1: URI query parameters supported by the GET method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	supported-features
	SupportedFeatures
	O
	0..1
	see 3GPP TS 29.500 [4] clause 6.6
	



This method shall support the request data structures specified in table 6.1.3.6.3.1-2 and the response data structures and response codes specified in table 6.1.3.6.3.1-3.
Table 6.1.3.6.3.1-2: Data structures supported by the GET Request Body on this resource
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	



Table 6.1.3.6.3.1-3: Data structures supported by the GET Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	BlockBody
	M
	1
	200 OK
	Upon success, a response body containing the requested block is returned.

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute maybe  used to indicate one of the following application errors:
-REALM_NOT_FOUND
-STORAGE_NOT_FOUND
-RECORD_NOT_FOUND
-BLOCK_NOT_FOUND

	ExrendedProblemDetails
	O
	0..1
	412 Precondition Failed
	The "cause" attribute shall be set to the following application error:
- INCORRECT_CONDITIONAL_GET_REQUEST

The UDSF shall include the stored record in the ProblemDetailsExtension.

	ExtendedProblemDetails
	O
	0..1
	500 Internal Server Error
	The "cause" attribute may be set to the following application error:
- DATABASE_INCONSISTENCY

The UDSF shall include the stored record in the ProblemDetailsExtension if the cause is "DATABASE_INCONSISTENCY".

	NOTE:	The mandatory HTTP error status code for the GET method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.
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This method shall support the URI query parameters specified in table 6.1.3.6.3.2-1.
Table 6.1.3.6.3.2-1: URI query parameters supported by the PUT method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	supported-features
	SupportedFeatures
	O
	0..1
	see 3GPP TS 29.500 [4] clause 6.6
	

	get-previous
	boolean
	O
	0..1
	Request to return the previous block content if a block already exists in the targeted storage for the same block identifier.
	



If the operation updates an existing block, then the existing block shall be discarded and replaced by the block supplied with the request.
This method shall support the request data structures specified in table 6.1.3.6.3.2-2 and the response data structures and response codes specified in table 6.1.3.6.3.2-3.
Table 6.1.3.6.3.2-2: Data structures supported by the PUT Request Body on this resource
	Data type
	P
	Cardinality
	Description

	Block
	M
	1
	The block definition that shall be created. A Content-Type http header can be set to specify the media type of the block's opaque content. If the media-type is not included, the media-type shall be set to application/octet-stream.



Table 6.1.3.6.3.2-3: Data structures supported by the PUT Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	BlockBody
	M
	1
	200 OK
	Upon successful update of a block, a response body containing the previous record value ((if get-previous was indicated in the request and if one exists) will be returned

	n/a
	
	
	201 Created
	Upon successful creation of a record, an empty response shall be returned.

	n/a
	
	
	204 No Content
	Upon successful update of a record, an empty response is returned if no previous record value was requested.

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to indicate one of the following application errors:
-REALM_NOT_FOUND
-STORAGE_NOT_FOUND
-RECORD_NOT_FOUND

	BlockBody
	O
	0..1
	412 Precondition Failed
	If one or more conditions given in the request header fields evaluated to false and get-previous was indicated in the request, the UDSF shall include the BlockBody in the response.

	ExtendedProblemDetails
	O
	0..1
	409 Conflict
	The "cause" attribute may be used to indicate the following application error:
- DATABASE_INCONSISTENCY_PUT_REQUEST

The UDSF shall include the stored recored in the ProblemDetailsExtension if the cause is "DATABASE_INCONSISTENCY_PUT_REQUEST".

	NOTE:	The mandatory HTTP error status code for the PUT method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.
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This method shall support the URI query parameters specified in table 6.1.3.6.3.3-1.
Table 6.1.3.6.3.3-1: URI query parameters supported by the DELETE method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	supported-features
	SupportedFeatures
	O
	0..1
	see 3GPP TS 29.500 [4] clause 6.6
	

	get-previous
	boolean
	O
	0..1
	Request to return the previous block content (if any).
	



This method shall support the request data structures specified in table 6.1.3.6.3.3-2 and the response data structures and response codes specified in table 6.1.3.6.3.3-3.
Table 6.1.3.6.3.3-2: Data structures supported by the DELETE Request Body on this resource
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	



Table 6.1.3.6.3.3-3: Data structures supported by the DELETE Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	BlockBody
	O
	0..1
	200 OK
	Upon success, and a response body containing the block was requested.

	n/a
	
	
	204 No Content
	Upon success, and no response body containing the block was requested.

	BlockBody
	O
	0..1
	412 Precondition Failed
	If one or more conditions given in the request header fields evaluated to false and get-previous was indicated in the request, the UDSF shall include the BlockBody in the response.

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to indicate one of the following application errors:
-REALM_NOT_FOUND
-STORAGE_NOT_FOUND
-RECORD_NOT_FOUND
-BLOCK_NOT_FOUND

	NOTE:	The mandatory HTTP error status code for the DELETE method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.




* * * Next Change * * *

6.1.6.4	Data types describing alternative data types or combinations of data types
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Table 6.1.6.4.1-1: Definition of type SearchExpression as a list of mutually exclusive alternatives
	Data type
	Cardinality
	Description
	Applicability

	SearchCondition 
	1
	A search expression with logic operators
	AdvancedQuery,
AdvancedCounting

	SearchComparison
	1
	A minimum unit of the search expression
	

	RecordIdList
	1
	List of Record IDs identifying records to be retrieved
	BulkOperations



[bookmark: _Toc144211872]6.1.6.4.x	Type: ExtendedProblemDetails
This data type is the "ProblemDetails" data type defined in 3GPP TS 29.571 [19] but extended with "ProblemDetailsExtension" data type.
Table 6.1.6.4.x-1 Definition of type ExtendedProblemDetails as a list of to be combined data types
	Data type
	Cardinality
	Description
	Applicability

	ProblemDetails
	1
	The “ProblemDetails” data structure is specified in clause 5.2.4.1 of 3GPP TS 29.571 [19].
	

	ProblemDetailsExtension
	1
	Contains either the stored record or meta of the record associated with the error.
	



6.1.6.4.2x	Type: ProblemDetailsExtension
Table 6.1.6.4.2x-1: Definition of type ProblemDetailsExtension as a list of mutually exclusive alternatives
	Data type
	Cardinality
	Description
	Applicability

	Record
	0..1
	The stored record
	

	RecordMeta
	0..1
	The meta of a stored record
	





* * * Next Change * * *
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For the Nudsf_DataRepository API, HTTP error responses shall be supported as specified in clause 4.8 of 3GPP TS 29.501 [5]. Protocol errors and application errors specified in table 5.2.7.2-1 of 3GPP TS 29.500 [4] shall be supported for an HTTP method if the corresponding HTTP status codes are specified as mandatory for that HTTP method in table 5.2.7.1-1 of 3GPP TS 29.500 [4].
In addition, the requirements in the following clauses are applicable for the Nudsf_DataRepository API.
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Protocol errors handling shall be supported as specified in clause 5.2.7 of 3GPP TS 29.500 [4].
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The application errors defined for the Nudsf_DataRepository service are listed in Table 6.1.7.3-1.
Table 6.1.7.3-1: Application errors
	Application Error
	HTTP status code
	Description

	TTL_VALUE_NOT_ALLOWED
	403 Forbidden
	The ttl value indicated in the request exceeds the maximum value allowed in the UDSF.

	SUBSCRIPTION_EXISTS
	403 Forbidden
	The subscription indicated in the HTTP/2 request is not authorized to be operated.

	SCHEMA_IN_USE
	403 Forbidden
	The schema cannot be deleted as it is still referenced by existing records.

	REALM_NOT_FOUND
	404 Not Found
	The realm indicated in the HTTP/2 request is unavailable in the UDSF.

	STORAGE_NOT_FOUND
	404 Not Found
	The storage indicated in the HTTP/2 request is unavailable in the UDSF.

	RECORD_NOT_FOUND
	404 Not Found
	The record indicated in the HTTP/2 request is unavailable in the UDSF.

	BLOCK_NOT_FOUND
	404 Not Found
	The block indicated in the HTTP/2 request is unavailable in the UDSF.

	SUBSCRIPTION_NOT_FOUND
	404 Not Found
	The subscription indicated in the HTTP/2 request is unavailable in the UDSF.

	SCHEMA_NOT_FOUND
	404 Not Found
	The schema indicated in the HTTP/2 request is unavailable in the UDSF.

	DATABASE_INCONSISTENCY_PUT_REQUEST
	409 Conflict
	Indicates that the request could not be processed because of conflict in the current state of the resource,

	INCORRECT_CONDITIONAL_GET_REQUEST
	412 Precondition Failed
	One or more conditions given in the request header fields evaluated to false when tested in the UDSF.

	DATABASE_INCONSISTENCY
	500 Internal Server Error
	Requested data cannot be returned due to database inconsistency










* * * Next Change * * *
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openapi: 3.0.0
info:
  title: Nudsf_DataRepository
  version: 1.2.0-alpha.3
  description: |
    Nudsf Data Repository Service.  
    © 2023, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.598 UDSF Services, V18.2.0.
  url: 'https://www.3gpp.org/ftp/Specs/archive/29_series/29.598/'

servers:
  - url: '{apiRoot}/nudsf-dr/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501

security:
  - {}
  - oAuth2ClientCredentials:
    - nudsf-dr

paths:

  /{realmId}/{storageId}/records:
    summary: Access to all Records of a Storage
    description: >-
      root of all Records of a Storage
    get:
      summary:     Records search with get
      description: Retrieve one or multiple Records based on filter
      operationId: SearchRecord
      tags:
        - Record CRUD
      security:
        - {}
        - oAuth2ClientCredentials:
          - nudsf-dr
        - oAuth2ClientCredentials:
          - nudsf-dr
          - nudsf-dr:record:read
      parameters:
        - name: realmId
          in: path
          description: Identifier of the Realm
          required: true
          schema:
            type: string
            example: Realm01
        - name: storageId
          in: path
          description: Identifier of the Storage
          required: true
          schema:
            type: string
            example: Storage01
        - name: limit-range
          in: query
          description: The most number of record references to fetch
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Uinteger'
        - name: filter
          in: query
          description: Query filter using conditions on tags
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/SearchExpression'
        - name: count-indicator
          in: query
          description: Indicates whether the number of records that matched the criteria shall be returned.
          schema:
            type: boolean
            default: false
        - name: supported-features
          in: query
          description: Features required to be supported by the target NF
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
        - name: retrieve-records
          in: query
          description: Indicates whether the UDSF is requested to include matching records within the response.
          schema:
            $ref: '#/components/schemas/RetrieveRecords'
        - name: max-payload-size
          in: query
          description: Indicates the number of kilo octets the consumer is prepared to receive
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Uinteger'
        - name: tag-count-filter
          in: query
          description: Indicates the parameters for advanced counting feature
          schema:
            $ref: '#/components/schemas/CountExpression'
      responses:
        '200':
          description: Successful case. Response contains result of the search.
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/RecordSearchResult'
        '204':
          description: >-
            The search condition does not match any Record.
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '406':
          $ref: 'TS29571_CommonData.yaml#/components/responses/406'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'
    delete:
      summary:     Bulk Deletion of Records
      description: Delete multiple Records based on filter
      operationId: BulkDeleteRecords
      tags:
        - Record CRUD
      security:
        - {}
        - oAuth2ClientCredentials:
          - nudsf-dr
        - oAuth2ClientCredentials:
          - nudsf-dr
          - nudsf-dr:record:modify
      parameters:
        - name: realmId
          in: path
          description: Identifier of the Realm
          required: true
          schema:
            type: string
            example: Realm01
        - name: storageId
          in: path
          description: Identifier of the Storage
          required: true
          schema:
            type: string
            example: Storage01
        - name: filter
          in: query
          required: true
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/SearchExpression'
        - name: supported-features
          in: query
          description: Features required to be supported by the target NF
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      responses:
        '200':
          description: Successful case. Response contains RecordIdList.
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/RecordIdList'
        '204':
          description: Successful case.
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '406':
          $ref: 'TS29571_CommonData.yaml#/components/responses/406'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

  /{realmId}/{storageId}/records/{recordId}:
    summary: Access to a specific Record, identified by its RecordId
    description: >-
      Access to a specific Record
    get:
      summary: Record access
      description: retrieve one specific Record
      operationId: GetRecord
      tags:
      - Record CRUD
      security:
        - {}
        - oAuth2ClientCredentials:
          - nudsf-dr
        - oAuth2ClientCredentials:
          - nudsf-dr
          - nudsf-dr:record:read
      parameters:
        - name: realmId
          in: path
          description: Identifier of the Realm
          required: true
          schema:
            type: string
            example: Realm01
        - name: storageId
          in: path
          description: Identifier of the Storage
          required: true
          schema:
            type: string
            example: Storage01
        - name: recordId
          in: path
          description: Identifier of the Record
          required: true
          schema:
            type: string
            example: 'UserRecordValue000000001'
        - name: If-None-Match
          in: header
          description: Validator for conditional requests, as described in RFC 7232, 3.2
          schema:
            type: string
        - name: If-Modified-Since
          in: header
          description: Validator for conditional requests, as described in RFC 7232, 3.3
          schema:
            type: string
        - name: supported-features
          in: query
          description: Features required to be supported by the target NF
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      responses:
        '200' : #result ok
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        '304':
          $ref: '#/components/responses/304'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '406':
          $ref: 'TS29571_CommonData.yaml#/components/responses/406'
        '412':
          $ref: '#/components/responses/412'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'
    put:
      summary: Create/Modify Record
      description: Create or Modify a Record with a user provided RecordId
      operationId: CreateOrModifyRecord
      tags:
        - Record CRUD
      security:
        - {}
        - oAuth2ClientCredentials:
          - nudsf-dr
        - oAuth2ClientCredentials:
          - nudsf-dr
          - nudsf-dr:record:create
      parameters:
        - name: realmId
          in: path
          description: Identifier(name) of the Realm
          required: true
          schema:
            type: string
            example: Realm01
        - name: storageId
          in: path
          description: Identifier of the Storage
          required: true
          schema:
            type: string
            example: Storage01
        - name: recordId
          in: path
          description: Identifier of the Record
          required: true
          schema:
            type: string
            example: UserRecordValue000000001
        - name: If-None-Match
          in: header
          description: Validator for conditional requests, as described in RFC 7232, 3.2
          schema:
            type: string
        - name: If-Match
          in: header
          description: Record validator for conditional requests, as described in RFC 7232, 3.2
          schema:
            type: string
        - name: get-previous
          in: query
          description: Retrieve the Record before update
          required: false
          schema:
            type: boolean
            default: false
        - name: supported-features
          in: query
          description: Features required to be supported by the target NF
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      requestBody:
        $ref: '#/components/requestBodies/RecordBody'
      callbacks:
        recordExpired:
          '{$request.body#/callbackReference}':
            post:
              parameters:
                - name: Content-Location
                  in: header
                  description: The expired record URI
                  schema:
                    $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'
              requestBody:
                $ref: '#/components/requestBodies/RecordBody'
              responses:
                '204':
                  description: Callback executed successfully
                '400':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/400'
                '401':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/401'
                '403':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/403'
                '404':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/404'
                '411':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/411'
                '413':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/413'
                '415':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/415'
                '429':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/429'
                '500':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/500'
                '502':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/502'
                '503':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/503'
                default:
                  $ref: 'TS29571_CommonData.yaml#/components/responses/default'
      responses:
        '200' : # Update with return
          $ref: '#/components/responses/RecordBody'
        '201':
          description: >-
            Create case. The resource has been successfully created, location header indicates
            the URI of the created Record.
            $ref: '#/components/responses/RecordBody'
          headers:
            Location:
              $ref: '#/components/headers/Location'
            Cache-Control:
              $ref: '#/components/headers/Cache-Control'
            ETag:
              $ref: '#/components/headers/ETag'
            Last-Modified:
              $ref: '#/components/headers/Last-Modified'
        '204': # Update without return
          description: >-
            Update case. The resource has been successfully updated and no
            additional content is included in the response message.
          headers:
            Cache-Control:
              $ref: '#/components/headers/Cache-Control'
            ETag:
              $ref: '#/components/headers/ETag'
            Last-Modified:
              $ref: '#/components/headers/Last-Modified'
        '304':
          $ref: '#/components/responses/304'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '408':
          $ref: 'TS29571_CommonData.yaml#/components/responses/408'
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        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
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          $ref: '#/components/responses/RecordBody'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'
    delete:
      summary: Delete a Record with an user provided RecordId
      operationId: DeleteRecord
      tags:
        - Record CRUD
      security:
        - {}
        - oAuth2ClientCredentials:
          - nudsf-dr
        - oAuth2ClientCredentials:
          - nudsf-dr
          - nudsf-dr:record:modify
      parameters:
        - name: realmId
          in: path
          description: Identifier(name) of the Realm
          required: true
          schema:
            type: string
            example: Realm01
        - name: storageId
          in: path
          description: Identifier of the Storage
          required: true
          schema:
            type: string
            example: Storage01
        - name: recordId
          in: path
          description: Identifier of the Record
          required: true
          schema:
            type: string
            example: UserRecordValue000000001
        - name: If-Match
          in: header
          description: Record validator for conditional requests, as described in RFC 7232, 3.2
          schema:
            type: string
        - name: get-previous
          in: query
          description: Retrieve the Record before delete
          required: false
          schema:
            type: boolean
            default: false
        - name: supported-features
          in: query
          description: Features required to be supported by the target NF
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      responses:
        '200':
          $ref: '#/components/responses/RecordBodyDelete'
        '204':
          description: Successful case.
          headers:
            ETag:
              $ref: '#/components/headers/ETag'
            Last-Modified:
              $ref: '#/components/headers/Last-Modified'
        '304':
          $ref: '#/components/responses/304'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '408':
          $ref: 'TS29571_CommonData.yaml#/components/responses/408'
        '412': # Return return value if get-previous=true
          $ref: '#/components/responses/RecordBody'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

  /{realmId}/{storageId}/records/{recordId}/meta:
    summary: Access to the meta of a specific Record, identified by its RecordId
    description: >-
      Access to the meta of a specific Record
    get:
      summary: Record's meta access
      description: retrieve meta of a specific Record
      operationId: GetMeta
      tags:
      - Record CRUD
      security:
        - {}
        - oAuth2ClientCredentials:
          - nudsf-dr
        - oAuth2ClientCredentials:
          - nudsf-dr
          - nudsf-dr:record-meta:read
      parameters:
      - name: realmId
        in: path
        description: Identifier of the Realm
        required: true
        schema:
          type: string
          example: Realm01
      - name: storageId
        in: path
        description: Identifier of the Storage
        required: true
        schema:
          type: string
          example: Storage01
      - name: recordId
        in: path
        description: Identifier of the Record
        required: true
        schema:
          type: string
          example: 'UserRecordValue000000001'
      - name: If-None-Match
        in: header
        description: Validator for conditional requests, as described in RFC 7232, 3.2
        schema:
          type: string
      - name: If-Modified-Since
        in: header
        description: Validator for conditional requests, as described in RFC 7232, 3.3
        schema:
          type: string
      - name: supported-features
        in: query
        description: Features required to be supported by the target NF
        schema:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      responses:
        '200':
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          headers:
            Cache-Control:
              $ref: '#/components/headers/Cache-Control'
            ETag:
              $ref: '#/components/headers/ETag'
            Last-Modified:
              $ref: '#/components/headers/Last-Modified'
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/RecordMeta'
        '304':
          $ref: '#/components/responses/304'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '406':
          $ref: 'TS29571_CommonData.yaml#/components/responses/406'
        '412':
          $ref: '#/components/responses/412'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'
    patch: # patch meta data
      summary: Record's meta update
      description: update meta of a specific Record
      operationId: UpdateMeta
      tags:
      - Record CRUD
      security:
        - {}
        - oAuth2ClientCredentials:
          - nudsf-dr
        - oAuth2ClientCredentials:
          - nudsf-dr
          - nudsf-dr:record-meta:modify
      parameters:
      - name: realmId
        in: path
        description: Identifier of the Realm
        required: true
        schema:
          type: string
          example: Realm01
      - name: storageId
        in: path
        description: Identifier of the Storage
        required: true
        schema:
          type: string
          example: Storage01
      - name: recordId
        in: path
        description: Identifier of the Record
        required: true
        schema:
          type: string
          example: 'UserRecordValue000000001'
      - name: If-Match
        in: header
        description: Record validator for conditional requests, as described in RFC 7232, 3.2
        schema:
          type: string
      - name: supported-features
        in: query
        description: Features required to be supported by the target NF
        schema:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      requestBody:
        description: Meta data to patch
        content:
          application/json-patch+json:
            example: '[{ "op": "replace", "path": "/tags/ueId", "value": "450005" }, { "op": "remove", "path": "/tags/recordId" }]'
            schema:
              type: array
              items:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/PatchItem'
              minItems: 1
        required: true
      responses:
        '200':
          description: >-
            One or more modification instructions have been discarded, the execution report is returned in response PatchResult.
          content:
            application/json:
              example:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/PatchResult'
          headers:
            Cache-Control:
              $ref: '#/components/headers/Cache-Control'
            ETag:
              $ref: '#/components/headers/ETag'
            Last-Modified:
              $ref: '#/components/headers/Last-Modified'
        '204':
          description: >-
            Successful case. The meta has been successfully updated and no return is expected.
          headers:
            Cache-Control:
              $ref: '#/components/headers/Cache-Control'
            ETag:
              $ref: '#/components/headers/ETag'
            Last-Modified:
              $ref: '#/components/headers/Last-Modified'
        '304':
          $ref: '#/components/responses/304'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '408':
          $ref: 'TS29571_CommonData.yaml#/components/responses/408'
        '409':
          $ref: '#/components/responses/409'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '412':
          $ref: '#/components/responses/412'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

  /{realmId}/{storageId}/records/{recordId}/blocks:
    summary: Access to the Blocks of a specific Record, identified by its RecordId
    description: >-
      Access to the Blocks of a specific Record
    get:
      summary: Record's Blocks access
      description: retrieve all Blocks of a specific Record
      operationId: GetBlockList
      tags:
      - Block CRUD
      security:
        - {}
        - oAuth2ClientCredentials:
          - nudsf-dr
        - oAuth2ClientCredentials:
          - nudsf-dr
          - nudsf-dr:block:read
      parameters:
      - name: realmId
        in: path
        description: Identifier of the Realm
        required: true
        schema:
          type: string
          example: Realm01
      - name: storageId
        in: path
        description: Identifier of the Storage
        required: true
        schema:
          type: string
          example: Storage01
      - name: recordId
        in: path
        description: Identifier of the Record
        required: true
        schema:
          type: string
          example: 'UserRecordValue000000001'
      - name: supported-features
        in: query
        description: Features required to be supported by the target NF
        schema:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      responses:
        '200':
          description: Expected response to a successful request
          headers:
            Cache-Control:
              $ref: '#/components/headers/Cache-Control'
            ETag:
              $ref: '#/components/headers/ETag'
            Last-Modified:
              $ref: '#/components/headers/Last-Modified'
          content:
            multipart/parallel:
              schema:
                type: object
                properties:
                  blocks:
                    type: array
                    description: >-
                      an array of Block parts, can be empty
                    items:
                      $ref: '#/components/schemas/Block'
              encoding:
                blocks:
                  contentType: '*/*' # Block content type can be of any type.
                  headers:
                    Content-Id: # Block identifier is defined by the Content-Id header.
                      schema:
                        type: string
                      required: true
                    Content-Transfer-Encoding:
                      schema:
                        type: string
                      required: true
        '204':
          description: Successful response, the record contains no blocks
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '406':
          $ref: 'TS29571_CommonData.yaml#/components/responses/406'
        '412':
          $ref: '#/components/responses/412'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

  /{realmId}/{storageId}/records/{recordId}/blocks/{blockId}:
    summary: Access to a Block of a specific Record, identified by its BlockId
    description: >-
      Access to a specific Block of a specific Record
    get:
      summary: Retrieve a specific Block
      description: retrieve a specific Block
      operationId: GetBlock
      tags:
      - Block CRUD
      security:
        - {}
        - oAuth2ClientCredentials:
          - nudsf-dr
        - oAuth2ClientCredentials:
          - nudsf-dr
          - nudsf-dr:block:read
      parameters:
      - name: realmId
        in: path
        description: Identifier of the Realm
        required: true
        schema:
          type: string
          example: Realm01
      - name: storageId
        in: path
        description: Identifier of the Storage
        required: true
        schema:
          type: string
          example: Storage01
      - name: recordId
        in: path
        description: Identifier of the Record
        required: true
        schema:
          type: string
          example: 'UserRecordValue000000001'
      - name: blockId
        in: path
        description: Id of the Block
        required: true
        schema:
          type: string
          example: 'userDefjson01'
      - name: If-None-Match
        in: header
        description: Validator for conditional requests, as described in RFC 7232, 3.2
        schema:
          type: string
      - name: If-Modified-Since
        in: header
        description: Validator for conditional requests, as described in RFC 7232, 3.3
        schema:
          type: string
      - name: supported-features
        in: query
        description: Features required to be supported by the target NF
        schema:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      responses:
[bookmark: _Hlk142637110]        '200':
          $ref: '#/components/responses/BlockBody'
        '304':
          $ref: '#/components/responses/304'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '406':
          $ref: 'TS29571_CommonData.yaml#/components/responses/406'
        '412':
          $ref: '#/components/responses/412'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'
    put:
      summary: Create or Update a specific Block in a Record.
      description: Create or update a specific Block, related to a Record
      operationId: CreateOrModifyBlock
      tags:
      - Block CRUD
      security:
        - {}
        - oAuth2ClientCredentials:
          - nudsf-dr
        - oAuth2ClientCredentials:
          - nudsf-dr
          - nudsf-dr:block:create
      parameters:
      - name: realmId
        in: path
        description: Identifier of the Realm
        required: true
        schema:
          type: string
          example: Realm01
      - name: storageId
        in: path
        description: Identifier of the Storage
        required: true
        schema:
          type: string
          example: Storage01
      - name: recordId
        in: path
        description: Identifier of the Record
        required: true
        schema:
          type: string
          example: 'UserRecordValue000000001'
      - name: blockId
        in: path
        description: Id of the Block
        required: true
        schema:
          type: string
          example: 'userDefjson01'
      - name: get-previous
        in: query
        description: Retrieve the Block before update
        required: false
        schema:
          type: boolean
          default: false
      - name: If-None-Match
        in: header
        description: Validator for conditional requests, as described in RFC 7232, 3.2
        schema:
          type: string
      - name: If-Match
        in: header
        description: Record validator for conditional requests, as described in RFC 7232, 3.2
        schema:
          type: string
      - name: supported-features
        in: query
        description: Features required to be supported by the target NF
        schema:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      requestBody:
        description: information on the Block to create
        required: true
        content:
          '*/*':
             schema:
               $ref: '#/components/schemas/Block'
      responses:
        '200':
          $ref: '#/components/responses/BlockBody'
        '201':
          description: >-
            Creation case. The Block has been successfully created. Location header indicates the URI of the created Block.
          headers:
            Location:
              $ref: '#/components/headers/Location'
            Cache-Control:
              $ref: '#/components/headers/Cache-Control'
            ETag:
              $ref: '#/components/headers/ETag'
            Last-Modified:
              $ref: '#/components/headers/Last-Modified'
        '204':
          description: >-
            Successful case. The resource has been successfully updated.
          headers:
            Cache-Control:
              $ref: '#/components/headers/Cache-Control'
            ETag:
              $ref: '#/components/headers/ETag'
            Last-Modified:
              $ref: '#/components/headers/Last-Modified'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '408':
          $ref: 'TS29571_CommonData.yaml#/components/responses/408'
        '409': 
          $ref: '#/components/responses/409'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '412': # Return previous Block value if get-previous=true
          $ref: '#/components/responses/BlockBody'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'
    delete:
      summary: Delete a specific Block. Then update the Record
      description: delete a specific Block, related to a Record
      operationId: DeleteBlock
      tags:
      - Block CRUD
      security:
        - {}
        - oAuth2ClientCredentials:
          - nudsf-dr
        - oAuth2ClientCredentials:
          - nudsf-dr
          - nudsf-dr:block:modify
      parameters:
      - name: realmId
        in: path
        description: Identifier of the Realm
        required: true
        schema:
          type: string
          example: Realm01
      - name: storageId
        in: path
        description: Identifier of the Storage
        required: true
        schema:
          type: string
          example: Storage01
      - name: recordId
        in: path
        description: Identifier of the Record
        required: true
        schema:
          type: string
          example: 'UserRecordValue000000001'
      - name: blockId
        in: path
        description: Id of the Block
        required: true
        schema:
          type: string
          example: 'userDefjson01'
      - name: get-previous
        in: query
        description: Retrieve the Block before delete
        required: false
        schema:
          type: boolean
          default: false
      - name: If-Match
        in: header
        description: Record validator for conditional requests, as described in RFC 7232, 3.2
        schema:
          type: string
      - name: supported-features
        in: query
        description: Features required to be supported by the target NF
        schema:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      responses:
        '200':
          $ref: '#/components/responses/BlockBodyDelete'
        '204':
          description: >-
            Successful case. The Block has been successfully deleted.
          headers:
            ETag:
              $ref: '#/components/headers/ETag'
            Last-Modified:
              $ref: '#/components/headers/Last-Modified'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '408':
          $ref: 'TS29571_CommonData.yaml#/components/responses/408'
        '412': # Return previous Block value if get-previous=true
          $ref: '#/components/responses/BlockBody'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

  /{realmId}/{storageId}/subs-to-notify:
    summary: The notification subscription collection resource
    description: >-
      Access to the subscription resource
    get:
      summary: Notification subscription retrieval
      description: retrieve all notification subscriptions of the storage
      operationId: GetNotificationSubscriptions
      tags:
      - NotificationSubscriptions CRUD
      security:
        - {}
        - oAuth2ClientCredentials:
          - nudsf-dr
        - oAuth2ClientCredentials:
          - nudsf-dr
          - nudsf-dr:subscription:read
      parameters:
      - name: realmId
        in: path
        description: Identifier of the Realm
        required: true
        schema:
          type: string
          example: Realm01
      - name: storageId
        in: path
        description: Identifier of the Storage
        required: true
        schema:
          type: string
          example: Storage01
      - name: limit-range
        in: query
        description: The maximum number of NotificationSubscriptions to fetch
        schema:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uinteger'
      - name: supported-features
        in: query
        description: Features required to be supported by the target NF
        schema:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      responses:
        '200':
          description: Expected response to a valid request
          content:
            application/json:
              schema:
                type: array
                items:
                  $ref: '#/components/schemas/NotificationSubscription'
        '304':
          $ref: '#/components/responses/304'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '406':
          $ref: 'TS29571_CommonData.yaml#/components/responses/406'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

  /{realmId}/{storageId}/subs-to-notify/{subscriptionId}:
    summary: The notification subscription resource
    description: >-
      Access to the subscription resource
    get:
      summary: Notification subscription retrieval
      description: retrieve a single notification subscription of the storage
      operationId: GetNotificationSubscription
      tags:
      - NotificationSubscription CRUD
      security:
        - {}
        - oAuth2ClientCredentials:
          - nudsf-dr
        - oAuth2ClientCredentials:
          - nudsf-dr
          - nudsf-dr:subscription:read
      parameters:
      - name: realmId
        in: path
        description: Identifier of the Realm
        required: true
        schema:
          type: string
          example: Realm01
      - name: storageId
        in: path
        description: Identifier of the Storage
        required: true
        schema:
          type: string
          example: Storage01
      - name: subscriptionId
        in: path
        description: Identifier of the NotificationSubscription
        required: true
        schema:
          type: string
          example: Subscription01
      - name: supported-features
        in: query
        description: Features required to be supported by the target NF
        schema:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      - name: If-None-Match
        in: header
        description: Validator for conditional requests, as described in RFC 7232, 3.2
        schema:
          type: string
      - name: If-Modified-Since
        in: header
        description: Validator for conditional requests, as described in RFC 7232, 3.3
        schema:
          type: string
      responses:
        '200':
          description: Expected response to a valid request
          headers:
            Cache-Control:
              $ref: '#/components/headers/Cache-Control'
            ETag:
              $ref: '#/components/headers/ETag'
            Last-Modified:
              $ref: '#/components/headers/Last-Modified'
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/NotificationSubscription'
        '304':
          $ref: '#/components/responses/304'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '406':
          $ref: 'TS29571_CommonData.yaml#/components/responses/406'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

    delete:
      summary: Delete a Notification Subscription of the storage
      description: delete a single subscriptions of the storage
      operationId: DeleteNotificationSubscription
      tags:
      - NotificationSubscription CRUD
      security:
        - {}
        - oAuth2ClientCredentials:
          - nudsf-dr
        - oAuth2ClientCredentials:
          - nudsf-dr
          - nudsf-dr:subscription:modify
      parameters:
      - name: realmId
        in: path
        description: Identifier of the Realm
        required: true
        schema:
          type: string
          example: Realm01
      - name: storageId
        in: path
        description: Identifier of the Storage
        required: true
        schema:
          type: string
          example: Storage01
      - name: subscriptionId
        in: path
        description: Identifier of the NotificationSubscription
        required: true
        schema:
          type: string
          example: Subscription01
      - name: client-id
        in: query
        description: Identifies the NF or NFSet
        required: true
        schema:
          $ref: '#/components/schemas/ClientId'
      - name: get-previous
        in: query
        description: Retrieve the NotificationSubscription before delete
        required: false
        schema:
          type: boolean
          default: false
      - name: If-Match
        in: header
        description: Record validator for conditional requests, as described in RFC 7232, 3.2
        schema:
          type: string
      - name: supported-features
        in: query
        description: Features required to be supported by the target NF
        schema:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      responses:
        '200':
          description: Deleted NotificationSubscription if requested with get-previous
          content:
            application/json:
              schema:
                type: array
                items:
                  $ref: '#/components/schemas/NotificationSubscription'
        '204':
          description: >-
            Successful case. The SubscriptionNotification has been successfully deleted.
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '408':
          $ref: 'TS29571_CommonData.yaml#/components/responses/408'
        '412':
          description: Return previous NotificationSubscription value if get-previous=true
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/NotificationSubscription'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

    patch: # patch NotificationSubscription data
      summary: NotificationSubscription update
      description: update a specific NotificationSubscription
      operationId: UpdateNotificationSubscription
      tags:
      - NotificationSubscription CRUD
      security:
        - {}
        - oAuth2ClientCredentials:
          - nudsf-dr
        - oAuth2ClientCredentials:
          - nudsf-dr
          - nudsf-dr:subscription:modify
      parameters:
      - name: realmId
        in: path
        description: Identifier of the Realm
        required: true
        schema:
          type: string
          example: Realm01
      - name: storageId
        in: path
        description: Identifier of the Storage
        required: true
        schema:
          type: string
          example: Storage01
      - name: subscriptionId
        in: path
        description: Identifier of the NotificationSubscription
        required: true
        schema:
          type: string
          example: Subscription01
      - name: If-Match
        in: header
        description: Validator for conditional requests, as described in RFC 7232, 3.2
        schema:
          type: string
      - name: supported-features
        in: query
        description: Features required to be supported by the target NF
        schema:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      requestBody:
        description: data to patch
        content:
          application/json-patch+json:
            example: 'TBD'
            schema:
              type: array
              items:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/PatchItem'
              minItems: 1
        required: true
      responses:
        '200':
          description: >-
            One or more modification instructions have been discarded, the execution report is returned in response PatchResult.
          content:
            application/json:
              example:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/PatchResult'
          headers:
            Cache-Control:
              $ref: '#/components/headers/Cache-Control'
            ETag:
              $ref: '#/components/headers/ETag'
            Last-Modified:
              $ref: '#/components/headers/Last-Modified'
        '204':
          description: >-
            Successful case. The meta has been successfully updated and no return is expected.
          headers:
            Cache-Control:
              $ref: '#/components/headers/Cache-Control'
            ETag:
              $ref: '#/components/headers/ETag'
            Last-Modified:
              $ref: '#/components/headers/Last-Modified'
        '304':
          $ref: '#/components/responses/304'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '408':
          $ref: 'TS29571_CommonData.yaml#/components/responses/408'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

    put:
      summary: NotificationSubscription Create/Update
      operationId: CreateAndUpdateNotificationSubscription
      tags:
        - NotificationSubscription CRUD
      security:
        - {}
        - oAuth2ClientCredentials:
          - nudsf-dr
        - oAuth2ClientCredentials:
          - nudsf-dr
          - nudsf-dr:subscription:create
      parameters:
      - name: realmId
        in: path
        description: Identifier of the Realm
        required: true
        schema:
          type: string
          example: Realm01
      - name: storageId
        in: path
        description: Identifier of the Storage
        required: true
        schema:
          type: string
          example: Storage01
      - name: subscriptionId
        in: path
        description: Identifier of the NotificationSubscription
        required: true
        schema:
          type: string
          example: Subscription01
      - name: supported-features
        in: query
        description: Features required to be supported by the target NF
        schema:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      - name: If-None-Match
        in: header
        description: Validator for conditional requests, as described in RFC 7232, 3.2
        schema:
          type: string
      - name: If-Match
        in: header
        description: Record validator for conditional requests, as described in RFC 7232, 3.2
        schema:
          type: string
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/NotificationSubscription'
        required: true
      responses:
        '200' : # Update
          description: Expected response to a valid update request
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/NotificationSubscription'
        '201':
          description: Expected response to a valid create request
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/NotificationSubscription'
          headers:
            Location:
              description: 'Contains the URI of the newly created resource according to the structure: {apiRoot}/nudsf-dr/<apiVersion>/{realmId}/{storageId}/subs-to-notify/{subscriptionId}'
              required: true
              schema:
                type: string
            Cache-Control:
              $ref: '#/components/headers/Cache-Control'
            ETag:
              $ref: '#/components/headers/ETag'
            Last-Modified:
              $ref: '#/components/headers/Last-Modified'
        '304':
          $ref: '#/components/responses/304'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '408':
          $ref: 'TS29571_CommonData.yaml#/components/responses/408'
        '409':
          description: Conflict
          content:
           application/json:
            schema:
              type: array
              items:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
[bookmark: _Hlk142597368]        '412':
          $ref: 'TS29571_CommonData.yaml#/components/responses/412'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
      callbacks:
        onDataChange:
          '{request.body#/callbackReference}':
            post:
              requestBody:
                $ref: '#/components/requestBodies/RecordNotificationBody'
              responses:
                '204':
                  description: Callback executed successfully
                '400':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/400'
                '401':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/401'
                '403':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/403'
                '404':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/404'
                '411':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/411'
                '413':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/413'
                '415':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/415'
                '429':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/429'
                '500':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/500'
                '502':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/502'
                '503':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/503'
                default:
                  $ref: 'TS29571_CommonData.yaml#/components/responses/default'
        subscriptionExpiryNotification:
          '{request.body#/expiryCallbackReference}':
            post:
              requestBody:
                required: true
                content:
                  application/json:
                    schema:
                      $ref: '#/components/schemas/NotificationInfo'
              responses:
                '204':
                  description: Successful Notification response
                '400':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/400'
                '401':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/401'
                '403':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/403'
                '404':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/404'
                '411':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/411'
                '413':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/413'
                '415':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/415'
                '429':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/429'
                '500':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/500'
                '502':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/502'
                '503':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/503'
                default:
                  $ref: 'TS29571_CommonData.yaml#/components/responses/default'

  /{realmId}/{storageId}/meta-schemas/{schemaId}:
    summary: Access to a specific Meta Schema, identified by its SchemaId
    description: >-
      Access to a specific Meta Schema
    get:
      summary: Meta Schema access
      description: retrieve one specific Meta Schema
      operationId: GetMetaSchema
      tags:
      - MetaSchema CRUD
      security:
        - {}
        - oAuth2ClientCredentials:
          - nudsf-dr
        - oAuth2ClientCredentials:
          - nudsf-dr
          - nudsf-dr:meta-schema:read
      parameters:
        - name: realmId
          in: path
          description: Identifier of the Realm
          required: true
          schema:
            type: string
            example: Realm01
        - name: storageId
          in: path
          description: Identifier of the Storage
          required: true
          schema:
            type: string
            example: Storage01
        - name: schemaId
          in: path
          description: Identifier of the Meta Schema
          required: true
          schema:
            $ref: '#/components/schemas/SchemaId'
        - name: If-None-Match
          in: header
          description: Validator for conditional requests, as described in RFC 7232, 3.2
          schema:
            type: string
        - name: If-Modified-Since
          in: header
          description: Validator for conditional requests, as described in RFC 7232, 3.3
          schema:
            type: string
        - name: supported-features
          in: query
          description: Features required to be supported by the target NF
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      responses:
        '200' : #result ok
          $ref: '#/components/responses/RecordBody'
        '304':
          $ref: '#/components/responses/304'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '406':
          $ref: 'TS29571_CommonData.yaml#/components/responses/406'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'
    put:
      summary: Create/Modify Meta Schema
      description: Create or Modify a Meta Schema with a user provided SchemaId
      operationId: CreateOrModifyMetaSchema
      tags:
        - MetaSchema CRUD
      security:
        - {}
        - oAuth2ClientCredentials:
          - nudsf-dr
        - oAuth2ClientCredentials:
          - nudsf-dr
          - nudsf-dr:meta-schema:create
      parameters:
        - name: realmId
          in: path
          description: Identifier(name) of the Realm
          required: true
          schema:
            type: string
            example: Realm01
        - name: storageId
          in: path
          description: Identifier of the Storage
          required: true
          schema:
            type: string
            example: Storage01
        - name: schemaId
          in: path
          description: Identifier of the Meta Schema
          required: true
          schema:
            $ref: '#/components/schemas/SchemaId'
        - name: If-None-Match
          in: header
          description: Validator for conditional requests, as described in RFC 7232, 3.2
          schema:
            type: string
        - name: If-Match
          in: header
          description: Validator for conditional requests, as described in RFC 7232, 3.2
          schema:
            type: string
        - name: get-previous
          in: query
          description: Retrieve the Meta Schema before update
          required: false
          schema:
            type: boolean
            default: false
        - name: supported-features
          in: query
          description: Features required to be supported by the target NF
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/MetaSchema'
        required: true
      responses:
        '200':
          description: Update with return
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/MetaSchema'
        '201':
          description: >-
            Create case. The resource has been successfully created, location header indicates
            the URI of the created Record.
            $ref: '#/components/responses/RecordBody'
          headers:
            Location:
              $ref: '#/components/headers/Location'
            Cache-Control:
              $ref: '#/components/headers/Cache-Control'
            ETag:
              $ref: '#/components/headers/ETag'
            Last-Modified:
              $ref: '#/components/headers/Last-Modified'
        '204': # Update without return
          description: >-
            Update case. The resource has been successfully updated and no
            additional content is included in the response message.
          headers:
            Cache-Control:
              $ref: '#/components/headers/Cache-Control'
            ETag:
              $ref: '#/components/headers/ETag'
            Last-Modified:
              $ref: '#/components/headers/Last-Modified'
        '304':
          $ref: '#/components/responses/304'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '408':
          $ref: 'TS29571_CommonData.yaml#/components/responses/408'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '412':
          description: Return Meta Schema value if get-previous=true
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/MetaSchema'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '501':
          $ref: 'TS29571_CommonData.yaml#/components/responses/501'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'
    delete:
      summary: Delete a Meta Schema with an user provided SchemaId
      operationId: DeleteMetaSchema
      tags:
        - MetaSchema CRUD
      security:
        - {}
        - oAuth2ClientCredentials:
          - nudsf-dr
        - oAuth2ClientCredentials:
          - nudsf-dr
          - nudsf-dr:meta-schema:modify
      parameters:
        - name: realmId
          in: path
          description: Identifier(name) of the Realm
          required: true
          schema:
            type: string
            example: Realm01
        - name: storageId
          in: path
          description: Identifier of the Storage
          required: true
          schema:
            type: string
            example: Storage01
        - name: schemaId
          in: path
          description: Identifier of the Meta Schema
          required: true
          schema:
            $ref: '#/components/schemas/SchemaId'
        - name: If-Match
          in: header
          description: Record validator for conditional requests, as described in RFC 7232, 3.2
          schema:
            type: string
        - name: get-previous
          in: query
          description: Retrieve the Meta Schema before delete
          required: false
          schema:
            type: boolean
            default: false
        - name: supported-features
          in: query
          description: Features required to be supported by the target NF
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      responses:
        '200':
          description: OK
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/MetaSchema'
        '204':
          description: Successful case.
          headers:
            ETag:
              $ref: '#/components/headers/ETag'
            Last-Modified:
              $ref: '#/components/headers/Last-Modified'
        '304':
          $ref: '#/components/responses/304'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '408':
          $ref: 'TS29571_CommonData.yaml#/components/responses/408'
        '412':
          description: Return value if get-previous=true
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/MetaSchema'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            nudsf-dr: Access to the nudsf-dr API
            nudsf-dr:record:read: Access to read records
            nudsf-dr:record:modify: Access to update records
            nudsf-dr:record:create: Access to create records
            nudsf-dr:record-meta:read: Access to read a record's meta
            nudsf-dr:record-meta:modify: Access to update a record's meta
            nudsf-dr:block:read: Access to read blocks
            nudsf-dr:block:modify: Access to update blocks
            nudsf-dr:block:create: Access to create blocks
            nudsf-dr:subscription:read: Access to read subscriptions
            nudsf-dr:subscription:modify: Access to update subscriptions
            nudsf-dr:subscription:create: Access to create subscriptions
            nudsf-dr:meta-schema:read: Access to read meta schema
            nudsf-dr:meta-schema:modify: Access to update meta schema
            nudsf-dr:meta-schema:create: Access to create meta schema

  schemas:
    RecordSearchResult:
      description: Count and collection of Record references matching the providing filter.
      type: object
      properties:
        count:      # The total number of elements found.
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uinteger'
        references: # The Record references found. If count-indicator is true, no references are sent back.
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'
          minItems: 1
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
        matchingRecords:
          description: A map (list of key-value pairs where recordId serves as key) of Records
          type: object
          additionalProperties:
            $ref: '#/components/schemas/Record'
          minProperties: 1
        tagCountResult:
          description: A map of TagCount (list of key-value pairs with unique indentifier as key)
          type: object
          items:
            $ref: '#/components/schemas/TagCount'
          example: {"advancedTagCount1" : {"tag1" : 1}, "advancedTagCount2" : {"tag2" : 2}}
      required:
        - count
    RecordMeta:
      description: Meta data of a Record
      type: object
      properties:
        ttl:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/DateTime'
        callbackReference:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'
        tags:
          type: object # dictionary type
          description: >-
              A dictionary of {"tagName": [ "tagValue", ...] }. A tag name can be used to retrieve a Record. The tagValue are unique.
          additionalProperties:
            type: array
            items:
              type: string
            uniqueItems: true
            minItems: 1
          minProperties: 1
          example:  '{"ueId" : [ "455345", "455346" ], "recordId" : [ "1000106" ] }'
      example: >-
        { "tags" : {"ueId" : [ "455345", "455346" ], "recordId" : [ "1000106" ] }}
        schemaId:
          $ref: '#/components/schemas/SchemaId'

    Record:
      description: Definition of a Record
      type: object
      properties:
        meta:
          # json representation of the Meta Data
          $ref: '#/components/schemas/RecordMeta'
        blocks:
          # List of multipart data
          type: array
          description: list of opaque Block's in this Record
          items:
            $ref: '#/components/schemas/Block'
          minItems: 1
      required:
        - meta
      example: >-
        {"meta": { "tags" : {"tag1" : ["value1"], "tag2" :["value2"] } }, "blocks": [{"Content-Id": "userDefBinaryBlob", "Content-Type": "text/plain", "content": "QmxvY2sgY29udGVudA=="}, {"Content-Id": "userDefJsonBlob", "Content-Type": "application/json", "content": "{"key": "ftsimpletype-999550000000002", "value": "A3E71A78377179B5B91A;imsi-999550000000123"}]}

    RecordIdList:
      description: List of Record IDs
      type: object
      properties:
        recordIdList:
          type: array
          items:
            type: string
          minItems: 1
      required:
        - recordIdList

    Block:
      description: A Block can be of any type
      example: >-
        "QmxvY2sgY29udGVudA=="
    NotificationSubscription:
      description: Definition of a notification subscription
      type: object
      properties:
        clientId:
          $ref: '#/components/schemas/ClientId'
        callbackReference:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'
        expiryCallbackReference:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'
        expiry:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/DateTime'
        expiryNotification:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uinteger'
        subFilter:
          $ref: '#/components/schemas/SubscriptionFilter'
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      required:
        - clientId
        - callbackReference

    RecordNotification:
      description: Definition of a notification on a record
      type: object
      properties:
        descriptor:
          # json representation of the notification description
          $ref: '#/components/schemas/NotificationDescription'
        meta:
          # json representation of the Meta Data
          $ref: '#/components/schemas/RecordMeta'
        blocks:
          # List of multipart data
          type: array
          description: list of opaque Block's in this Record
          items:
            $ref: '#/components/schemas/Block'
      required:
        - descriptor
        - meta
      example: >-
        {"descriptor": { "recordRef" : "...", "operationType" : "DELETED"}, "meta": { "tags" : {"tag1" : ["value1"], "tag2" :["value2"] } }, "blocks": [{"Content-Id": "userDefBinaryBlob", "Content-Type": "text/plain", "content": "QmxvY2sgY29udGVudA=="}, {"Content-Id": "userDefJsonBlob", "Content-Type": "application/json", "content": "{"key": "ftsimpletype-999550000000002", "value": "A3E71A78377179B5B91A;imsi-999550000000123"}]}

    NotificationDescription:
      description: Description of a record notification
      type: object
      properties:
        recordRef:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'
        operationType:
          $ref: '#/components/schemas/RecordOperation'
        subscriptionId:
          # unique identifier of the NotificationSubscription
          type: string
      required:
        - recordRef
        - operationType
      example: >-
        { "record" : "...", "operationType" : "DELETED"}

    SubscriptionFilter:
      description: A subscription filter
      type: object
      properties:
        monitoredResourceUris:
          type: array
          description: list of resources applicable to the subscription
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'
          minItems: 1
        operations:
          type: array
          description: list of resources applicable to the subscription
          items:
            $ref: '#/components/schemas/RecordOperation'
          maxItems: 3

    ClientId:
      description: Defines the identity of the NF Consumer
      type: object
      properties:
        nfId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/NfInstanceId'
        nfSetId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/NfSetId'

    RecordOperation:
      description: Indicate operation made on a record
      anyOf:
      - type: string
        enum:
          - CREATED
          - UPDATED
          - DELETED
      - type: string

    ConditionOperator:
      description: TBD
      anyOf:
      - type: string
        enum:
          - AND
          - OR
          - NOT
      - type: string

    ComparisonOperator:
      description: TBD
      anyOf:
        - type: string
          enum:
            # Equals
            - EQ
            # Not Equal
            - NEQ
            # Greater Than
            - GT
            # Greater Than or Equal
            - GTE
            # Less Than
            - LT
            # Less Than or Equal
            - LTE
        - type: string

    CountExpression:
      description: A map containing parameters for advanced counting feature with unique key for each request
      type: object
      properties:
        tag:
          type: string
        countType:
          $ref: '#/components/schemas/TagCountType'
        filter:
          $ref: '#/components/schemas/SearchExpression'
      required:
        - countType
      example:
        {"advancedTagCount1":{"tag" : "tag1", countType : UNIQUE_COUNT , "filter" : NULL}, "advancedTagCount2":{"tag" : "tag2", countType : AGGREGATE_COUNT, "filter" : NULL}}

    TagCountType:
      description: Indicate mode of tag count operations
      anyOf:
      - type: string
        enum:
          - UNIQUE_COUNT
          - AGGREGATE_COUNT
          - TOTAL_COUNT
      - type: string

    TagCount:
      description: The TagCount result of a_Advanced Count request
      type: object
      properties:
[bookmark: _Hlk125548771]        tag:
          type: string
        count:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uinteger'
        valueCount:
          type: array
          items:
            $ref: '#/components/schemas/ValueCount'

    ValueCount:
      description: The AggregateCount map
      type: object
      properties:
        value:
          type: string
        count:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uinteger'

    SearchExpression:
      description: A logical expression element
      type: object
      oneOf:
        - $ref: '#/components/schemas/SearchCondition'
        - $ref: '#/components/schemas/SearchComparison'
        - $ref: '#/components/schemas/RecordIdList'
      example:
        { "cond": "OR", "units": [ { "op": "EQ", "tag" : "ueId", "value" : "455345" }, { "op": "EQ", "tag" : "supi", "value" : "imsi-999559807001001" } ] }

    SearchCondition:
      description: A logical condition
      type: object
      properties:
        cond:
          $ref: '#/components/schemas/ConditionOperator'
        units:
          type: array
          items:
            $ref: '#/components/schemas/SearchExpression'
          minItems: 1
        schemaId:
          $ref: '#/components/schemas/SchemaId'
      required:
        - cond
        - units
      example:
        { "cond": "OR", "units": [ { "op": "EQ", "tag" : "ueId", "value" : "455345" }, { "op": "EQ", "tag" : "supi", "value" : "imsi-999559807001001" } ] }

    SearchComparison:
      description: A comparison to apply on tag/values pairs.
      type: object
      properties:
        op:
          $ref: '#/components/schemas/ComparisonOperator'
        tag:
          type: string
        value:
          type: string
      required:
        - op
        - tag
        - value
      example:
        { "op": "EQ", "tag" : "supi", "value" : "imsi-999559807001001" }

    MetaSchema:
      description: Defines the Meta Schema
      type: object
      required:
        - schemaId
        - metaTags
      properties:
        schemaId:
          $ref: '#/components/schemas/SchemaId'
        metaTags:
          type: array
          items:
            $ref: '#/components/schemas/TagType'

    TagType:
      description: Defines the Tag Type
      type: object
      required:
        - tagName
        - keyType
      properties:
        tagName:
          type: string
        keyType:
          $ref: '#/components/schemas/KeyType'
        sort:
          type: boolean
          default: false
        presence:
          type: boolean

    SchemaId:
      description: Represents the Identifier of a Meta schema.
      type: string

    KeyType:
      description: Represents the type of a key.
      anyOf:
        - type: string
          enum:
          - UNIQUE_KEY
          - SEARCH_KEY
          - COUNT_KEY
          - SEARCH_AND_COUNT_KEY
          - OTHER_TAG
        - type: string

    RetrieveRecords:
      description: Indicates the data to be retrieved.
      anyOf:
        - type: string
          enum:
          - ONLY_META
          - META_AND_BLOCKS
        - type: string

    NotificationInfo:
      type: object
      required:
        - expiredSubscriptions
      properties:
        expiredSubscriptions:
          type: array
          items:
            $ref: '#/components/schemas/NotificationSubscription'
          minItems: 1

    ExtendedProblemDetails:
      description: Extending problemDetails
      allOf:
        - $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        - $ref: '#/components/schemas/ProblemDetailsExtension'

    ProblemDetailsExtension:
      anyOf:
        - $ref: '#/components/schemas/Record'
        - $ref: '#/components/schemas/RecordMeta'

  headers:
    Cache-Control:
      description: Cache-Control containing max-age, as described in RFC 7234, 5.2
      schema:
        type: string
    ETag:
      description: Entity Tag, containing a strong validator, as described in RFC 7232, 2.3
      schema:
        type: string
    Last-Modified:
      description: Timestamp for last modification of the resource, as described in RFC 7232, 2.2
      schema:
        type: string
    Location:
      description: Contains the URI of the newly created resource
      required: true
      schema:
        type: string
    Retry-After:
      description: 'Indicates the time the NF Consumer has to wait before making a new request. It can be a non-negative integer (decimal number) indicating the number of seconds the NF Consumer has to wait before making a new request or an HTTP-date after which the AF can retry a new request.'
      schema:
        anyOf:
          - type: integer
          - type: string

  requestBodies:
    RecordBody:
      description: The record multipart request body. The meta part shall be the first part and is mandatory but can be empty and zero or more block parts may follow the meta part.
      required: true
      content:
        multipart/mixed:
          schema:
            $ref: '#/components/schemas/Record'
          encoding:
            meta: # The meta part shall be the first part and is mandatory but can be empty
              contentType: application/json
              headers:
                Content-Id:
                  schema:
                    type: string
                  required: true
            blocks: # 0 or more block parts may follow the meta part
              contentType: '*/*' # Block part can be of any type
              headers:
                Content-Id: # Block identifier is defined by the Content-Id header.
                  schema:
                    type: string
                  required: true
                Content-Transfer-Encoding:
                  schema:
                    type: string
                  required: true

    RecordNotificationBody:
      description: The record notification multipart request body. The descriptor part shall be the first one, followed by record meta part and by zero or more block parts.
      required: true
      content:
        multipart/mixed:
          schema:
            $ref: '#/components/schemas/RecordNotification'
          encoding:
            descriptor: # The descriptor part shall be the first part and is mandatory
              contentType: application/json
              headers:
                Content-Id:
                  schema:
                    type: string
                  required: true
            meta: # The meta part shall be the second part and is mandatory but can be empty
              contentType: application/json
              headers:
                Content-Id:
                  schema:
                    type: string
                  required: true
            blocks: # 0 or more block parts may follow the meta part
              contentType: '*/*' # Block part can be of any type
              headers:
                Content-Id: # Block identifier is defined by the Content-Id header.
                  schema:
                    type: string
                  required: true
                Content-Transfer-Encoding:
                  schema:
                    type: string
                  required: true

  responses:
    '304': # Etag response if the value might differ from that sent
      description: Not Modified
      content:
        application/problem+json:
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
      headers:
        Cache-Control:
          $ref: '#/components/headers/Cache-Control'
        ETag:
          $ref: '#/components/headers/ETag'
        Retry-After:
          $ref: '#/components/headers/Retry-After'

    'RecordBody': #  Record value with associated headers
      description: >-
         - 200 Update. The resource has been successfully updated and previous value must be sent in the response message if requested.
[bookmark: _Hlk142600275]          - 200 Get. The resource exists, its value must be sent in the response message
          - 412 Precondition Failed, the previous value must be sent in response message if requested.
      content:
        multipart/mixed:
          schema:
            $ref: '#/components/schemas/Record'
          encoding:
              meta: # The meta part shall be the first part and is mandatory but can be empty.
                contentType: application/json
                headers:
                  Content-Id: # The meta part is identified by the 'meta' Content-Id header.
                    schema:
                      type: string
                    required: true
              blocks: # Zero or more block parts may follow the meta part
                contentType: '*/*' # Block parts can be of any type.
                headers:
                  Content-Id: # Block identifier is defined by the Content-Id header.
                    schema:
                      type: string
                    required: true
                  Content-Transfer-Encoding:
                    schema:
                      type: string
                    required: true
      headers:
        Cache-Control:
          $ref: '#/components/headers/Cache-Control'
        ETag:
          $ref: '#/components/headers/ETag'
        Last-Modified:
          $ref: '#/components/headers/Last-Modified'

    'RecordBodyDelete': #  Record value with associated headers
      description: >-
          - 200 Delete. The resource has been successfully delete and previous value must be sent in the response message if requested.
      content:
        multipart/mixed:
          schema:
            $ref: '#/components/schemas/Record'
          encoding:
              meta: # The meta part shall be the first par and is mandatory but can be empty.
                contentType: application/json
                headers:
                  Content-Id: # The meta part is identified by the Content-Id header.
                    schema:
                      type: string
                    required: true
              blocks: # Zero or more block parts may follow the meta part.
                contentType: '*/*' # Block parts can be of any type.
                headers:
                  Content-Id: # Block identifier is defined by the Content-Id header.
                    schema:
                      type: string
                    required: true
                  Content-Transfer-Encoding:
                    schema:
                      type: string
                    required: true
      headers:
        ETag:
          $ref: '#/components/headers/ETag'
        Last-Modified:
          $ref: '#/components/headers/Last-Modified'

    'BlockBody': #  Block value with associated headers
      description: >-
         - 200 Update: The resource has been successfully updated and previous value must be sent in the response message if requested.
          - 200 Get: The resource exists, its value must be sent in the response message
          - 412 Precondition Failed: the previous value must be sent in response message if requested.
      content:
        '*/*':
          schema:
              $ref: '#/components/schemas/Block'
      headers:
        Cache-Control:
          $ref: '#/components/headers/Cache-Control'
        ETag:
          $ref: '#/components/headers/ETag'
        Last-Modified:
          $ref: '#/components/headers/Last-Modified'

    'BlockBodyDelete': #  Block value with associated headers
      description: >-
          - 200 Delete: The resource has been successfully delete and previous value must be sent in the response message if requested.
      content:
        '*/*':
          schema:
              $ref: '#/components/schemas/Block'
      headers:
        ETag:
          $ref: '#/components/headers/ETag'
        Last-Modified:
          $ref: '#/components/headers/Last-Modified'



    '409':
      description: Conflict
      content:
        application/problem+json:
          schema:
            $ref: '#/components/schemas/ExtendedProblemDetails'
    '412':
      description: Precondition Failed
      content:
        application/problem+json:
          schema:
            $ref: '#/components/schemas/ExtendedProblemDetails'
    '500':
      description: Internal Server Error
      content:
        application/problem+json:
          schema:
            $ref: '#/components/schemas/ExtendedProblemDetails'

* * * End of Changes * * *
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