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[bookmark: _Toc90657770][bookmark: _Toc114211724][bookmark: _Toc136554456][bookmark: _Toc138752504][bookmark: _Toc129203717][bookmark: _Toc136555517][bookmark: _Toc136851878]4.4.32.2	Retrieve AF specific UE ID service operation
In order to retrieve AF specific UE ID information, the AF shall send an HTTP POST request message to the NEF targeting the resource URI "{apiRoot}/3gpp-ueid/v1/retrieve", with the request body including the UeIdReq data structure. If the feature "PortNumber" is supported, the port number associated with the UE IP address may be also included in the UeIdReq data structure.
Upon reception of the HTTP POST request message from the AF, the NEF shall check whether the AF is authorized to perform this operation or not:
-	if AF request for for AF specific UE ID retrieval is not authorized, the NEF shall respond to the AF with a "403 Forbidden" status code with the response body including the ProblemDetails data structure containing the "cause" attribute set to the "REQUEST_NOT_AUTHORIZED" application error indicating the AF authorisation failure; orand
-	if the AF's request for AF specific UE ID retrieval is authorized, then if the DNN and/or S-NSSAI information is not available in the request, the NEF shall determine the corresponding DNN and/or S-NSSAI information based on the requesting AF Identifier, and if provided, the MTC Provider Information.
Upon success, if the port number associated with the UE IP address is received and based on configuration, the NEF may recognize the address received is an IP address which is different from the actual private UE IP address assigned by 5GC, i.e. the UE is behind a NAT in UPF. If so, the NEF shall discover the UPF implementing NAT functionality for the UE (public) IP address via Nnrf_NFDiscovery service as defined in 3GPP TS 29.510 [57] and then the NEF shall request UE's (private) IP address and IP domain (if the UE IPv4 address is provided) from the UPF by invoking the Nupf_GetPrivateUEIP_Get service operation as defined in 3GPP TS 29.564 [61]. If the UPF has the SUPI of the UE, the UPF may directly return the SUPI to the NEF then the NEF shall skip the interaction with the BSF. Otherwise tThe NEF shall then interact with the BSF using the UE address and IP domain (if the UE IPv4 address is provided), DNN and/or S-NSSAI to retrieve the session binding information of the UE by invoking the Nbsf_Management_Discovery service operation, as described in 3GPP TS 29.521 [9].
If the NEF receives an error response from the BSF, the NEF shall respond to the AF with a proper error status code. If the NEF received from the BSF an error response including a "ProblemDetails" data structure with the "cause" attribute indicating an application error, the NEF shall relay this error response to the AF with a corresponding application error. If no SUPI matching the provided UE information is returned by the BSF, the NEF shall respond to the AF with a "404 Not Found" status code with the response body including a ProblemDetails data structure containing the "cause" attribute set to the "UE_NOT_FOUND" application error to indicate that the requested UE address is not found.
Upon success and a SUPI is returned by the UPF or BSF, the NEF shall then interact with UDM to retrieve the AF specific UE Identifier using the received SUPI and at least one of the Application Port ID, MTC Provider Information or AF Identifier information by invoking Nudm_SDM_Get service, as described in clause 5.2.2.2 of 3GPP TS 29.503 [17]. Upon success, the UDM responds to the NEF with the AF specific UE Identifier represented as an External Identifier for the UE which is uniquely associated with the Application Port ID, MTC provider Information and/or AF Identifier. The NEF shall then respond to the AF with the received information, i.e. the AF specific UE Identifier represented as an External Identifier that was received from the UDM.
If the NEF receives an error response from the UDM, the NEF shall respond to the AF with a proper error status code. If the NEF received from the UDM an error response including a "ProblemDetails" data structure with the "cause" attribute indicating an application error, the NEF shall relay this error response to the AF with a corresponding application error. If the UDM indicates that the requested UE Identifier is not available in the subscription data, the NEF shall respond to the AF with a "404 Not Found" error status code with the response body including a ProblemDetails data structure containing the "cause" attribute set to the "UE_ID_NOT_AVAILABLE" application error to indicate that the AF specific UE ID is not available.
NOTE:	The combination of IP address and Port Number can be used by 5GC to derive the UE private IP address assigned by 5GC if the UE is behind a NAT within UPFThe case where UE's IP address provided by the AF to the NEF corresponds to an IP address that has been NATed (Network and Port Address Translation) is not supported in this release of the specification.
*** 2nd Changes ***
[bookmark: _Toc90658172][bookmark: _Toc114212594][bookmark: _Toc136555346][bookmark: _Toc138753394]5.25.5.1	General
This clause specifies the application data model supported by the UEId API. Table 5.25.5.1-1 specifies the data types defined for the UEId API.
Table 5.25.5.1-1: UEId service specific Data Types
	Data type
	Clause defined
	Description
	Applicability

	UeIdReq
	5.25.5.2.2
	Represents the parameters to requestAF specific UE ID retrieval.
	

	UeIdInfo
	5.25.5.2.3
	Represents AF specific UE ID information.
	



Table 5.25.5.1-2 specifies data types re-used by the UEId API from other specifications, including a reference to their respective specifications, and when needed, a short description of their use within the UEId API.
Table 5.25.5.1-2: Re-used Data Types
	Data type
	Reference
	Comments

	Dnn
	3GPP TS 29.571 [8]
	Identifies a DNN.

	ExternalId
	3GPP TS 29.122 [4]
	Represents an External Identifier.

	IpAddr
	3GPP TS 29.571 [8]
	Identifes an IP address.

	MacAddr48
	3GPP TS 29.571 [8]
	Identifies a MAC address.

	MtcProviderInformation
	3GPP TS 29.571 [8]
	Indicates MTC provider information.

	Port
	3GPP TS 29.122 [4]
	Identifies an application port ID, unsigned integer with valid values between 0 and 65535.

	Snssai
	3GPP TS 29.571 [8]
	Identifies the S-NSSAI.

	Uinteger
	3GPP TS 29.571 [8]
	Represents a unsigned integer.



*** 3rd Changes ***
[bookmark: _Toc90658176][bookmark: _Toc114212597][bookmark: _Toc136555349][bookmark: _Toc138753397]5.25.5.2.2	Type: UeIdReq
Table 5.25.5.2.2-1: Definition of type UeIdReq
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability
(NOTE 1)

	afId
	string
	M
	1
	Represents the identifier of theAF that is sending the request.
	

	appPortId
	Port
	O
	0..1
	Identifies an application port ID. See clause 9.2.3.24.4 of 3GPP TS 23.040 [62] for further details.
	

	dnn
	Dnn
	O
	0..1
	Identifies a DNN.
	

	ipDomain
	string
	O
	0..1
	The IPv4 address domain identifier.

The attribute may only be present if the IPv4 address is provided in the "ueIpAddr" attribute.
	

	mtcProviderId
	MtcProviderInformation
	O
	0..1
	Indicates MTC provider information.
	

	portNumber
	Port
	O
	0..1
	Indicates the UDP or TCP port number associated with the UE IP address as provided in the "ueIpAddr" attribute.
	PortNumber

	snssai
	Snssai
	O
	0..1
	Identifies an S-NSSAI.
	

	ueIpAddr
	IpAddr
	C
	0..1
	Identifies a UE IP Address.

(NOTE 2)
	

	ueMacAddr
	MacAddr48
	C
	0..1
	Identifies a UE MAC Address. 

(NOTE 2)
	

	NOTE 1:	Properties marked with a feature as defined in clause 5.25.6 are applicable as described in clause 5.2.7 of 3GPP TS 29.122 [4]. If no feature is indicated, the related property is always applied.
NOTE 2:	One of the "ueIpAddr" attribute or "ueMacAddr" attribute shall be included.



*** 4th Changes ***
[bookmark: _Toc90658181][bookmark: _Toc114212602][bookmark: _Toc136555354][bookmark: _Toc138753402]5.25.6	Used Features
The table below defines the features applicable to the UEId API. Those features are negotiated as described in clause 5.2.7 of 3GPP TS 29.122 [4].
Table 5.25.6-1: Features used by UEId API
	Feature number
	Feature Name
	Description

	[bookmark: MCCQCTEMPBM_00000240]2
	PortNumber
	This feature indicates supporting AF providing Port Number associated with the UE IP address in the request.



*** 5th Changes ***
A.23	UEId API
openapi: 3.0.0

info:
  title: 3gpp-ueid
  version: 1.0.1
  description: |
    API for UE ID service.
    © 2022, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.522 V17.7.0; 5G System; Network Exposure Function Northbound APIs.
  url: 'https://www.3gpp.org/ftp/Specs/archive/29_series/29.522/'
security:
  - {}
  - oAuth2ClientCredentials: []

servers:
  - url: '{apiRoot}/3gpp-ueid/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in subclause 5.2.4 of 3GPP TS 29.122.

paths:
  /retrieve:
    post:
      summary: Retrieve AF specific UE ID.
[bookmark: MCCQCTEMPBM_00000181]      operationId: RetrieveUEId
      requestBody:
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/UeIdReq'
      responses:
        '200':
          description: The requested information was returned successfully.
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/UeIdInfo'
        '307':
          $ref: 'TS29122_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29122_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29122_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29122_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29122_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29122_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29122_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29122_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29122_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29122_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29122_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29122_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29122_CommonData.yaml#/components/responses/default'

components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{tokenUrl}'
          scopes: {}
  schemas: 
    UeIdReq:
      description: Represents the parameters to request the retrieval of AF specific UE ID.
      type: object
      properties:
        afId:
          type: string
        appPortId:
          $ref: 'TS29122_CommonData.yaml#/components/schemas/Port'
        dnn:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Dnn'
        ipDomain:
          type: string
        mtcProviderId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/MtcProviderInformation'
        portNumber:
          $ref: 'TS29122_CommonData.yaml#/components/schemas/Port'
        snssai:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Snssai'
        ueIpAddr:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/IpAddr'
        ueMacAddr:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/MacAddr48'
[bookmark: _Hlk95293137]      required:
        - afId
      oneOf:
        - required: [ueIpAddr]
        - required: [ueMacAddr]
    UeIdInfo:
      description: Represents UE ID information.
      type: object
      properties:
        externalId:
          $ref: 'TS29122_CommonData.yaml#/components/schemas/ExternalId'
      required:
        - externalId
*** End of Changes ***
