Error! No text of specified style in document.
14
Error! No text of specified style in document.

[bookmark: _Toc532994477][bookmark: _Toc35971448][bookmark: _Toc67906250][bookmark: _Toc106606689][bookmark: _Toc510696649]3GPP TSG-CT WG4 Meeting #117	C4-233030
Gothenburg, SWEDEN; 21st – 25th August 2023
	CR-Form-v12.2

	CHANGE REQUEST

	

	
	29.309
	CR
	0005
	rev
	-
	Current version:
	17.1.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	OAuth2 scopes in the Nbsp_GBA API

	
	

	Source to WG:
	Nokia, Nokia Shanghai Bell

	Source to TSG:
	CT4

	
	

	Work item code:
	SBIProtoc18
	
	Date:
	2023-07-11

	
	
	
	
	

	Category:
	B
	
	Release:
	Rel-18

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)
Rel-19	(Release 19)

	
	

	Reason for change:
	CT4 has received an LS from GSMA (C4-225023) reporting potential vulnerabilities in the 5GS due to the lack of definition of additional resource/operation-level scope in 5GC APIs (many APIs define a service-level scope only, while possibly supporting service operations with different functionalities and intended consumers).
The Nbsp_GBA API defines only one service-level scope so far. This means that when using OAuth2 based authorization tokens, any consumer of the API gets access to any of its service operations, e.g. operators cannot grant an authorization token to a consumer only for access to a specific service operation.

	
	

	Summary of change:
	It is proposed to define resource/operation-level scopes in the Nbsp_GBA API to enable the option for operators to grant authorization tokens for specific service operations.

	
	

	Consequences if not approved:
	The Nbsp_GBA API definitions do not allow an operator using OAuth2 based authorization to authorize consumers to access only specific service operations.

	
	

	Clauses affected:
	6.1.9, A.2

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	This CR introduces backwards compatible new features with impact to the following APIs:
TS29309_Nbsp_GBA.yaml

	
	

	This CR's revision history:
	



Page 1


* * * First Change * * * *
6.1.9	Security
As indicated in 3GPP TS 33.501 [8] and 3GPP TS 29.500 [4], the access to the Nbsp_GBA API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [9]), based on local configuration, using the "Client Credentials" authorization grant, where the NRF (see 3GPP TS 29.510 [10]) plays the role of the authorization server.
If OAuth2 is used, an NF Service Consumer, prior to consuming services offered by the Nbsp_GBA API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [10], clause 5.4.2.2.
NOTE:	When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF that the NF Service Consumer used for discovering the Nbsp_GBA service.
The Nbsp_GBA API defines the following scopes for OAuth2 authorization:a single scope "nbsp-gba" for the entire service, and it does not define any additional scopes at resource or operation level.
Table 6.1.9-1: Oauth2 scopes defined in Nbsp_GBA API
	Scope
	Description

	"nbsp-gba"
	Access to the Nbsp_GBA API

	"nbsp-gba:bootstrapping-info-retrieval:invoke"
	Access to invoke the Bootstrapping Info Retrieval custom operation

	"nbsp-gba:push-info-retrieval:invoke"
	Access to invoke the Push Info Retrieval custom operation
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* * * Next Change * * * *
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info:
  version: '1.0.0'
  title: 'GBA BSF Nbsp_GBA Service'
  description: |
    GBA BSF Nbsp_GBA Service.  
    © 2022, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.

externalDocs:
  description: >
    3GPP TS 29.309 V17.1.0; 5G System; Bootstrapping Server Function (GBA BSF) Services; Stage 3
  url: 'https://www.3gpp.org/ftp/Specs/archive/29_series/29.309/'

servers:
  - url: '{apiRoot}/nbsp-gba/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501

security:
  - {}
  - oAuth2ClientCredentials:
      - nbsp-gba

paths:
  /bootstrapping-info-retrieval:
    post:
      summary: Retrieve Bootstrapping Info from GBA BSF from NAF
      operationId: BootstrappingInfoRetrieval
      tags:
        - Bootstrapping Info Retrieval (Custom Operation)
      security:
        - {}
        - oAuth2ClientCredentials:
          - nbsp-gba
        - oAuth2ClientCredentials:
          - nbsp-gba
          - nbsp-gba:bootstrapping-info-retrieval:invoke
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/BootstrappingInfoRequest'
        required: true
      responses:
        '200':
          description: Expected response to a valid request
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/BootstrappingInfoResponse'
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '501':
          $ref: 'TS29571_CommonData.yaml#/components/responses/501'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

  /push-info-retrieval:
    post:
      summary: Retrieve Push Info from GBA BSF from Push-NAF
      operationId: PushInfoRetrieval
      tags:
        - Push Info Retrieval (Custom Operation)
      security:
        - {}
        - oAuth2ClientCredentials:
          - nbsp-gba
        - oAuth2ClientCredentials:
          - nbsp-gba
          - nbsp-gba:push-info-retrieval:invoke
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/PushInfoRequest'
        required: true
      responses:
        '200':
          description: Expected response to a valid request
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/PushInfoResponse'
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '501':
          $ref: 'TS29571_CommonData.yaml#/components/responses/501'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

components:

  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            nbsp-gba: Access to the Nbsp_GBA API
            nbsp-gba:bootstrapping-info-retrieval:invoke: >-
              Access to invoke the Bootstrapping Info Retrieval custom operation
            nbsp-gba:push-info-retrieval:invoke: >-
              Access to invoke the Push Info Retrieval custom operation

  schemas:
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