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* * * * First change * * * *
[bookmark: _Toc28013315][bookmark: _Toc36040070][bookmark: _Toc44692683][bookmark: _Toc45134144][bookmark: _Toc49607208][bookmark: _Toc51763180][bookmark: _Toc58850075][bookmark: _Toc59018455][bookmark: _Toc68169461][bookmark: _Toc114211617][bookmark: _Toc129208982]4.4.2	Procedures for Monitoring
The procedures for monitoring as described in clause 4.4.2 of 3GPP TS 29.122 [4] shall be applicable in 5GS with the following differences:
-	description of the SCS/AS applies to the AF;
-	description of the SCEF applies to the NEF;
-	description of the HSS applies to the UDM, and the NEF shall interact with the UDM by using Nudm_EventExposure service as defined in 3GPP TS 29.503 [17];
-	description of the MME/SGSN applies to the AMF, the NEF shall resolve a location area to the involved AMF(s) either by local configuration or via the NRF, and the NEF shall interact with the AMF by using Namf_EventExposure service as defined in 3GPP TS 29.518 [18];
-	description about the PCRF is not applicable;
-	description about the change of IMSI-IMEI(SV) association monitoring event applies to the change of SUPI-PEI association monitoring event;
-	when "monitoringType" sets to "LOCATION_REPORTING" within the MonitoringEventSubscription data type as defined in clause 5.3.2.1.2 of 3GPP TS 29.122 [4] during the monitoring event subscription, only "CGI_ECGI", "TA_RA", "GEO_AREA" and "CIVIC_ADDR" within the Accuracy data type as defined in clause 5.3.2.4.7 of 3GPP TS 29.122 [4], are applicable for 5G MonitoringEvent API;
-	after validation of the AF request, the NEF may determine a monitoring expiry time, based on operator policy and take into account the monitoring expire time if included in the request; and the NEF may provide a expiry time (determined by the NEF, UDM or AMF) to the AF even the AF does not provided before;
-	if the "Loss_of_connectivity_notification" feature as defined in clause 5.3.4 of 3GPP TS 29.122 [4] is supported, values 0-5 are not applicable for the lossOfConnectReason attribute within MonitoringEventReport data type, the lossOfConnectReason attribute shall be set to 6 if the UE is deregistered, 7 if the maximum detection timer expires or 8 if the UE is purged;
-	the AF may include a periodic reporting time indicated by the "repPeriod" attribute within MonitoringEventSubscription data type, which is only applicable for the "Location_notification", Number_of_UEs_in_an_area_notification_5G and "NSAC" features in the NEF;
-	if the "locationType" attribute sets to "LAST_KNOWN_LOCATION", the "maximumNumberOfReports" attribute shall set to 1 as a One-time Monitoring Request;
-	description about the PDN connectivity status event applies to the PDU session status event, the description of the MME/SGSN applies to the SMF during the reporting of monitoring event procedure, the NEF receives the event notification via Nsmf_EventExposure service as defined in 3GPP TS 29.508 [26];
-	if the "Session_Management_Enhancement" feature as defined in clause 5.3.4 of 3GPP TS 29.122 [4] is supported, the "dnn"and/or "snssai" may be provided in MonitoringEventSubscription data type for monitoring type provided "PDN_CONNECTIVITY_STATUS" or " DOWNLINK_DATA_DELIVERY_STATUS";
-	when sending the UDM/AMF/SMF event report to the AF, the NEF may store the event data in the report in the UDR as part of the data for exposure as specified in 3GPP TS 29.519 [23] by using Nudr_DataRepository service as specified in 3GPP TS 29.504 [20];
-	if the "Downlink_data_delivery_status_5G" feature as defined in clause 5.3.4 of 3GPP TS 29.122 [4] is supported, in order to support the downlink data delivery status notification;
1)	the AF shall send an HTTP POST message to the NEF to the resource "Monitoring Event Subscriptions" as defined in clause 5.3.3.2 of 3GPP TS 29.122 [4] for creating an subscription or send an HTTP PUT message to the NEF to the resource "Individual Monitoring Event Subscription" as defined in clause 5.3.3.3 of 3GPP TS 29.122 [4] for updating the subscription with the following difference:
A)within the MonitoringEventSubscription data structure the AF may additionally include packet filter descriptor(s) within the "dddTraDescriptors" attribute and the list of monitoring downlink data delivery status event(s) within the "dddStati" attribute; and
B)the NEF shall subscribe the events to the appropriate UDM(s) within the network by invoking the Nudm_EventExposure_Subscribe service operation as defined in clause 5.5.2.2 of 3GPP TS 29.503 [17];
2)if the "Partial_group_modification" feature as defined in clause 5.3.4 of 3GPP TS 29.122 [4] is supported, in order to support partial cancellation or addition of certain UE(s) within the active group event subscription, the NEF shall map the "excludedExternalIds" and/or "excludedMsisdns" attributes to the "excludeGpsiList" attribute for the partial group cancellation, or shall map the "addedExternalIds" and/or "addedMsisdns" attributes to the "includeGpsiList" attribute within the Nudm_EventExposure service; and
3)when the NEF receives the event notification as defined in clause 4.4.2 of 3GPP TS 29.508 [26], the NEF shall send an HTTP POST message to the AF as defined in clause 4.4.2.3 of 3GPP TS 29.122 [4] with the difference that within each MonitoringEventReport data structure, the NEF shall include:
A)the downlink data delivery status within the "dddStatus" attribute; 
B)the downlink data descriptor impacted by the downlink data delivery status change within the "dddTraDescriptor" attribute;
C)the estimated buffering time within the "maxWaitTime" attribute if the downlink data delivery status is set to "BUFFERED"; and
D)if the "Availability_after_DDN_failure_notification_enhancement" feature as defined in clause 5.3.4 of 3GPP TS 29.122 [4] is supported, the AF shall send an HTTP POST message to the NEF to the resource "Monitoring Event Subscriptions" as defined in clause 5.3.3.2 of 3GPP TS 29.122 [4] for creating an subscription or send an HTTP PUT message to the NEF to the resource "Individual Monitoring Event Subscription" as defined in clause 5.3.3.3 of 3GPP TS 29.122 [4] for updating the subscription with the difference that within the MonitoringEventSubscription data structure, the AF shall include packet filter descriptions within the "dddTraDescriptors" attribute;
-	if the "eLCS" feature as defined in clause 5.3.4 of 3GPP TS 29.122 [4] is supported, the AF may send an HTTP POST message to the NEF to the resource "Monitoring Event Subscriptions" as defined in clause 5.3.3.2 of 3GPP TS 29.122 [4] for creating an subscription or send an HTTP PUT message to the NEF to the resource "Individual Monitoring Event Subscription" as defined in clause 5.3.3.3 of 3GPP TS 29.122 [4] for updating the subscription with the following difference:
[bookmark: OLE_LINK22][bookmark: OLE_LINK23]1)within the MonitoringEventSubscription data structure, the AF may additionally include location QoS requirement within the "locQoS" attribute, the service identifier within the "svcId" attribute, Location deferred requested event type within the "ldrType" attribute, the validity start time and the validity end time within the "locTimeWindow" attribute, the maximum age of location estimate within the "maxAgeOfLocEst" attribute, the requesting target UE velocity within the "velocityRequested" attribute, the linear distance within the "linearDistance" attribute, the reporting target UE location estimate indication within the "reportingLocEstInd" attribute, the sampling interval within the "samplingInterval" attribute, the maximum reporting expire interval within the "maxRptExpireIntvl" attribute, the supported GAD shapes within the "supportedGADShapes" attribute, the Code word within the "codeword" attribute, and other attributes as defined in clause 5.3.2.3.2 of 3GPP TS 29.122 [4] for location information subscription; The MonitoringEventSubscription data structure may also include the "locationArea5G" attribute containing only the "geographicAreas" attribute and the "accuracy" attribute set to the value "GEO_AREA". The "accuracy" attribute and "locQoS" attribute are mutually exclusive. If the "MULTIQOS" feature is also supported, Multiple QoS Class is supported in the "lcsQosClass" attribute within the "locQoS" attribute for deferred MT-LR;
2)if the NEF identifies the location request precision higher than cell level location accuracy is required based on the "locQoS" attribute received, the NEF shall interact with the appropriate GMLC within the network by invoking the Ngmlc_Location_ProvideLocation service operation as defined in clause 6.1 of 3GPP TS 29.515 [35];
[bookmark: OLE_LINK20][bookmark: OLE_LINK21][bookmark: _Hlk43404813]3)if the location request precision is lower than or equal to cell level, based on implementation, the NEF may interact with the GMLC by invoking the Ngmlc_Location_ProvideLocation service operation as defined in clause 6.1 of 3GPP TS 29.515 [35]; or retrieve the UE location privacy information from the UDM by using Nudm_SDM service as described in clause 5.2 of 3GPP TS 29.503 [17] and if the privacy setting is verified, the NEF shall interact with the UDM for the serving AMF address by invoking the Nudm_UECM service as described in clause 5.3 of 3GPP TS 29.503 [17]. After receiving the serving AMF address from the UDM, the NEF shall interact with the AMF by invoking the Namf_EventExposure_Subscribe service operation as defined in clause 5.3 of 3GPP TS 29.518 [18]; or may interact with UDM by using Nudm_EventExposure service as defined in clause 5.5 of 3GPP TS 29.503 [17] and the NEF receives the location event notification from the AMF via Namf_EventExposure service as defined in in clause 5.5 of 3GPP TS 29.518 [18]; and
4)based on the received AF information and local authorization policy, the NEF shall derive the LCS client type with a suitable enumeration value for the AF location request, to be provided as the "externalClientType" attribute when invoking the Ngmlc_Location_ProvideLocation service operation as defined in clause 6.1 of 3GPP TS 29.515 [35];
	Upon receipt of successful location response from the GMLC or the AMF or the UDM, the NEF shall create or update the "Individual Monitoring Event Subscription" resource and then send an HTTP POST or PUT response to the AF as defined in clause 4.4.2.2 of 3GPP TS 29.122 [4]. Upon receipt of the location Report from the GMLC or the AMF, the NEF shall determine the monitoring event subscription associated with the corresponding Monitoring Event Report as defined in clause 4.4.2.3 of 3GPP TS 29.122 [4].
	In order to delete a previous active configured monitoring event subscription at the NEF, the AF shall send an HTTP DELETE message to the NEF to the resource "Individual Monitoring Event Subscription" which is received in the response to the request that has created the monitoring events subscription resource. The NEF shall interact with the GMLC or the AMF or the UDM to remove the request, upon receipt of the successful response from the GMLC or the AMF or the UDM, the NEF shall delete the active resource "Individual Monitoring Event Subscription" addressed by the URI and send an HTTP response to the AF with a "204 No Content" status code, or a "200 OK" status code including the monitoring event report if received;
-	Based on local regulations' requirements and operator policies, user consent management specified in Annex V of 3GPP TS 33.501 [6] may be required for EDGE applications to access the Nnef_EventExposure API for UE's location retrieval. When it is the case and the NEF is used by the Edge Enabler Layer entities to access 3GPP 5GC services, the NEF acts as the consent enforcement entity, as specified in clause 5.1.3 of 3GPP TS 33.558 [56];
When user consent management shall be carried out for EDGE applications, then:
1)if the AF (e.g. Edge Enabler Server) does not support the "UserConsentRevocation" feature or does not indicate its support for this feature in the HTTP POST request to create a new "Individual Monitoring Event Subscription" resource with the "monitoringType" attribute set to "LOCATION_REPORTING", the NEF shall reject the request and respond to the AF with an HTTP "403 Forbidden" status code with the response body including a ProblemDetails data structure containing the "CONSENT_REVOCATION_NOT_SUPPORTED" application error within the "cause" attribute;
2)if the AF indicates its support for the "UserConsentRevocation" feature in the HTTP POST request to create a new "Individual Monitoring Event Subscription" resource with the "monitoringType" attribute set to "LOCATION_REPORTING", the NEF shall check user consent for the targeted UE(s) by retrieving the user consent subscription data via the Nudm_SDM service API of the UDM as specified in clause 5.2.2.2.24 of 3GPP TS 29.503 [17], subscribe to user consent revocation notifications only for those UE(s) for which user consent is granted also using the Nudm_SDM service API of the UDM and accept the request for the creation of the event monitoring subscription only for the UE(s) for which user consent is granted;
3)if user consent is not granted for all the targeted UE(s), the NEF shall reject the request and respond to the AF with an HTTP "403 Forbidden" status code with the response body including a ProblemDetails data structure including the "USER_CONSENT_NOT_GRANTED" application error within the "cause" attribute;
4)the AF shall provide within the HTTP POST request to create a new event monitoring subscription the URI via which it desires to receive user consent revocation notifications within the "revocationNotifUri" attribute. The AF may update this URI in subsequent HTTP PUT/PATCH requests to update/modify the corresponding "Individual Monitoring Event Subscription" resource;
5)when becoming aware of user consent revocation for one or several UE(s), the NEF shall:
A)stop processing the data related to the concerned UE(s);
B)send a user consent revocation notification to the AF by sending an HTTP POST request with the request body including the ConsentRevocNotif data structure that shall contain the user consent revocation information (e.g. UE(s) for which user consent was revoked, etc.); and
C)remove the concerned UE(s) from the corresponding "Individual Monitoring Event Subscription" resource and from the related subscriptions at the GMLC, if any; and
D)unsubscribe from user consent revocation notifications for the concerned UE(s) at the UDM;
and
6)at the reception of the user consent revocation notification from the NEF, the AF shall take the necessary actions to stop processing the data related to the UE(s) for which user consent was revoked;
-	if user consent is revoked for all the UE(s), the AF shall delete the corresponding "Individual Monitoring Event Subscription" resource as specified above in this clause.
-	if the "NSAC" feature defined in clause 5.3.4 of 3GPP TS 29.122 [4] is supported, in order to support network slice status reporting:
1)the AF shall send an HTTP POST request to the NEF to the "Monitoring Event Subscriptions" resource as defined in clause 5.3.3.2.3.4 of 3GPP TS 29.122 [4] to create a subscription, or send an HTTP PUT message to the NEF to the "Individual Monitoring Event Subscription" resource as defined in clause 5.3.3.3.3.2 of 3GPP TS 29.122 [4] to update an existing subscription with the following differences:
A)within the MonitoringEventSubscription data structure:
a)	either the concerned network slice identified by the "snssai" attribute, in the case of a trusted AF, or the AF service identifier within the "afServiceId" attribute, in the case of an untrusted AF, shall be provided;
b)	the value of the "monitoringType" attribute shall be set to "NUM_OF_REGD_UES" to indicate that the AF requests to be notified of the current number of registered UEs for the network slice or "NUM_OF_ESTD_PDU_SESSIONS" to indicate that the AF requests to be notified of the current number of established PDU Sessions for the network slice;
c)	the "maximumNumberOfReports" attribute set to a value of 1 shall be provided, if one-time reporting of the current network slice status information is requested;
d)	if one-time reporting is not requested, either a targeted reporting threshold within the "tgtNsThreshold" attribute (if threshold based reporting is requested) or a reporting periodicity within the "repPeriod" attribute (if periodic reporting is requested) shall be provided;
e)	if periodic reporting is requested, the "nsRepFormat" attribute shall be provided to indicate the requested reporting format (i.e. numerical or percentage); and
f)	the "immediateRep" attribute set to "true", if immediate reporting of the current network slice status information is requested or one-time reporting of the current network slice status information is requested;
2)the NEF shall then further interact with the concerned NSACF(s) to create or update the associated subscription(s) to notifications by invoking the Nnsacf_SliceEventExposure_Subscribe service operation as specified in 3GPP TS 29.536 [47];
If an AF service identifier was provided by the AF (case of an untrusted AF), the NEF shall translate it into the corresponding S-NSSAI prior to sending the request(s) to the NSACF(s).
After receiving a successful response from the NSACF(s), the NEF shall:
NOTE 1:	If multiple NSACFs are selected for the requested S-NSSAI, the NEF can set the event reporting type to periodic in its request to these NSACFs, irrespective of the requested reporting type by the AF (i.e. threshold based reporting or periodic reporting).
A)for the HTTP POST request, respond to the AF as defined in clause 5.3.3.2.3.4 of 3GPP TS 29.122 [4] with either;
a)a "201 Created" status code and the response body containing the created "Individual Monitoring Event Subscription" resource within the MonitoringEventSubscription data structure. The NEF shall include the current network slice status information received from the NSACF within the "monitoringEventReport" attribute, if available and the "immediateRep" attribute was provided and set to "true" in the request; or
b)a "200 OK" status code and the response body containing the current network slice status information received from the NSACF within the "MonitoringEventReport" data structure, if it is a one-time reporting request with the "immediateRep" attribute set to "true"; and
B)for the HTTP PUT request, respond to the AF with a "200 OK" status code as defined in clause 5.3.3.3.3.2 of 3GPP TS 29.122 [4] and the response body including the MonitoringEventSubscription data structure containing a representation of the updated "Individual Monitoring Event Subscription" resource. The NEF shall include the current network slice status information received from the NSACF within the "monitoringEventReport" attribute, if available and the "immediateRep" attribute was provided and set to "true" in the request;
NOTE 2:	When the "maximumNumberOfReports" attribute is provided and set to a value of 1 and the "immediateRep" attribute is provided and set to "true", the Individual Monitoring Event Subscription is immediately terminated after returning the current network slice status information in the HTTP POST response body.
NOTE 3:	After sending a subscription creation request for network slice status reporting with a particular reporting format (e.g. percentage) for periodic reporting, an AF cannot send a subsequent subscription creation request for the same network slice with a different reporting format (e.g. numerical) for periodic reporting.
3)when the NEF receives event report(s) from the NSACF(s) as defined in 3GPP TS 29.536 [47], the NEF shall notify the AF via an HTTP POST message as defined in clause 5.3.3A.2.3 of 3GPP TS 29.122 [4] with the following differences:
A)within the MonitoringEventReport data type of the MonitoringNotification data type;
a)the value of the "monitoringType" attribute shall be set to "NUM_OF_REGD_UES" or "NUM_OF_ESTD_PDU_SESSIONS" (i.e. the same value received during the HTTP POST or PUT request that created or modified the subscription);
b)the AF service identifier to which the notification is related, within the "afServiceId" attribute, if it was provided by the AF in the related subscription request; and
c)the current network slice status information as the "nSStatusInfo" attribute shall be provided, wherein:
I)if the event reporting is threshold based (i.e. the "tgtNsThreshold" was provided within the MonitoringEventSubscription data type), the "nSStatusInfo" attribute shall contain a confirmation for reaching the targeted threshold value, i.e. by sending the current number of registered UEs or the current number of established PDU Sessions, for the network slice identified by the "snssai" attribute provided during the subscription creation/update; and
II)if the event reporting is periodical (i.e. the "repPeriod" was provided within the MonitoringEventSubscription data type), the "nSStatusInfo" attribute shall provide the current network slice status information, i.e. the current number of registered UEs or the current number of established PDU Sessions for the network slice identified by the "snssai" attribute provided during the subscription creation/update; and
NOTE 4:	The handling of threshold based notifications is described in clause 4.15.3.2.10 of 3GPP TS 23.502 [2].
NOTE 5:	If the NEF interacts with multiple NSACFs for the requested S-NSSAI, the NEF performs the aggregation of the received network slice status reports from all these NSACFs and determines based on that whether a notification towards the subscribing AF needs to be sent or not (i.e. the reporting conditions to trigger a notification towards the AF are fulfilled or not).
4)in order to unsubscribe from network slice status reporting, the AF shall send an HTTP DELETE message to the NEF to the resource "Individual Monitoring Event Subscription" as defined in clause 5.3.3.3.3.5 of 3GPP TS 29.122 [4] to delete an existing network slice reporting subscription. Then the NEF shall interact with the NSACF to delete the associated subscription to notifications by invoking the Nnsacf_SliceEventExposure_Unsubscribe service operation as specified in 3GPP TS 29.536 [47]; and
[bookmark: _Hlk95309043]-	if the "UEId_retrieval" feature defined in clause 5.3.4 of 3GPP TS 29.122 [4] is supported, in order to support AF specific UE ID retrieval:
1)	the AF may request AF specific UE ID retrieval for an individual UE, by providing the UE's IP address in the "ueIpAddr" attribute or the UE's MAC address in the "ueMacAddr" attribute within the MonitoringEventSubscription data type;
2)	the AF may also provide the DNN, within the "dnn" attribute, and/or the S-NSSAI, within the "snssai" attribute, in the MonitoringEventSubscription data type;
3)	upon reception of the corresponding subscription request message from the AF, the NEF shall check whether the AF is authorized to perform this operation or not:
-	if the AF's request is not authorized, the NEF shall respond to the AF with a "403 Forbidden" status code with the response body including the ProblemDetails data structure containing the "cause" attribute set to the "REQUEST_NOT_AUTHORIZED" application error indicating AF authorisation failure; and
-	if the AF request is authorized by the NEF, then if the DNN and/or S-NSSAI information is not available in the request, the NEF shall determine the corresponding DNN and/or S-NSSAI information based on the received requesting AF Identifier, and if provided, the MTC Provider Information;
4)	the NEF shall then interact with the BSF using the UE address and IP domain (if the UE IPv4 address is provided), DNN and/or S-NSSAI to retrieve the session binding information of the UE by invoking the Nbsf_Management_Discovery service operation as described in 3GPP TS 29.521 [9];
5)	if the NEF receives an error response from the BSF, the NEF shall respond to the AF with a proper error status code. If the NEF received from the BSF an error response including a "ProblemDetails" data structure with the "cause" attribute indicating an application error, the NEF shall relay this error response to the AF with a corresponding application error. If no SUPI matching the provided UE information is returned by the BSF, the NEF shall respond to the AF with a "404 Not Found" status code with the response body including a ProblemDetails data structure containing the "cause" attribute set to the "UE_NOT_FOUND" application error to indicate that the requested UE address is not found;
6)	upon success and a SUPI is returned by the BSF, the NEF shall then interact with the UDM to retrieve the AF specific UE Identifier using the received SUPI and at least one of the Application Port ID, MTC Provider Information or AF Identifier information by invoking Nudm_SDM_Get service as described in clause 5.2.2.2 of 3GPP TS 29.503 [17];
7)	upon success, the UDM responds to the NEF with an AF specific UE Identifier represented as an External Identifier for the UE which is uniquely associated with the MTC provider Information and/or AF Identifier. The NEF shall then respond to the AF with the received information, i.e. the AF specific UE Identifier represented as an External Identifier that was received from the UDM;
8)	if the NEF receives an error response from the UDM, the NEF shall respond to the AF with a proper error status code. If the NEF received from the UDM an error response including a "ProblemDetails" data structure with the "cause" attribute indicating an application error, the NEF shall relay this error response to the AF with a corresponding application error. If the UDM indicates that the requested UE Identifier is not available in the subscription data, the NEF shall respond to the AF with a "404 Not Found" error status code with the response body including a ProblemDetails data structure containing the "cause" attribute set to the "UE_ID_NOT_AVAILABLE" application error to indicate that the AF specific UE ID is not available.
NOTE 6:	The case where the UE's IP address provided by the AF to the NEF corresponds to an IP address that has been NATed (Network and Port Address Translation) is not supported in this release of the specification.
* * * * End of changes * * * *
