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	Reason for change:
	As specified by TS 23.502, the NSSAAF discover the callback URI of the AMF to revoke an authorized S-NSSAI with Slice Specific AA:

[bookmark: _Toc20203964][bookmark: _Toc27894649][bookmark: _Toc36191716][bookmark: _Toc45192802][bookmark: _Toc47592434][bookmark: _Toc51834515][bookmark: _Toc114667875][bookmark: _Toc114667876]4.2.9.3	AAA Server triggered Network Slice-Specific Re-authentication and Re-authorization procedure
…
4.	If the AMF is registered in UDM, the NSSAAF notifies the AMF to re-authenticate/re-authorize the S-NSSAI for the UE using Nnssaaf_NSSAA_Re-AuthNotification with the GPSI and S-NSSAI in the received AAA message. The callback URI of the notification for the AMF is derived via NRF as specified in TS 29.501 [62].

4.2.9.4	AAA Server triggered Slice-Specific Authorization Revocation
…
4.	If the AMF is registered in UDM, the NSSAAF notifies the AMF to revoke the S-NSSAI authorization for the UE using Nnssaaf_NSSAA_RevocationNotification with the GPSI and S-NSSAI in the received AAA message. The callback URI of the notification for the AMF is derived via NRF as specified in TS 29.501 [62].
To allow the NSSAAF to discover callback URI, the AMF register the default notification subscription with the corresponding notification type, as specified in TS 29.510:

	"NSSAA_REAUTH_NOTIFICATION"
	Re-authentication notification for slice-specific authentication and authorization sent by NSSAAF towards NF Service Consumers (e.g. AMF).

This notification type should be registered by the NF Instance in a default notification subscription at NFProfile level (see clause 6.1.6.2.2); otherwise, it may be registered in a custom service instance.

	"NSSAA_REVOC_NOTIFICATION"
	Revocation notification for slice-specific authentication and authorization sent by NSSAAF towards NF Service Consumers (e.g. AMF).

This notification type should be registered by the NF Instance in a default notification subscription at NFProfile level (see clause 6.1.6.2.2); otherwise, it may be registered in a custom service instance.



For NSSAA Re-Auth or Revocation scenarios, the UE may locate in H-PLMN or in V-PLMN, i.e. the NSSAAF needs to invoke the callback URI of an AMF located in the same PLMN (H-PLMN) or in another PLMN (V-PLMN). However, currently the default notification subscription only allows one callback URI, it cannot be secured that the callback URI can be accessible for intra-PLMN and inter-PLMN scenarios.

As the format of callback URI is not specified in 3GPP, different prefix may be used in inter-PLMN and intra-PLMN callback URIs and the NF producer cannot determine the prefix (if any) in the callback URIs. It is recommended that the NF register the complete inter-PLMN callback URI in default notification subscription.

When NSSAAF fetch the default notification subscription of the AMF in VPLMN, the NSSAAF shall use the inter-PLMN callback URI if available.


	
	

	Summary of change:
	Add description that the NSSAAF shall use the inter-PLMN callback URI if available, after fetch the default notification subscription of the AMF in VPLMN via NRF.


	
	

	Consequences if not approved:
	S-NSSAI subject to NSSAA cannot be re-authorized or revoked for roaming UEs, stage 2 requirement cannot be fulfilled.
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[bookmark: _Hlk133596230][bookmark: _Toc24937655][bookmark: _Toc33962470][bookmark: _Toc42883232][bookmark: _Toc49733100][bookmark: _Toc56690725][bookmark: _Toc130820758]*** First Change ***
[bookmark: _Toc42953840][bookmark: _Toc43463157][bookmark: _Toc49847769][bookmark: _Toc56497898][bookmark: _Toc114775092][bookmark: _Toc510696596][bookmark: _Toc35971388]5.2.2.3.1	General
The Re-Authentication Notification service operation shall be used by the NSSAAF to notify the AMF to re-initiate slice-specific authentication and authorization for a given UE, as specified in clause 4.2.9.3 of 3GPP TS 23.502 [3], and clause 16.4 of 3GPP TS 33.501 [8].
If there are two different AMFs serving the UE (e.g. the NSSAAF retrieves two different AMFs from the UDM), the NSSAAF may determine to send the re-authentication notification to both AMFs. Or, the NSSAAF may first send re-authentication notification to one of the AMF, and then send revocation notification to another AMF if EAP authentication fails in first AMF. If EAP authentication succeeds in first AMF then NSSAAF does not notify the other AMF.
Upon receiving the Network Slice-Specific Re-authentication and Re-authorization from an AAA-S, the NSSAAF shall verify whether the AAA-S is authorized to request the procedure, by checking its local configuration. If the AAA-S is authorized to request the re-authentication, the NSSAAF shall notify the NF Service Consumer (i.e. the AMF) by using the HTTP POST method as shown in Figure 5.2.2.3.1-1.


Figure 5.2.2.3.1-1: Re-authentication Notification
1.	The NSSAAF shall send a POST request to the callback URI used to receiving re-authentication notification, which is either provided by the NF Service Consumer (i.e. the AMF), or retrieved from the AMF profile stored in the NRF (in default notification subscription for "NSSAA_REAUTH_NOTIFICATION" notification type). If the NF Service Consumer is located in a different PLMN (i.e. the AMF in VPLMN for a roaming UE), the NSSAAF shall use the inter-PLMN callback URI to deliver the notification if the inter-PLMN callback URI is present in the default notification subscription.
	The HTTP payload body of the POST request shall contain the SliceAuthReauthNotification data structure, within which:
-	the notificationType set to the SliceAuthNotificationType of "SLICE_RE_AUTH";
-	the gpsi set to the GPSI of the given UE required to be re-authenticated;
-	the snssai set to the S-NSSAI required to be re-authenticated;
-	the supi set to the SUPI of the given UE required to be re-authenticated.
NOTE:	The NSSAAF can obtain the SUPI of the UE in the response of a previous Nudm_UECM_Get used by the NSSAAF to retrieve the AMF ID.
2a.	On success, "204 No Content" shall be returned and the payload body of the POST response shall be empty.
[bookmark: _PERM_MCCTEMPBM_CRPT24020010___3]After responding the request, the NF Service Consumer (i.e. the AMF) shall send NAS message to the UE to trigger re-authentication and re-authorization for the given slice.
The AMF then decides to execute the Slice-Specific Authentication and Authorization if needed as described in clause 5.2.2.2.1.
If the S-NSSAI is not in the Mapping Of Allowed NSSAI, the AMF removes any status of the corresponding S-NSSAI subject to Slice-Specific Authentication and Authorization in the UE context it may have kept, so that an Slice-Specific Authentication and Authorization procedure is executed next time the UE requests to register with the S-NSSAI.
2b.	On failure, one of the HTTP status code (e.g. "404 Not Found") listed in Table 6.1.7.3-1 shall be returned. 
[bookmark: _PERM_MCCTEMPBM_CRPT24020011___3]For a 4xx/5xx response, the message body shall contain a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.7.3-1.
[bookmark: _Toc42953841][bookmark: _Toc43463158][bookmark: _Toc49847770][bookmark: _Toc56497899]2c.	On redirection, the appropriate HTTP status code (e.g. "307 Temporary Redirect") shall be returned. A RedirectResponse IE may be included in the payload body of POST response, as specified in table 6.1.5.2.3.1-2.
If the NF Service Consumer (i.e. the AMF) is not able to handle the request, but knows that another NF Service Consumer (i.e. the AMF) is able to handle it, it shall reply with an HTTP 3xx redirect response pointing to the URI of the new NF Service Consumer (i.e. the AMF).

[bookmark: _Toc42953842][bookmark: _Toc43463159][bookmark: _Toc49847771][bookmark: _Toc56497900][bookmark: _Toc114775094]*** Next Change ***
5.2.2.4.1	General
The Revocation Notification service operation shall be used by the NSSAAF to notify the AMF to revoke slice-specific authentication and authorization result, as specified in clause 4.2.9.4 of 3GPP TS 23.502 [3], and clause 16.5 of 3GPP TS 33.501 [8], and may trigger the AMF to release the corresponding PDU sessions associated to the indicated slice.
If there are two different AMFs serving the UE (e.g. the NSSAAF retrieves two different AMFs from the UDM), the NSSAAF may determine to send revocation notification to both AMFs.
Upon receiving the Network Slice-Specific Authorization Revocation procedure from an AAA-S, the NSSAAF shall verify whether the AAA-S is authorized to request the procedure, by checking its local configuration. If the AAA-S is authorized to request the revocation, the NSSAAF shall notify the NF Service Consumer (i.e. the AMF) by using the HTTP POST method as shown in Figure 5.2.2.4.1-1.


Figure 5.2.2.4.1-1: Revocation Notification
1.	The NSSAAF shall send a POST request to the revocation notification callback URI, which is either provided by the NF Service Consumer (i.e. the AMF), or retrieved from the AMF profile stored in the NRF (in default notification subscription for "NSSAA_REVOC_NOTIFICATION" notification type). If the NF Service Consumer is located in a different PLMN (i.e. the AMF in VPLMN for a roaming UE), the NSSAAF shall use the inter-PLMN callback URI to deliver the notification if the inter-PLMN callback URI is present in the default notification subscription.
	The HTTP payload body of the POST request shall contain the SliceAuthRevocNotification data structure, within which:
-	the notificationType set to the SliceAuthNotificationType of "SLICE_REVOCATION";
-	the gpsi set to the GPSI of the given UE for whom the slice-specific authorization revocation is required;
-	the snssai set to the S-NSSAI for which the slice-specific authorization revocation is required;
-	the supi set to the SUPI of the given UE for whom the slice-specific authorization revocation is required.
NOTE:	The NSSAAF can obtain the SUPI of the UE in the response of a previous Nudm_UECM_Get used by the NSSAAF to retrieve the AMF ID.
2a.	On success, "204 No Content" shall be returned and the payload body of the POST response shall be empty.
[bookmark: _PERM_MCCTEMPBM_CRPT24020013___3]On receiving the request, the NF Service Consumer (i.e. the AMF) shall revoke the slice-specific authentication and authorization result for the given UE. If there is PDU session associated to the given slice, the AMF shall trigger the PDU session release to the SMF, with appropriate cause value.
The AMF shall remove the "status" for the given slice in "nssaaStatusList" attribute (see 3GPP TS 29.518 [16]).
2b.	On failure, one of the HTTP status code (e.g. "404 Not Found") listed in Table 6.1.7.3-1 shall be returned. 
[bookmark: _PERM_MCCTEMPBM_CRPT24020014___3]For a 4xx/5xx response, the message body shall contain a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.7.3-1.
2c.	On redirection, the appropriate HTTP status code (e.g. "307 Temporary Redirect") shall be returned. A RedirectResponse IE may be included in the payload body of POST response, as specified in table 6.1.5.3.3.1-2.
If the NF Service Consumer (i.e. the AMF) is not able to handle the request, but knows that another NF Service Consumer (i.e. the AMF) is able to handle it, it shall reply with an HTTP 3xx redirect response pointing to the URI of the new NF Service Consumer (i.e. the AMF).

*** End of Changes ***

image1.emf
NF Service 

Consumer

NSSAAF

1. POST {reauthNotifUri} (SliceAuthReauthNotification)

2a. 204 No Content 

2b. 4xx/5xx (ProblemDetails)

2c. 3xx (RedirectResponse)


Microsoft_Visio_2003-2010_Drawing.vsd
NF Service Consumer


NSSAAF


1. POST {reauthNotifUri} (SliceAuthReauthNotification)


2a. 204 No Content 


2b. 4xx/5xx (ProblemDetails)


2c. 3xx (RedirectResponse)



image2.emf
NF Service 

Consumer

NSSAAF

1. POST {revocNotifUri} (SliceAuthRevocNotification)

2a. 204 No Content 

2b. 4xx/5xx (ProblemDetails) or 3xx

2c. 3xx(RedirectResponse)


Microsoft_Visio_2003-2010_Drawing1.vsd
NF Service Consumer


NSSAAF


1. POST {revocNotifUri} (SliceAuthRevocNotification)


2a. 204 No Content 


2b. 4xx/5xx (ProblemDetails) or 3xx


2c. 3xx (RedirectResponse)



