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* * * First Change * * * *
Annex E (Informative):
Procedures Related to MPTCP Functionality
[bookmark: _Toc36031341][bookmark: _Toc36043261][bookmark: _Toc36814586][bookmark: _Toc44689453][bookmark: _Toc44924207][bookmark: _Toc51861179][bookmark: _Toc57930950][bookmark: _Toc57931580][bookmark: _Toc130904915]E.1	General
This clause provides example MPTCP flows.
This Annex is informative and the normative descriptions in this specification and in 3GPP TS 23.501 [28], 3GPP TS 23.502 [29] and in 3GPP TS 24.193 [59], prevail over the descriptions in this Annex if there is any difference.
[bookmark: _Toc36031342][bookmark: _Toc36043262][bookmark: _Toc36814587][bookmark: _Toc44689454][bookmark: _Toc44924208][bookmark: _Toc51861180][bookmark: _Toc57930951][bookmark: _Toc57931581][bookmark: _Toc130904916]E.2	Multipath TCP Connection Setup
[bookmark: _Toc36031343][bookmark: _Toc36043263][bookmark: _Toc36814588][bookmark: _Toc44689455][bookmark: _Toc44924209][bookmark: _Toc51861181][bookmark: _Toc57930952][bookmark: _Toc57931582][bookmark: _Toc130904917]E.2.1	General
[bookmark: _Toc36031344][bookmark: _Toc36043264][bookmark: _Toc36814589][bookmark: _Toc44689456][bookmark: _Toc44924210][bookmark: _Toc51861182]Multipath TCP Connection is setup between the MPTCP Client in the UE and the MPTCP Proxy in the UPF (PSA). The outgoing Multipath is initiated by the MPTCP Client in the UE towards the MPTCP Proxy in the UPF.
NOTE:	The incoming Multipath which is assumed to be initiated by the MPTCP Proxy in the UPF towards the MPTCP Client in the UE is not supported in this release of the specification.
The RTT TCP Convert Protocol (specified in IETF RFC 8803 [60]) is used to setup Multipath TCP connection and used for data exchange. The MPTCP Proxy implements the Transport Converter functionality.
[bookmark: _Toc57930953][bookmark: _Toc57931583][bookmark: _Toc130904918]E.2.2	Outgoing Multipath TCP Connection Setup
Figure E.2.2-1 describes the establishment of an outgoing multipath TCP connection through a Transport Converter.
The MPTCP Client initiates a Multipath TCP connection towards the Transport Converter, by sending a SYN with the MP_CAPABLE option (MPC in Figure E.2.2-1). The SYN includes the address and port number of the Server (i.e. remote host), that are extracted by the Transport Converter and used to initiate a Multipath TCP connection towards this Server. As the Server does not support Multipath TCP, it replies with a SYN+ACK that does not contain the MP_CAPABLE option. The Transport Converter notes that the connection with the Server does not support Multipath TCP and returns the extended TCP header received from the Server to the Client.


Figure E.2.2-1 – Outgoing Converter-Assisted Multipath TCP Connection Setup
[bookmark: _Toc36031345][bookmark: _Toc36043265][bookmark: _Toc36814590][bookmark: _Toc44689457][bookmark: _Toc44924211][bookmark: _Toc51861183][bookmark: _Toc57930954][bookmark: _Toc57931584][bookmark: _Toc130904919][bookmark: _Toc36031346][bookmark: _Toc36043266][bookmark: _Toc36814591][bookmark: _Toc44689458][bookmark: _Toc44924212][bookmark: _Toc51861184]E.2.3	Incoming Multipath TCP Connection Setup
Incoming Multipath TCP Connection Setup as described in clause 5.2 of IETF RFC 8803 [60] is not supported in this release of the specification.
[bookmark: _Toc57930955][bookmark: _Toc57931585][bookmark: _Toc130904920]E.2.4	MPTCP Session Entry Stored in MPTCP Proxy
Once Multipath TCP Connection is successfully setup between the MPTCP Client in the UE and the MPTCP Proxy in the UPF, the MPTCP Proxy stores the MPTCP session entry in its storage.
The MPTCP session entry includes the following information:
-	UEMPTCP link-specific multipath IP address and its the associated TCP ports;
-	UE's MA-PDU session IP address and its TCP port, if the MA-PDU session IP address is used by MPTCP Proxy for IP translation;
-	N6 routable IP address and its TCP port, if N6 routable IP address is used by the MPTCP Proxy for IP translation;
-	the remote host IP address and its TCP port.
The stored MPTCP session entry is used by the MPTCP Proxy for IP translation when receiving uplink or downlink MPTCP traffic.
[bookmark: _Toc36031347][bookmark: _Toc36043267][bookmark: _Toc36814592][bookmark: _Toc44689459][bookmark: _Toc44924213][bookmark: _Toc51861185][bookmark: _Toc57930956][bookmark: _Toc57931586][bookmark: _Toc130904921]E.3	IP Translation Procedure
[bookmark: _Toc36031348][bookmark: _Toc36043268][bookmark: _Toc36814593][bookmark: _Toc44689460][bookmark: _Toc44924214][bookmark: _Toc51861186][bookmark: _Toc57930957][bookmark: _Toc57931587][bookmark: _Toc130904922]E.3.1	General
On receiving uplink or downlink MPTCP traffic, the UPF internally forwards the MPTCP traffic to the MPTCP Proxy. The MPTCP Proxy detects the MPTCP traffic is for data exchange, and performs IP translation before sending out the translated MPTCP traffic.
Figure E.3.1-1 illustrates the IP translation model for uplink and downlink MPTCP traffics, both on the UE side and the UPF side.




Figure E.3.1-1 IP Translation Model
When UE's MA-PDU session IP address is used by MPTCP Proxy for IP translation, port collision and port exhaustion can potentially occur because the UE also uses the MA-PDU session IP address for non-MPTCP traffic. To avoid this, an N6 routable IP address can be used by the MPTCP Proxy for IP translation, based on the UPF implementation.
[bookmark: _Toc36031349][bookmark: _Toc36043269][bookmark: _Toc36814594][bookmark: _Toc44689461][bookmark: _Toc44924215][bookmark: _Toc51861187][bookmark: _Toc57930958][bookmark: _Toc57931588][bookmark: _Toc130904923]E.3.2	IP Translation on Uplink IP Packets
Once uplink MPTCP traffic is detected by the UPF, the UPF internally forwards the uplink IP packets to the MPTCP Proxy.
The MPTCP Proxy performs IP translation to the uplink IP packets, based on the stored MPTCP session entry:
-	replace the source IP address and port, from the UE's MPTCP link-specific multipath IP@ and its ports, to the UE's MA-PDU session IP@ and its port (or N6 routable IP@ and its port);
-	replace the destination IP address and port, from the MPTCP Proxy IP@ and its port, to the remote host IP@ and its port.
After performing IP translation, the MPTCP Proxy forwards the translated uplink IP packets to N6 interface.
[bookmark: _Toc36031350][bookmark: _Toc36043270][bookmark: _Toc36814595][bookmark: _Toc44689462][bookmark: _Toc44924216][bookmark: _Toc51861188][bookmark: _Toc57930959][bookmark: _Toc57931589][bookmark: _Toc130904924]E.3.3	IP Translation on Downlink IP Packets
Once downlink MPTCP traffic is detected by the UPF, the UPF internally forwards the downlink IP packets to the MPTCP Proxy.
The MPTCP Proxy performs IP translation to the downlink IP packets, based on the stored MPTCP session entry:
-	replace the source IP address and port, from the remote host IP@ and its port, to the MPTCP Proxy IP@ and its port;
-	replace the destination IP address and port, from the UE's MA-PDU session IP@ and its port (or N6 routable IP@ and its port), to the UE's MPTCP link-specific multipath IP@ and its port.
After performing IP translation, the MPTCP Proxy forwards the translated downlink IP packets to N3 or N9 interface.
* * * End of Changes * * * *
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