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* * * First Change * * * *
[bookmark: _Toc510696607][bookmark: _Toc35971398][bookmark: _Toc63347625][bookmark: _Toc70168788][bookmark: _Toc94083869][bookmark: _Toc119934293][bookmark: _Toc130805197][bookmark: _Toc56434418][bookmark: _Toc122078639][bookmark: _Toc122096916][bookmark: _Toc114778999][bookmark: _Toc106639489][bookmark: _Toc98506204][bookmark: _Toc90650533][bookmark: _Toc88818611][bookmark: _Toc82716324][bookmark: _Toc74993736][bookmark: _Toc67685915][bookmark: _Toc58594405][bookmark: _Toc56517504][bookmark: _Toc51873376][bookmark: _Toc49849862][bookmark: _Toc45032373][bookmark: _Toc43215125][bookmark: _Toc36463285][bookmark: _Toc34147901][bookmark: _Toc27593030][bookmark: _Toc25168611][bookmark: _Toc20150364][bookmark: _Toc120269597]6.1.3	Resources
[bookmark: _Toc510696608][bookmark: _Toc35971399][bookmark: _Toc63347626][bookmark: _Toc70168789][bookmark: _Toc94083870][bookmark: _Toc119934294][bookmark: _Toc130805198]6.1.3.1	Overview
This clause describes the structure for the Resource URIs and the resources and methods used for the service.
Figure 6.1.3.1-1 depicts the resource URIs structure for the Nnef_Authentication API.


Figure 6.1.3.1-1: Resource URI structure of the Nnef_Authentication API
Table 6.1.3.1-1 provides an overview of the resources and applicable HTTP methods.
Table 6.1.3.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	uav-authentications 
	/uav-authentications
	POST
	A UAV authentication



[bookmark: _Toc510696609][bookmark: _Toc35971400][bookmark: _Toc63347627][bookmark: _Toc70168790][bookmark: _Toc94083871][bookmark: _Toc119934295][bookmark: _Toc130805199]6.1.3.2	Resource: uav-authentications
The resource represents UAV Authentications to be done with the NEF (UAS-NF).
[bookmark: _Toc510696610][bookmark: _Toc35971401][bookmark: _Toc63347628][bookmark: _Toc70168791][bookmark: _Toc94083872][bookmark: _Toc119934296][bookmark: _Toc130805200]6.1.3.2.1	Description
[bookmark: _Toc35971402][bookmark: _Toc63347629][bookmark: _Toc70168792][bookmark: _Toc94083873][bookmark: _Toc119934297][bookmark: _Toc130805201][bookmark: _Toc510696612]6.1.3.2.2	Resource Definition
Resource URI: {apiRoot}/nnef-authentication/<apiVersion>/uav-authentications
This resource shall support the resource URI variables defined in table 6.1.3.2.2-1.
Table 6.1.3.2.2-1: Resource URI variables for this resource
	Name
	Data type
	Definition

	apiRoot
	string
	See clause 6.1.1



[bookmark: _Toc35971403][bookmark: _Toc63347630][bookmark: _Toc70168793][bookmark: _Toc94083874][bookmark: _Toc119934298][bookmark: _Toc130805202]6.1.3.2.3	Resource Standard Methods
[bookmark: _Toc510696613][bookmark: _Toc35971404][bookmark: _Toc63347631][bookmark: _Toc70168794][bookmark: _Toc94083875][bookmark: _Toc119934299]6.1.3.2.3.1	POST
This method performs UAV authentication.
This method shall support the URI query parameters specified in table 6.1.3.2.3.1-1.
Table 6.1.3.2.3.1-1: URI query parameters supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	n/a
	
	
	
	
	



This method shall support the request data structures specified in table 6.1.3.2.3.1-2 and the response data structures and response codes specified in table 6.1.3.2.3.1-3.
Table 6.1.3.2.3.1-2: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	UAVAuthInfo
	M
	1
	Represents the data to be used for UAV authentication



Table 6.1.3.2.3.1-3: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	UAVAuthResponse
	M
	1
	200 OK
	Successful request of UAV authentication and authorization. If C2 authorization request is sent during UUAA-SM, the final response indicates that at least UUAA has succeeded.

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI, or the same URI if a request is redirected to the same target resource via a different SCP. In the former case, the URI shall be an alternative URI of the resource located on an alternative service instance within the same NEF (UAS-NF) or NEF (UAS-NF) (service) set.
(NOTE 2)

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI, or the same URI if a request is redirected to the same target resource via a different SCP. In the former case, the URI shall be an alternative URI of the resource located on an alternative service instance within the same NEF (UAS-NF) or NEF (UAS-NF) (service) set.
(NOTE 2)

	UAVAuthFailure
	O
	0..1
	403 Forbidden
	This represents that the UAV authentication is failed, the "cause" attribute of the ProblemDetails data structure set to one of the following application errors:
- AUTHENTICATION_FAILURE
- SERVICE_NOT_ALLOWED
See table 6.1.7.3-1 for the description of these errors.

	ProblemDetails
	O
	0..1
	504 Gateway Timeout
	The "cause" attribute may be used to indicate the following application error:
- PEER_NOT_RESPONDING

See table 6.1.7.3-1 for the description of the error.

	NOTE 1:	The mandatory HTTP error status code for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.
NOTE 2:	RedirectResponse may be inserted by an SCP, see clause 6.10.9.1 of 3GPP TS 29.500 [4].



Table 6.1.3.2.3.1-4: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same NEF (UAS-NF) or NEF (UAS-NF) (service) set.
Or the same URI, if a request is redirected to the same target resource via a different SCPFor the case, when a request is redirected to the same target resource via a different SCP, see clause 6.10.9.1 in 3GPP TS 29.500 [4].

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected



Table 6.1.3.2.3.1-5: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same NEF (UAS-NF) or UAS-NF/NEF (service) set.
Or the same URI, if a request is redirected to the same target resource via a different SCPFor the case, when a request is redirected to the same target resource via a different SCP, see clause 6.10.9.1 in 3GPP TS 29.500 [4].

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected


[bookmark: _Toc510696615][bookmark: _Toc35971406][bookmark: _Toc63347633][bookmark: _Toc70168796]
[bookmark: _Toc94083876][bookmark: _Toc119934300][bookmark: _Toc130805203]6.1.3.2.4	Resource Custom Operations
None
[bookmark: _Toc510696628][bookmark: _Toc35971419][bookmark: _Toc63347646][bookmark: _Toc70168809][bookmark: _Toc94083877][bookmark: _Toc119934301][bookmark: _Toc130805204]6.1.5	Notifications
[bookmark: _Toc510696629][bookmark: _Toc35971420][bookmark: _Toc63347647][bookmark: _Toc70168810][bookmark: _Toc94083878][bookmark: _Toc119934302][bookmark: _Toc130805205]6.1.5.1	General
This clause specifies the notifications provided by the Nnef_Authentication service.
[bookmark: _Toc510696630]Notifications shall comply to clause 6.2 of 3GPP TS 29.500 [4] and clause 4.6.2.3 of 3GPP TS 29.501 [5].
[bookmark: _Toc35971421][bookmark: _Toc63347648][bookmark: _Toc70168811][bookmark: _Toc94083879][bookmark: _Toc119934303][bookmark: _Toc130805206]6.1.5.2	Authentication Notification
[bookmark: _Toc532994455][bookmark: _Toc35971422][bookmark: _Toc63347649][bookmark: _Toc70168812][bookmark: _Toc94083880][bookmark: _Toc119934304][bookmark: _Toc130805207]6.1.5.2.1	Description
The NF Service Consumer (e.g. the AMF or SMF or SMF+PGW-C) provides the Notification URI for getting notified about reauthentication requested by the USS. The NEF (UAS-NF) shall notify the NF Service Consumer when reauthentication is requested by the USS.
[bookmark: _Toc532994456][bookmark: _Toc35971423][bookmark: _Toc63347650][bookmark: _Toc70168813][bookmark: _Toc94083881][bookmark: _Toc119934305][bookmark: _Toc130805208]6.1.5.2.2	Target URI
The Notification URI "{notifUri}" shall be used with the callback URI variables defined in table 6.1.5.2.2-1.
Table 6.1.5.2.2-1: Callback URI variables
	Name
	Definition

	notificationUri
	String formatted as URI with the Callback Uri



[bookmark: _Toc532994457][bookmark: _Toc35971424][bookmark: _Toc63347651][bookmark: _Toc70168814][bookmark: _Toc94083882][bookmark: _Toc119934306][bookmark: _Toc130805209]6.1.5.2.3	Standard Methods
[bookmark: _Toc532994458][bookmark: _Toc35971425][bookmark: _Toc63347652][bookmark: _Toc70168815][bookmark: _Toc94083883]6.1.5.2.3.1	POST
This method shall support the request data structures specified in table 6.1.5.2.3.1-1 and the response data structures and response codes specified in table 6.1.5.2.3.1-2.
Table 6.1.5.2.3.1-1: Data structures supported by the POST Request Body
	Data type
	P
	Cardinality
	Description

	AuthNotification
	M
	1
	Contains the reauthentication information.



Table 6.1.5.2.3.1-2: Data structures supported by the POST Response Body
	Data type
	P
	Cardinality
	Response codes
	Description

	n/a
	
	
	204 No Content
	Successful notification of reauthentication

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same NF consumer where the notification should be sent.
If an SCP redirects the message to another SCP then the location header field shall contain the same URI or a different URI pointing to the endpoint of the NF service consumer to which the notification should be sent.
(NOTE 2)

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same NF consumer where the notification should be sent.
If an SCP redirects the message to another SCP then the location header field shall contain the same URI or a different URI pointing to the endpoint of the NF service consumer to which the notification should be sent.
(NOTE 2)

	NOTE 1:	The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply, with response body containing an object of ProblemDetails data type (see clause 5.2.7 of 3GPP TS 29.500 [4]).
NOTE 2:	RedirectResponse may be inserted by an SCP, see clause 6.10.9.1 of 3GPP TS 29.500 [4].



Table 6.1.5.2.3.1-4: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	A URI pointing to the endpoint of NF service consumer to which the notification should be sent. For the case, when a request is redirected to the same target resource via a different SCP, see clause 6.10.9.1 in 3GPP TS 29.500 [4]

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the notification is redirected. 



Table 6.1.5.2.3.1-5: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	A URI pointing to the endpoint of NF service consumer to which the notification should be sent. For the case, when a request is redirected to the same target resource via a different SCP, see clause 6.10.9.1 in 3GPP TS 29.500 [4].

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the notification is redirected.



* * * 2nd Change * * * *
6.1.10	HTTP redirection
An HTTP request may be redirected to a different Nnef_Authentication service instance when using direct or indirect communications (see 3GPP TS 29.500 [4]).
An SCP that reselects a different NEF (UAS-NF) producer instance will return the NF Instance ID of the new NEF (UAS-NF) producer instance in the 3gpp-Sbi-Producer-Id header, as specified in clause 6.10.3.4 of 3GPP TS 29.500 [4].
If an NEF (UAS-NF) redirects a service request to a different NEF (UAS-NF) using an 307 Temporary Redirect or 308 Permanent Redirect status code, the identity of the new NEF (UAS-NF) towards which the service request is redirected shall be indicated in the 3gpp-Sbi-Target-Nf-Id header of the 307 Temporary Redirect or 308 Permanent Redirect response as specified in clause 6.10.9.1 of 3GPP TS 29.500 [4].

* * * End of Changes * * * *
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