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1	Impacts

	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	
	
	X
	

	No
	X
	X
	X
	
	

	Don't know
	
	
	
	
	X



2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a
	X
	Study 

	
	Normative – Stage 1

	
	Normative – Stage 2

	
	Normative – Stage 3

	
	Normative – Other*



2.2	Parent Work Item
For a brand-new topic, use “N/A” in the table below. Otherwise indicate the parent Work Item.
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	N/A
	N/A
	N/A
	N/A



2.3	Other related Work Items and dependencies
	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	



3	Justification
APIs defined by SBI currently don't limit the amount of information exposed to different NF-Service Consumers. This results in potential privacy violation.

For example, if an NSSAAF wants to know the serving AMF of a UE, it performs Nudm_UECM_Get operation and is presented with UE's entire AMF registration resource representation in UDM, consisting of lot more information that may be of no interest to NSSAAF. Similarly, if an NF Producer has registered, say, 3 S-NSSAIs in its profile into NRF, and an NF-Consumer belonging to one of these S-NSSAIs performs NFDiscovery, it will also get to know all the other S-NSSAIs that the NF-Producer belongs to.

Additionally, if an SMF is restricted to, say, sm-data resource in Nudm_SDM API, it may still be allowed to subscribe to changes in am-data by creating a subscription to data-change notifications and thus have access to excessive data. This is because access to ../sdm-subscriptions resource requires access-token granting access to the ../sdm-subscriptions resource, and not the data-sets for whose changes the NF-consumer is subscribing to.

GSMA CVD PoE has sent LS C4-225023 (C4-230037) to CT4 and SA3 highlighting potential security vulnerabilities within 5G Network functions encompassing OAuth2.0. The LS additionally suggested following remedial steps:

#2. Build predefined/desired communication matrix with set of parameters among NF services/Instances/Interfaces.
#4. Prevent consumer NFs from receiving more data than they require.
Similar observations could be seen in GSMA LS C4-213261 where excessive data exposure allows a compromised NF trigger attacks on other network functions.

This SID intends to study how to restrict such excessive data exposure.

The study should attempt to strike a balance between data exposure aspects and efficiency/performance. For example, handover from a VPLMN AMF to HPLMN AMF (i.e. from an arguably less trusted environment to a highly trusted environment) should not cause (potentially) additional signalling to, e.g. fetch some missing information from NRF or other NFs.
4	Objective
The study item includes the following tasks:
-	To study the need and potential solutions for avoiding excessive data exposure over SBI. 
-	To study the need and potential solutions for avoiding indirect access to data via, e.g. subscriptions, even as direct access to the data-set is not allowed. 
NOTE:	The study does not preclude API specific solutions or a generic solution applicable to all APIs.
NOTE:	Stage-2 requirements are within the scope of SA3 and they need to be consulted if any proposal requires Stage-2 definitions.
NOTE:	The study does not preclude issues not relating to security aspects of excessive data exposure.

5	Expected Output and Time scale
	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	Internal TR
	29.8xx
	Study on Reducing Information Exposure over SBI
	TSG#101
(Sep, 2023)
	TSG#102
(Dec, 2023)
	Varini Gupta,
Samsung,
varini.gupta@samsung.com




	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	
	
	
	



6	Work item Rapporteur(s)
Varini Gupta, Samsung, varini.gupta@samsung.com

7	Work item leadership
CT4
8	Aspects that involve other WGs
SA3/SA2 needs to be (potentially) consulted for changes that may require Stage-2 alignment
CT3 may need to be consulted for information/feedback.
9	Supporting Individual Members

	Supporting IM name

	Samsung

	Intel

	Nokia

	Nokia Shanghai Bell

	ZTE

	CATT

	



