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	Source to TSG:
	C6
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	Category:
	B
	
	Release:
	Rel-15

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
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	Reason for change:
	At SA2#129 (S2-1811541) , SA2 agreed a new procedure for UDM-triggered update of the privacy information set (Routing ID and associated Public Key and Protection Scheme to use) on the USIM via the AMF using DL NAS TRANSPORT message.
One important aspect is that the update procedure shall not lead to the bringing down of the current ongoing call etc in accordance with the following text from the SA2 approved CR:
If the UDM has requested the UE to re-register, the UE waits until it goes back to RRC idle and initiates a mobility registration update.
As part of stage 3 implementation of that procedure, a USAT procedure needs to be specified that takes care of UICC processing of the secure packet received by NAS in DL NAS TRANSPORT message

	
	

	Summary of change:
	When implementing the USAT procedure mentioned above, in order to make sure that irrespective of which entity is supposed to calculate the SUCI, the UE is able to control when to start the re-registration with the SUCI calculated using new privacy information set (Routing ID and associated Public Key and Protection Scheme to use),
it is specified that upon any update of such parameters on the USIM, the REFRESH initiated by the UICC shall be of the REFRESH type Privacy Info Update

	
	

	Consequences if not approved:
	If upon update of privacy information set (Routing ID and associated Public Key and Protection Scheme to use) parameters in the USIM, an existing REFRESH type is used, it could cause the ongoing call to tear down right away, which violates the agreement in S2-1811541.
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[bookmark: _Toc343864911][bookmark: _Toc526329969]7.5.1.1	SUCI context
SUCI context shall be supported if "SUCI calculation is to be performed by the USIM" (i.e. Service n°124 and Service n°125 are "available").
The command returns the SUCI which is a privacy preserving identifier containing the concealed SUPI. The function is used in 5GS in the specific cases described in 3GPP TS 33.501 [105] prior to mutual authentication between the UE and the SN.
The SUCI returned is calculated as described in 3GPP TS 33.501 [105].
For the execution of the command, the following information shall be available in the USIM:
· Home network identifier (i.e. MCC and MNC) (see Note).
· Routing indicator (see Note).
· Home network public key (see Note).
· Home network public key identifier (see Note).
· Protection scheme identifier (see Note).
· SUPI.
NOTE:	Provision and storage of the information in the USIM when "SUCI calculation is to be performed by the USIM" (i.e. Service n°124 and Service n°125 are "available") is out of the scope of the specification. If the Routing indicator or the Home network public key or the Home network public key identifier or the Protection scheme idenfier are changed via Data Download or USAT applications, the UICC shall issue 'Privacy Info Update' REFRESH as specified in 3GPP TS 31.111 [12] clause 6.4.7.7.
The SUCI is designed for one-time use, however, the freshness and randomness of SUCI returned upon each call of the command depends on the protection scheme configured. There is the special case where the protection scheme used is null-scheme, in such case SUCI contains the non concealed SUPI.
If the home network public key is not provisioned in the USIM, the SUCI shall be calculated using the null-scheme irrespective of the protection scheme stored in the USIM.
***** Next change *****
[bookmark: _Toc526329973]Annex A (informative):
EF changes via Data Download or USAT applications
This annex defines if changing the content of an EF by the network (e.g. by sending an SMS), or by a USAT Application, is advisable. Updating of certain EFs "over the air" such as EFACC could result in unpredictable behaviour of the UE; these are marked "Caution" in the table below. Certain EFs are marked "No"; under no circumstances should "over the air" changes of these EFs be considered.

	File identification
	Description
	Change advised

	'2F00'
	Application directory
	Caution

	'2F05'
	Preferred languages 
	Yes

	'2F06'
	Access rule reference
	Caution

	'2F08'
	UICC Maximum Power Consumption
	No

	'2FE2'
	ICC identification
	No

	'4F01'
	ProSe Monitoring Parameters
	Yes

	'4F01'
	ACDC List
	Yes

	'4F01'
	MCS Service Table
	Yes

	'4F01'
	V2X Service Table
	Yes

	‘4F01’
	5GS 3GPP location information
	Caution (Note 1)

	'4F02'
	V2X configuration data
	Yes

	'4F02'
	ProSe Announcing Parameters
	Yes

	'4F02'
	MCS configuration data
	Yes

	‘4F02’
	5GS non-3GPP location information
	Caution (Note 1)

	'4F03'
	HPLMN ProSe Function
	Yes

	‘4F03’
	5GS 3GPP Access NAS Security Context
	Caution

	'4F04'
	ProSe Direct Communication Radio Parameters
	Yes

	‘4F04’
	5GS non-3GPP Access NAS Security Context
	Caution

	'4F05'
	ProSe Direct Discovery Monitoring Radio Parameters
	Yes

	‘4F05’
	5G authentication keys
	No

	'4F06'
	ProSe Direct Discovery Announcing Radio Parameters
	Yes

	'4F06'
	UAC Access Identities Configuration
	Caution

	'4F07'
	ProSe Policy Parameters
	Yes

	'4F07'
	Subscriber Concealed Identifier Calculation Information
	Yes (Note 5)

	'4F08'
	Steering of UE in VPLMN
	Yes

	…
	…
	…

	NOTE1:	If EFIMSI is changed, the UICC should issue REFRESH as defined in 3GPP TS 31.111 [12] and update EFLOCI, EFPSLOCI, EFEPSLOCI and EF5GSLOCI accordingly.
NOTE2:	This file may contain eCALL related test and reconfiguration numbers or URIs.
NOTE3: 	If EFUICCIARI is changed, the UICC shall issue a REFRESH command as defined in TS 31.111.  The ME shall read the updated list of IARIs associated with active applications installed on the UICC. 
NOTE4:	Updating EFProSe_UIRC Over-The-Air, especially adding more parameters to the report, may cause a reduction of number of reports to be able to be stored in the UE.
NOTE5:	If EFSUCI_Calc_Info is changed, the UICC shall issue 'Privacy Info Update' REFRESH as specified in 3GPP TS 31.111 [12] clause 6.4.7.7.
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