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1. Introduction

Details of 5G extension of AUTHENTICATION command
2. Reason for Change

Revising the earlier discussion on the topic
3. Proposal

It is proposed to agree the following changes to 3GPP TR 31.890
5
Security aspects
5.1
Extension of the AUTHENTICATE command

5.1.1
Introduction

The following clauses describe the impact of the 5G system on the existing AUTHENTICATE command, as defined in TS 31.102 [3].
5.1.2
Input parameters

TS 33.501 [8] clause 6.1.1.3 describes the binding of the anchor key KSEAF to the serving network, to prevent one serving network from claiming to be a different serving network, and indicates that the anchor key provided to the serving network shall be specific to the authentication having taken place between the UE and a 5G core network.
As per TS 33.501 [8] clause 6.1.1.1, there is also another key KAUSF, that is left on the AUSF based on the home operator’s policy on using such key for authentication and key agreement procedures.
Editor’s Note:
Whether the calculation of KSEAF and KAUSF is performed in the USIM or in the ME is FFS in SA3.

The USIM shall store the same long-term key K that is stored in the ARPF.
Editor’s Note:
 Calculation of the RES* requires the serving network name as defined in TS 33.501 [8] Annex A.4. This might be required as input parameter if the RES* is computed in the USIM. The serving network name shall be equal to the concatenation of the service code set to '5G' and the VPLMN ID and is encoded according to TS 33.501 [8] Annex A.2.
