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1	Overall description
SA3 thanks SA2 and CT1 for their LSs on PLMN and RAT selection policies for roaming (S2-175286 and C1-173751 respectively)

SA3 have discussed the topic raised by CT1 and SA2 and would like to provide the following information:

There are currently no 3GPP secure channels specified for signaling messages between the HPLMN and the UE.  There is however a specification for secure messages between the HPLMN and the USIM (3GPP TS 31.116).

If CT1 wishes to have a new security interface for this feature, SA3 believes it is possible to design a new security solution for these messages.  To help SA3 design this new security solution, SA3 requests that CT1 provides the following information:

· The service in the HPLMN that will originate the steering of roaming messages.
· The expected size and frequency of these messages and when in the registration process these message might be sent.
· Whether these messages need to be acknowledged.
· Where in the UE these messages should terminate (SA3 notes that the USIM could be the secure termination point for these messages as it currently is a secure anchor in the UE and there would be no need to specify the security algorithms used)

SA3 believes that any new interface designed for this purpose would potentially impact: the HPLMN, the VPLMN core network, the ME and the USIM.   If this message can be issued at any time, this will have a serious impact the 5G security architecture as the AUSF will have to store key(s) and counters for the confidentiality and integrity protection of the messages.  Currently the AUSF can be stateless.

SA3 also notes that a new control plane message that is specific for this purpose would be easily identifiable and therefore potentially easy to block in the visited network or be modified in the visited network to prevent this feature working. SA3 also notes that it appears as though this feature would need to be supported by the visited network who is unlikely to be motivated to support this feature.
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SA3 notes that Home PLMN Steering of roaming has been available since Release 8 in a secure way since Release 8 using the Steering of Roaming Refresh detailed in TS 31.111 in combination with the OTA specification detailed in TS 31.116 that allows SIM toolkit commands to be issued for immediate action. These specifications detail a secure protocol that terminates in the USIM, has optional confidentiality, optional integrity protection and optional replay protection and can be used over SMS or any data bearer at any time.  






2	Actions
To SA2, CT1 and CT4
ACTIONs: 	
3GPP TSG SA3 kindly asks:
· SA2 and CT1 to inform SA3 the deficits of the OTA mechanism, as described above in regard to meeting the requirements
· CT1 to send the requested information above to SA3 if a new secure interface is required.
· CT4 to comment on the potential impact on the AUSF 

.
3	Dates of next TSG SA WG3 meetings
SA3#89	27 November - 1 December 2017	Reno, USA
SA3#90	22 January - 26 January 2018		Gothenburg, Sweden
