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1. Introduction

Definition of the impact of 5G system on the AUTHENTICATE command
2. Reason for Change

Impact of 5G system on AUTHENTICATE command is not defined
3. Proposal

It is proposed to agree the following changes to 3GPP TR 31.890
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5
Security aspects

5.1
Extension of the AUTHENTICATE command


5.1.1
Introduction

The following clauses describe the impact of the 5G system on the existing AUTHENTICATE command, as defined in TS 31.102 [3].
5.1.2
Input parameters

TS 33.501 [xx] clause 6.1.1.3 describes the binding of the anchor key to the serving network, to prevent one serving network from claiming to be a different serving network, and indicates that the anchor key provided to the serving network is specific to the authentication having taken place between the UE and a 5G core network.
Editor’s Note:
Details of how the binding is achieved and what parameters are used for the anchor key derivation are not yet defined by SA3. It is possible that this mechanism might have impact on the input parameters provided by the ME to the USIM during the execution of the AUTHENTICATE command with 3G security context.

5.1.3
Output parameters

At the end of the clause 6.1.3.2 in TS 33.501 [xx], there is an editor’s note that indicates that it is for future study whether the RES* could optionally be computed on the USIM. In that case, the output of the AUTHENTICATE algorithm might need to be expanded to include the RES* value calculated by the USIM.
Editor’s Note:
This section needs to be reviewed after decisions are finalized by SA3
