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7.X
Authentication algorithm selection

As indicated in 3GPP TS 33.102 [13], a mechanism to support the use of multiple authentication and key agreement algorithms is useful for disaster recovery purposes. AMF may be used to indicate the algorithm and key used to generate a particular authentication vector.
The USIM keeps track of the authentication algorithm and key identifier and updates it according to the value received in an accepted network authentication token.
The following figure specifies the use of the AMF bits 1 to 7:
	Bits
	Description
	Coding

	Bit "0"  
	"AMF Separation bit"
	As defined in 3GPP TS 33.102 [13]

	Bit "xy"
	"AMF Algorithm selection bits"
	"00": Default algorithm (e.g. MILENAGE 3GPP TS 35.205 [XX], TUAK)
"01": Alternative algorithm 1 (e.g. TUAK 128 bits or TUAK 256 bits, 3GPP TS 35.231 [YY])
"10": Alternative algorithm 2
"11": Alternative algorithm 3

	Bit "…7"
	RFU
	RFU
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