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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction
ETSI TC SCP has informed 3GPP (and other organisations) that it has started work on defining use cases and requirements for a new more efficient and flexible secure platform that is intended to provide a flexible and modern platform for various applications, including 3GPP applications like the USIM, ISIM, HPSIM. ETSI TC SCP also asked the recipients of their Liaison Statement (C6-160246) for input on application specific use cases and requirements

The UICC, which is used as the platform for 3GPP applications (USIM, ISIM, HPSIM) is based on specifications created in the 1980s. Many services having been or being developed in 3GPP are requiring the storage of large and complex amounts of data in the USIM. There are also other areas like e.g. IoT that create new requirements for power efficiency and hardware flexibility.
1
Scope

The present document studies and evaluates the technical requirements for a secure platform hosting 3GPP applications. It is the intention to feed the result of the work to ETSI TC SCP, so that it can be taken into account during the definition of their use cases and requirements for this new secure platform.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 41.001: "GSM Release specifications".

[3]
3GPP TS 24.383: "Mission Critical Push To Talk (MCPTT) Management Object (MO)".
[4]
3GPP TS 24.334: "Proximity-services (ProSe) User Equipment (UE) to Proximity-services (ProSe) Function Protocol aspects; Stage 3".

[5]
3GPP TS 32.277: "Proximity-based Services (ProSe) charging"
[6]
3GPP TS 24.333: "Proximity-services (ProSe) Management Objects (MO)"
3
Definitions, symbols and abbreviations
Delete from the above heading those words which are not applicable.

Clause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Definition format (Normal)

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format (EW)

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. 
An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

Abbreviation format (EW)

<ACRONYM>
<Explanation>
4
Existing features
4.0 
Introduction

The following sections describe existing features in 3GPP that make use of the UICC applications defined in 3GPP (USIM, ISIM, HPSIM…) and impose technical requirements that may not be optimally supported by the existing UICC as the platform.
4.1
 MCPTT (Mission Critical Push To Talk)
4.1.0
Introduction
Parameters to configure the services being used for MCPTT in the UE may be stored in the USIM. These parameters are specified following the definition of the management object for the ME in 3GPP TS 24.383 [3]. Additionally the USIM needs to store the usage information data that is created by the ME during direct communication without network coverage. Another aspect of MCPTT is the feature of IOPS (Isolated Operation for Public Safety) for which a dedicated USIM application has been defined. 
4.1.1
Configuration Parameters for MCPTT

The parameters stored in the USIM follow the specification of the Management Object for the ME as defined in 3GPP TS 24.383 [3]. The structure of the Management Object is, depending on the required services, complex and may therefore contain a large amount of data. The description of the Management Object is in XML, and the structure of the data cannot be easily reflected with the current file system design.
4.1.2
Usage information storage

In the case of direct device to device communication without network coverage, the UE has to store the usage information according to the related configuration as specified in 3GPP TS 24.334 [4] and 3GPP TS 32.277 [5]. Depending on the configuration of which information needs to be included in the report, the amount of data to be stored may be large. On top of this, the longer the UE is out of coverage while using direct communication, the more likely it is that more than one report will need to be stored in the USIM. The data to be stored follows the specification of the related usage information Management Object as specified in 3GPP TS 24.333 [6]. With the current solution defined in 3GPP TS 31.102 [7] the ME sends the usage information report to the USIM and the USIM has to cater for storing the data received. The structure of the data cannot be easily reflected with the current file system design and due to the potential large amount of data the transmission of data may take a long time with the current interface between ME and UICC.
4.2
 ACDC (Application specific Congestion control for Data Communication)

ACDC requires to store identifiers and parameters on a per application basis. The structure of the configuration can be complex and may therefore contain a large amount of data. The description of the Management Object is in XML, and the structure of the data cannot be easily reflected with the current file system design.
4.3
 ProSe (Proximity Services)

4.4
 Internet of Things

4.4.1
Power efficiency

4.4.2
Hardware flexibility

4.4.x
xxxxxxx

4.5
 Toolkit

Enhanced ability to make use of the ME capabilities
4.5.1
User-related applications

4.5.2
System applications

Bandwidth limitation with BIP (maybe not a toolkit topic)
4.6
 Concurrent operation of applications
The existing platform supports multiple applications on different channels, with the limitation of one command at a time. This may result in the interface to the card being blocked by one of these applications, potentially causing disruption in the operation of 3GPP applications.
Editor's note: insert example of CT6's LS to SCP about the NULL bytes blocking the interface.

4.y
 zzzzzz

5
Possible requirements resulting from existing features
6
Possible new features

Proposed topics:

- ability to provide the ME with storage space

- use as a generic secure element for the device

- requirements stemming from a UICC being embedded in a device

- Multiple Application environment
6.x
 Change of  authentication algorithm
For a card intended to stay in the field for a long time, and supporting at least two authentication algorithms. The idea is to be able to use a fallback algorithm if one gets compromised.
Editor's note: CT6 to assess if what is currently doable with the use of the AMF field in the challenge being sent to the USIM and to see if standardization work is needed.

6.y
 Extensibility of functionality
An update of part of or the whole Secure Platform functionality may be triggered by the need to extend the set of supported features. This includes:

- extension of the supported command set
- 

6.x
 Change

6.x
 Change

6.x
 Change

7
Requirements resulting from new features

8
Security and Interaction between applications

9
Testing and certification
  Annex <A>:
<Annex title>

Annexes are only to be used where appropriate:

Annexes are labelled A, B, C, etc. and are "informative"(3GPP TRs are informative documents by nature).

A.1
Heading levels in an annex

Heading levels within an annex are used as in the main document, but for Heading level selection, the "A.", "B.", etc. are ignored. e.g. A.1.2 is formatted using Heading 2 style.

Bibliography

The Bibliography is optional. If it exists, it shall follow the last annex in the document.

The following material, though not specifically referenced in the body of the present document (or not publicly available), gives supporting information.

Bibliography format

-
<Publication>: "<Title>".

OR

<Publication>: "<Title>".
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