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START of 1st CHANGE

6.x
Proactive UICC and Background mode
6.x.1
Background mode
Most non-smartphone devices only permit one application to run at a time. From a USAT application perspective, this means that an user has to exit the active application before switching to another device application, or coming back to the home screen. The context is different in the case of smartphones. The device is usually able to manage several applications at the same time and moreover, the user may switch an application in background while not being entirely aware of what they are doing. For example, many users are using the “home” key of their device as an easy way to exit from an application and free the screen of their device. When doing that, the application is only put in background but not stopped.

Depending on the ME implementation, some ME never sends back a TERMINAL RESPONSE to the UICC except if the user goes back to the application. It means that the USAT engine of the UICC can remain “busy” in background for hours or days, until the user either explicitly closes the session or reboots the device.

While in this “busy” state, the UICC will not be accessible to Over the Air (OTA) service, will not be able to initiate BIP communications with remote servers, will not be able to launch toolkit applications following the reception of network events or upon periodic timings, etc… This blocks the correct execution of mobile network operators applications locally installed in the UICC. Moreover, it is no longer possible to remotely administer the USIM, including the installation/personalization of new services. In addition, when suspending a USAT session, some devices are also disabling the mandatory UICC polling mechanism specified by the ETSI standard (TS 102 221).
6.x.2
Recommended procedures
To avoid issue described in the above section, the ME should not put such applications in background mode, but instead should force the user to explicitly exit each application before opening another one. When external events (such as an incoming call) need to be managed, the ME should return to the toolkit session as soon as the management of the external event is finished. It is very important to again remove the possibility for the end user to go into another interface (or to go back to home) without closing the USAT application properly. If the device design requires such “home” feature even during the execution of a USAT application then the ME should terminate the pending USAT session, sending a Terminal Response “TR 0x10 – Proactive session terminated by the user” before going back to the home screen in order to terminate the USAT session on UICC side. The device should also end the application on its own User Interface. If the ME is entering into an idle screen mode, it should immediately send a Terminal Response to the UICC with the appropriate status “TR 0x12 - No response from user”. In all cases, the device should follow the ETSI specification and keeps the polling mechanism alive, sending STATUS command to the UICC on the negotiated polling interval (or using the default interval). The user experience with SIM Toolkit applications may thus be different compared to applications on other ME, but the impact on mobile network operators’ services and on the user (preventing, for example, the download of a new service subscribed by the user on the UICC) is very important. This is why it is strongly recommpended to limit such behavior.
6.x.3
Alternative Implementation
If the above solution cannot be implemented for technical reasons, the ME should still avoid putting the USAT application in background and should instead terminate the application, by sending immediately a “TR 0x10 – Proactive session terminated by the user ” when the user is switching to the home screen or to another device application.
END of CHANGE
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