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Summary
The GSMA SIM Group (SIM) together with its ESIM subgroup has created specifications to support the development and deployment of an Embedded UICC (eUICC). The new process to manage the remote provisioning of the subscription credentials to a device without the need to physically access the UICC will use an appropriate AKA algorithm to access the network. ETSI SCP asked GSMA to provide guidelines on how to manage native algorithms on the eUICC.

2. Introduction and Background
The eUICC solution which addresses a significant M2M market need foresees the opportunity to install a subscription with one MNO and eventually to change that subscription later, during the eUICC’s lifecycle, to a new subscription from a different MNO. In order for the new subscription to work, however, it would have to use whichever AKA algorithm is supported by the card.  Thus, to ensure interoperability there is a need for the eUICC to support at least one AKA algorithm that is common to all MNOs. As the lifecycle of M2M eUICC could span decades, in order to overcome the possible impact of an algorithm being compromised, it could be necessary to have multiple native AKA algorithms. 

3. GSMA SIM Group and Security Group recommendation 
The GSMA’s SIM Group and Security Group recognise the business need to, and value of, adopting common AKA algorithms, such as Milenage, for the majority of MNOs. GSMA would also strongly recommend to have a second native algorithm, such as TUAK, to offer risk mitigation in case of possible compromise of the primary algorithm. This choice will offer, during the lifecycle of the eUICC, the possibility to use an alternative AKA algorithm without necessarily downloading it over a network. In summary, GSMA SIM Group and Security Group strongly recommend that the eUICC shall have the capabilities to support two native AKA algorithms and that this requirement be mandated by the appropriate body for eUICC.    

4. Next SIM Group and Security Group meetings
28th and 29th Jan	SIMSG#12			Atlanta, US
3rd to 5th Feb		FSG#01			Lleida, Spain

(SIM: SIM Group; ESIM: Embedded SIM Subgroup)

5. Contact
In case of further questions and/or feedback to the attached draft input document, these can be directed to Gloria Trujillo, GSMA SIM Group Director, Sergio Cozzolino, GSMA SIM Group Chair or Daniel Daksiewicz  , SIM Group Deputy Chair.
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