Page 1



3GPP TSG CT6#59 
(
C6-110182
Salt Lake City, U.S., 22-25 February 2011
	CR-Form-v9.7

	CHANGE REQUEST

	

	(

	31.102
	CR
	0477
	(

rev
	1
	(

Current version:
	10.0.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	X
	ME
	X
	Radio Access Network
	
	Core Network
	


	

	Title:
(

	MTC device restriction mechanism 

	
	

	Source to WG:
(

	France Telecom, Gemalto, Giesecke & Devrient, Oberthur Technologies, Sagem Orga, Telecom Italia, TeliaSonera

	Source to TSG:
(

	C6

	
	

	Work item code:
(

	TEI10
	
	Date: (

	25/02/2011

	
	
	
	
	

	Category:
(

	B
	
	Release: (

	Rel-10

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)

	
	

	Reason for change:
(

	Fulfill the Service Requirement for Machine-Type Communication, in TS 22.368:
"The network operator shall be able to restrict the use of a USIM to specific MEs/MTC Devices"
TS 22.268 Annex A describes an use-case of access control with billing plan. 
ETSI 102 671 describes a pairing mechanism for M2M applications.

Related LS can be found in C6-100585



	
	

	Summary of change:
(

	Addition of a MTC device restriction mechanism.
The pairing mechanism is based either on Secure Channel ETSI 102 484, either on IMEISV. The UICC retrieves IMEISV with the proactive command PROVIDE LOCAL INFORMATION.

	
	

	Consequences if 
(

not approved:
	

	
	

	Clauses affected:
(

	2, 8.9, 10.1.2, 10.2, 11.1.20, 11.1.21, XX

	
	

	
	Y
	N
	
	

	Other specs
(

	
	
	 Other core specifications
(

	

	Affected:
	
	
	 Test specifications
	

	
	
	
	 O&M Specifications
	

	
	

	Other comments:
(

	


2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TS 21.111: "USIM and IC Card Requirements".

[2]
3GPP TS 22.011: "Service accessibility".

[3]
3GPP TS 22.024: "Description of Charge Advice Information (CAI)".

[4]
3GPP TS 22.030: "Man‑Machine Interface (MMI) of the User Equipment (UE)".

[5]
3GPP TS 23.038: "Alphabets and language".

[6]
3GPP TS 23.040: "Technical realization of the Short Message Service (SMS)".

[7]
3GPP TS 23.060: "General Packet Radio Service (GPRS); Service description; Stage 2".
[8]
3GPP TS 22.067: "enhanced Multi Level Precedence and Pre-emption service (eMLPP) ‑ Stage 1".

[9]
3GPP TS 24.008: "Mobile Radio Interface Layer 3 specification; Core Network Protocols; Stage 3".

[10]
3GPP TS 24.011: "Point‑to‑Point (PP) Short Message Service (SMS) support on mobile radio interface".

[11]
3GPP TS 31.101: "UICC-Terminal Interface, Physical and Logical Characteristics".

[12]
3GPP TS 31.111: "USIM Application Toolkit (USAT)".

[13]
3GPP TS 33.102: "3GPP Security; Security Architecture".

[14]
3GPP TS 33.103: "3GPP Security; Integration Guidelines".

[15]
3GPP TS 22.086: "Advice of charge (AoC) Supplementary Services ‑ Stage 1".

[16]
3GPP TS 23.041: "Technical realization of Cell Broadcast (CB)".

[17]
3GPP TS 02.07: "Mobile Stations (MS) features".

[18]
3GPP TS 51.011 Release 4: "Specification of the Subscriber Identity Module – Mobile Equipment (SIM – ME) interface".

[19]
ISO 639 (1988): "Code for the representation of names of languages".

[20]
ISO/IEC 7816‑4: "Integrated circuit cards, Part 4: Organization, security and commands for interchange".

[21]
Void.

[22]
ITU-T Recommendation E.164: "The international public telecommunication numbering plan".

[23]
3GPP TS 23.073: "Support of Localised Service Area (SoLSA); Stage 2".

[24]
3GPP TS 22.101: "Service aspects; service principles".

[25]
3GPP TS 23.003: "Numbering, Addressing and Identification".

[26]
Void.

[27]
3GPP TS 22.022: "Personalisation of Mobile Equipment (ME); Mobile functionality specification".

[28]
3GPP TS 44.018 "Mobile Interface Layer3 Specification, Radio Resource control protocol".

[29]
3GPP TS 23.022: "Functions related to Mobile Station (MS) in idle mode and group receive mode".

[30]
3GPP TS 23.057: "Mobile Execution Environment (MExE);Functional description; Stage 2".

[31]
3GPP TS 23.122: "NAS Functions related to Mobile Station (MS) in idle mode".

[32]
Void.

[33]
3GPP TS 25.101: "UE Radio Transmission and Reception (FDD)".

[34]
3GPP TS 45.005: "Radio Transmission and Reception".

[35]
ISO/IEC 8825 (1990): "Information technology; Open Systems Interconnection; Specification of Basic Encoding Rules for Abstract Syntax Notation One (ASN.1)".

[36]
3GPP TS 23.097: "Multiple Subscriber Profile (MSP)".

[37]
Void.

[38]
3GPP TS 23.140 Release 6: "Multimedia Messaging Service (MMS); Functional description; stage 2".

[39]
ETSI TS 102 222 V7.1.0: "Administrative commands for telecommunications applications".

[40]
3GPP TS 24.234: "3GPP System to WLAN Interworking; UE to Network protocols;Stage 3".

[41]
3GPP TS 33.234: "3G Security; Wireless Local Area Network (WLAN) interworking security".

[42]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic bootstrapping architecture".

[43]
3GPP TS 33.246: "Security of Multimedia Broadcast/Multicast Service".

[44]
3GPP TS 43.020: "Technical Specification Group Services and system Aspects; Security related network functions"

[45]
3GPP2 X.S0016-000-A v1.0: "3GPP2 Multimedia Messaging System MMS Specification Overview, Revision A"
[46]
3GPP TS 43.068: "Technical Specification Group Core Network; Voice Group Call Service (VGCS); Stage 2".

[47]
3GPP TS 33.110: "Key establishment between a Universal Integrated Circuit Card (UICC) and a terminal".

[48]
IETF RFC 3629 (2003): "UTF-8, a transformation format of ISO 10646".

[49]
Open Mobile Alliance; OMA-TS-BCAST_SvcCntProtection
URL: http://www.openmobilealliance.org/
[50]
ETSI TS TS 102 483 V8.1.0: "UICC-Terminal interface; Internet Protocol connectivity between UICC and Terminal".
[51]
3GPP TS 24.301: "Technical Specification Group Core Network and Terminals; Non-Access-Stratum (NAS) protocol for Evolved Packet Systems (EPS): Stage 3".

[52]
3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture".
[53]
3GPP2 C.S0074-A v1.0: "UICC-Terminal Interface Physical and Logical Characteristics for cdma2000 Spread Spectrum Systems"

[54]
3GPP TS 22.220: "Service requirements for Home NodeBs and Home eNodeBs ".
[55]
3GPP TS 24.341: "Support of SMS over IP networks; Stage 3"

[56]
IETF RFC 3261: "SIP: Session Initiation Protocol".

[57]
IETF RFC 3629 (2003): "UTF-8, a transformation format of ISO 10646".
[XX]
ETSI TS 102 484 V10.0.0: ''Smart Cards; Secure channel between a UICC and end-point terminal"

Annex X : Support of MTC device restriction mechanism (normative)

Three pairing mechanisms are available for the MTC device restriction:

· Secure Channel pairing

· USAT application pairing
PIN verification pairing
Secure Channel is considered the most secure option.

An UICC configured for Machine-Type Communication shall support at least one of the following device pairing mechanism:
· Secure Channel pairing

· USAT application pairing

X.1 
Secure Channel pairing

Secure channel pairing is successful when an application to applicaiton APDU secure channel establishment is completed as described in ETSI TS 102 484 [YY]. Preshared keys solution is used.
X.2 
USAT application pairing

USAT application pairing is successful when the IMEI or IMEISV retrieved from the terminal matches the value or the range of values the UICC is configured with. USAT application pairing fails if the terminal does not support USAT command PROVIDE LOCAL INFORMATION. After a UICC reset, the USIM shall have its PIN in a blocked state before USIM application selection. The PIN is unblocked and disabled after a successfull USAT application pairing. An MTC device supporting USAT application pairing shall proceed to Profile download as specified in 31.111 [12]. The USIM shall immediately send a proactive command PROVIDE LOCAL INFORMATION requesting the MTC device's IMEI(SV). The MTC device shall then send the TERMINAL RESPONSE with its IMEI(SV) before starting USIM initialisation procedure.
X.3
PIN verification pairing
By having the PIN enabled and the MTC device provisioned with the PIN value, it is possible to restrict the usage of the USIM to this MTC device and therefore prevent unauthorized use of the USIM in another equipment. This mechanism can be used in conjunction with the USAT application pairing as an additional measure.
X.4 
Compatibility matrix
	
	USIM supports only Secure Channel pairing
	USIM supports only USAT application pairing
	USIM supports both mechanism

	Non MTC device
	USIM rejects the device.
Device not able to proceed USIM intialisation procedure, all commands rejected by USIM.
	USIM rejects the device.
Device not able to proceed USIM intialisation procedure, PIN blocked, not able to read EF_IMSI.
	USIM rejects the device.
Device not able to proceed USIM intialisation procedure, PIN blocked, not able to read EF_IMSI.

	MTC device performs Secure Channel pairing
	USIM accepts the device.

A Secure channel is established, and the MTC device performs USIM initialisation procedure.
	USIM rejects the device.

Secure Channel commands rejected by USIM.

Device not able to proceed USIM intialisation procedure, PIN blocked, not able to read EF_IMSI.
The MTC device may proceed to USAT application pairing, if supported.
	USIM accepts the device.

A Secure channel is established, and the device performs USIM initialisation procedure.

	MTC device performs USAT application pairing
	USIM rejects the device.

Device not able to proceed USIM intialisation procedure, all commands rejected by USIM.
The MTC device may proceed to Secure channel pairing, if supported.
	USIM accepts the device.

After successful device pairing, the MTC device proceed to USIM initialisation procedure.
	USIM accepts the device.

After successful device pairing, the MTC device proceed to USIM initialisation procedure.
The USIM may grant lower a service level than when Secure Channel pairing is performed.


X.5
File support for USIM configured with MTC device restriction
X.5.1
 EFIMEISV (IMEISV range)
This file is located under ADF USIM. An USIM supporting USAT application pairing shall contain this file. The content of this file is not intended to be read on UICC-terminal interface. It serves as a storage location for IMEI(SV) range to which the USIM is bound. The file content is described for the purpose of Over-The-Air update.

Structure of EFIMEISV
	Identifier: '6Fxx'
	Structure: transparent
	Optional

	File size: Z bytes
	Update activity: low

	Access Conditions:


READ
ADM

UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to M
	IMEISV Range TLV(s)
	M
	M bytes


IMEI(SV) range TLV

- Content : the IMEI(SV) value or the IMEI(SV) range
- Coding : as follows
	Length
	Description
	Value
	Status

	1 byte
	IMEI(SV) Range Tag
	80
	M

	1 byte
	Length (see note1)
	X
	M

	1 byte
	Type of value
	--
	M

	 X byte
	range start
	--
	M

	 X byte
	range end
	--
	M

	Note 1: coded according to ISO/IEC 8825 [35].


Type of value : 


- '00' : IMEI range


- '01' : IMEISV range

- '02' to 'FF': RFU
Range start :

· starting value of the range of the allowed MTC device. IMEI and IMEISV are coded as specified in TS 23.003 [25]

Range end :

· ending value of the range of the allowed MTC device. IMEI and IMEISV are coded as specified in TS 23.003 [25]
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