Page 1



3GPP TSG–CT6 Meeting #48 
(
 C6-080243
Povoa De Varzim, Portugal, 26-28 August 2008
	CR-Form-v9.2

	CHANGE REQUEST

	

	(

	31.102
	CR
	0371

	(

rev
	-
	(

Current version:
	7.9.1
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	X
	ME
	X
	Radio Access Network
	
	Core Network
	


	

	Title:
(

	Authentication of GBA

	
	

	Source to WG:
(

	China Mobile, Gemalto

	Source to TSG:
(

	C6

	
	

	Work item code:
(

	TEI8
	
	Date: (

	13/08/2008

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	Rel-8

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R97
(Release 1997)
R98
(Release 1998)
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)

	
	

	Reason for change:
(

	For security reasons, TS 33.220 defined the AUTN* for GBA_U to be used instead of AUTN. TS 31.102 terminology is not aligned with TS 33.220.

	
	

	Summary of change:
(

	Alignment of TS 31.102 terminology with TS 33.220 terminology.

	
	

	Consequences if 
(

not approved:
	Discrepancy between 3GPP specifications that leads to security issues.

	
	

	Clauses affected:
(

	7.1.1.4

	
	

	
	Y
	N
	
	

	Other specs
(

	
	X
	 Other core specifications
(

	

	affected:
	
	X
	 Test specifications
	

	
	
	X
	 O&M Specifications
	

	
	

	Other comments:
(

	


7.1.1.4
GBA security context (Bootstrapping Mode)

USIM operations in GBA security context are supported if service n°68 is "available".

The USIM receives the RAND and AUTN*. The USIM first computes the anonymity key AK = f5K (RAND) and retrieves the sequence number SQN = (SQN  AK)  AK.

The USIM calculates IK = f4K (RAND) and MAC (by performing the MAC modification function described in TS 33.220 [42]). Then the USIM computes XMAC = f1K (SQN || RAND || AMF) and compares this with the MAC previously produced. If they are different, the USIM abandons the function.

Then the USIM proceeds by checking SQN as in UMTS security context. If the USIM detects the sequence numbers to be invalid, this is considered as a synchronisation failure and the USIM abandons the function. In this case the command response is AUTS, which is computed as in UMTS security context.

If the sequence number is considered in the correct range, the USIM computes RES = f2K (RAND) and the cipher key CK = f3K (RAND). 

The USIM then derives and stores GBA_U bootstrapped key material from CK, IK values. The USIM shall also stores RAND in the RAND field of EFGBABP
The USIM stores GBA_U bootstrapped key material from only one bootstrapping procedure. The previous bootstrapped key material, if present, shall be replaced by the new one. This key material is linked with the data contained in EFGBABP : RAND, which is updated by the USIM and B-TID, which shall be further updated by the ME.

NOTE:
According to TS 33.220 [42], NAF-specific keys that may be stored on the USIM are not affected by this bootstrapping operation.

RES is included in the command response after flipping the least significant bit.

Input:

‑
RAND, AUTN*
Output:

-
RES

or

-
AUTS
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