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Work Item Description

Title 

Key establishment between a UICC and a terminal – Stage 3 aspects

Is this Work Item a "Study Item"? (Yes / No): No

1

3GPP Work Area

	
	Radio Access

	X
	Core Network

	
	Services


2

Linked work items

Key establishment between a UICC and a terminal (KeyEstUTerm)

3

Justification

TSG SA has approved the technical specification " Key establishment between a Universal Integrated Circuit Card (UICC) and a terminal" (TS 33.110 rel-7). It defines a mechanism to provision a shared key between a UICC and a terminal (and between an application residing on a UICC and an application residing on a terminal).

This WID is intended to cover the relevant stage 3 developments in CT6.

4

Objective

The following areas will be covered by this WID:

· Extension of the existing USIM API for JavaTM Card to enable UICC-based applications running together with a USIM application to perform Key Establishment as described in TS 33.110.

· Introduction of the needed functions in TS 31.102 to enable the executions of the procedures that are described in TS 33.110.

5

Service Aspects

Establishment of a shared key between a UICC and a terminal will allow operators to provide a wide range of sensitive applications that require a secure local interface to protect the data exchanged between the UICC and the terminal.

6

MMI-Aspects

MMI aspects will be taken into account.

7

Charging Aspects



None

8

Security Aspects



This is the stage-3 implementation of the results of a security Work Item.
9
Impacts 

	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	X
	X
	
	X
	

	No
	
	
	X
	
	

	Don't know
	
	
	
	
	X


10
Expected Output and Time scale (to be updated at each plenary) 

	New specifications
[If Study Item, one TR is anticipated]

	Spec No.
	Title
	Prime rsp. WG
	2ndary rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary#
	Comments

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	Affected existing specifications
[None in the case of Study Items]

	Spec No.
	CR
	Subject
	Approved at plenary#
	Comments

	31.XXX
	
	Key Establishment Mechanism (KEM) Application Programming Interface;

KEM API for Java™ Card
	TSG CT#37
	

	31.102
	
	Enhancements to add new needed functionalities
	TSG CT#37
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


11

Work item rapporteur(s)

Jacques Seif,

Gemalto
12

Work item leadership

 

CT6 

13

Supporting Companies

Gemalto, Giesecke & Devrient

14

Classification of the WI (if known)

	
	Study Item (no further information required)

	
	Feature (go to 14a)

	X
	Building Block (go to 14b) 

	
	Work Task (go to 14c)


14a
The WI is a Feature: List of building blocks under this feature

(list of Work Items identified as building blocks)

14b
The WI is a Building Block: parent Feature 

N/A

14c
The WI is a Work Task: parent Building Block

Key establishment between a UICC and a terminal (KeyEstUTerm)

form change history:

v1.12.1: removes revision marks following approval at SP-29
v1.12.0: includes provision for Study Items (SP-29)

v1.11.0: includes those changes from v1.8.0 agreed at SP-25.


v1.10.0: full circle

v1.9.0: a clean sheet

v1.8.0: includes comments from SA#24 

v1.7.0: includes comments from RAN, CN and T #24; also includes “early implementation” data

v1.6.0: includes comments made during review period prior to TSGs#24

v1.5.0: includes comments made at TSGs#23 (Phoenix)

v1.4.0: offered to SA#23 for approval

v1.3.0: offered to CN#23, RAN#23 and T#23 for comments

DRAFT4 v1.3.0: 2004-03-09: Incorporation of comments from Leaders list

DRAFT3 v1.3.0: 2004-02-19: Incorporation of comments from MCC members

DRAFT2 v1.3.0: 2004-01-29: Complete redraft:

v1.2.0: 2002-07-04: "USIM" box changed to "UICC apps"

2003-05-28: spelling of “rapporteur” corrected

2002-07-04: "USIM" box changed to "UICC apps"

