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1
Scope

The present document specifies the structure of the Secured Packets in implementations using Short Message Service Point to Point (SMS-PP), Short Message Service Cell Broadcast (SMS-CB), and Unstructured Supplementary Service Data (USSD) based on TS 102 225 [9].

The structure of the Secured Packets shall comply with the one defined in TS 102 225 [9]. The present document only contains additional requirements or explicit limitations for SIM/USIM applications.

It is applicable to the exchange of secured packets between an entity in a 3G or GSM PLMN and an entity in the (U)SIM.

Secured Packets contain application messages to which certain mechanisms according to TS 102 224 [2] have been applied. Application messages are commands or data exchanged between an application resident in or behind the 3G or GSM PLMN and on the (U)SIM. The Sending/Receiving Entity in the 3G or GSM PLMN and the UICC are responsible for applying the security mechanisms to the application messages and thus turning them into Secured Packets.
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3.1
Definitions

For the purposes of the present document, the terms and definitions given in TS 102 225 [9] and the following apply:

Message Identifier: two-octet field used to identify the source and type of the message

Page Parameter: single octet field used to represent the CBS page number in the sequence and the total number of pages in the SMS-CB message

Serial Number: two octet field which identifies a particular message
It is linked to the Message Identifier and is altered every time the message is changed

Short Message: information that may be conveyed by means of the SMS Service as defined in 3GPP TS 23.040 [3].
USSD message: information that may be conveyed in the USSD-String field of a Facility message as defined in 3GPP TS 24.090 [xx].

3.2
Abbreviations

For the purpose of the present document, the abbreviations given in TS 102 225 [9] and the following apply:

CBC
Cipher Block Chaining

CBS
Cell Broadcast Service
CCF
Concatenation Control Field
DCS
Data Coding Scheme

IEI
Information Element Identifier

IEIDL
Information Element Identifier Data Length

IED
Information Element Data

MID
Message IDentifier

MO-SMS
Mobile Originated Short Message Service

MT-SMS
Mobile Terminated Short Message Service
PFI 
Packet Format Information
PLMN
Public Land Mobile Network

PP
Page Parameter

SIM
Subscriber Identity Module

SM
Short Message

SMS
Short Message Service

SMS-PP
Short Message Service - Point to Point

SMS-CB
Short Message Service - Cell Broadcast

SMS-SC
Short Message Service - Service Centre

SN
Serial Number
UM
USSD message
USIM
Universal Subscriber Identity Module 
USSD
Unstructured Supplementary Service Data

4
Implementation for SMS-PP

[…]
4.4
Structure of the Response Packet

The Response Packet is as follows. This message is generated by the Receiving Entity and possibly includes some data supplied by the Receiving Application, and returned to the Sending Entity/Sending Application. In the case where the Receiving Entity is the UICC, depending on bit 6 of the second octet of the SPI, this Response Packet is generated on the UICC, either:

-
retrieved by the ME from the UICC, and included in the User-Data part of the SMS-DELIVER-REPORT returned to the network; or

-
fetched by the ME from the UICC after the Send Short Message proactive command.

The structure of an SMS-DELIVER/SUBMIT User Data object is defined in TS 23.040 [3].

RPI identifies the Response Packet and indicates that the first portion of the SM (8 bit data) contains the Response Packet Length (RPL), the Response Header Length (RHL) followed by the remainder of the Response Header: the Secured Data follows on immediately as the remainder of the SM element. 

· The relationship between the Response Packet and its inclusion in the UDH structure of a single Short Message defined in TS 23.040 [3] is as following:

· RPI is mapped to IEIa defined in TS 23.040 [3] and shall be set to '71'.

· IEDa defined in TS 23.040 [3] shall be a null field and its length IEIDLa shall be set to '00'. 

The following Table 3 indicates the Response Packet contained in a single SMS-PP. It is a particular implementation for single SMS-PP of the generic Response Packet structure described in TS 102 225 [9].

Table 3: Structure of the Response Packet contained in the SM (8 bit data)

	Generalised Response Packet Elements
(Refer to table 3)
	Length
	Description

	Response Packet Length
	2 octets
	Length of the Response Packet (RPL), coded over 2 octets, and shall not be coded according to ISO/IEC 7816-6 [5]. (see note)

	Response Header Identifier
	
	(RHI) Null field.

	Response Header Length
	1 octet
	Length of the Response Header (RHL), coded over one octet, and shall not be coded according to ISO/IEC 7816-6 [5].

	TAR to RC/CC/DS elements in the Response Header
	Variable
	The remainder of the Response Header as described in TS 102 225 [9].
Response Status Codes are defined in clause 7.

	Secured Data
	Variable
	Additional Response Data (optional), including padding octets as described in TS 102 225 [9].


NOTE:
This field is not absolutely necessary but is placed here to maintain compatibility with the structure of the Command Packet when included in a SMS-SUBMIT or SMS-DELIVER.

In order to achieve a modulo 8 length of the data before the RC/CC/DS field in the Response Header, the Length of the Response Packet, the Length of the Response Header and the three preceding octets (UDHL, IEIa and IEIDLa defined in TS 23.040 [3]) shall be included in the calculation of RC/CC/DS if used. These fields shall not be ciphered.


	
	

	
	

	
	

	
	


6
Implementation for USSD 
The USSD application mode enables the transparent transport of data between an application residing in the network and a UICC based application. In such a case, to secure the payload of USSD operations, security mechanisms defined in TS 102 225 [9] shall be applied to the USSD messages. Generic secured Command Packet and secured Response Packet as defined in TS 102 225 [9] are contained, as defined hereafter, in the UM part of the USSD String. The USSD String shall be formatted according to annex X, where the PFI byte indicates that Application Data are formatted according to the present document.
The Data Coding Scheme of the USSD String (as defined in TS 23.038 [8]) shall be set to 0x96 (DCS = '10010110') to indicate that data is binary (8 bit data), and formatted according to annex X. In USSD Application mode, which uses an 8-bit character set, the maximum length of the USSD String field is 160 bytes.
Command and Response packets exceeding 159 bytes shall be segmented as described in sections 6.2 and 6.4. 
6.1 Structure of the Command Packet contained in a Single USSD Message
The UM field of an USSD String contains the Command Packet.
The Command Packet shall be coded as the generic Command Packet described in TS 102 225 [9].
In the Command Packet, the Command Packet Identifier (CPI) value is '03' and the Command Header Identifier (CHI) is a Null field.
CPI, CPL and CHL shall be included in the calculation of the RC/CC/DS.
The SPI shall be coded as specified in TS 102 225 [9]. 
6.2 Structure of the Command Packet contained in concatenated USSD Messages
If the Command Packet, which is structured as described in section 6.1, is longer than 159 bytes (including the Command Header) then it shall be handled as follows. 
· The entire Command Packet including the Command Header shall be separated into its component concatenated parts. 
· The Command Packet is handled as a Concatenated USSD Message as described in annex X of the present document.
· The Command Packet Header will only be present in the first segment of a concatenated message.
If the data is ciphered, then it is ciphered as described above, before being broken down into individual concatenated elements.
CPI, CPL and CHL shall be included in the calculation of the RC/CC/DS.

The SPI shall be coded as specified in TS 102 225 [9]. 
An example illustrating a Command Packet split over a sequence of three messages is shown below.
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Figure 4: Example of command split using concatenated USSD messages
6.3
Structure of the Response Packet

The Response Packet is generated by the Receiving Entity and possibly includes some data supplied by the Receiving Application, and returned to the Sending Entity/Sending Application. In the case where the Receiving Entity is the UICC, this Response Packet is generated on the UICC, retrieved by the ME from the UICC, and included in the Return Result Component of a Facility message (see TS 24.090 [xx]) returned to the network. 
The USSD operations are defined in TS 24.090 [xx].

The UM field of an USSD String contains the Response Packet.

The Response Packet shall be coded as the generic Response Packet described in TS 102 225 [9].

In the Response Packet, the Response Packet Identifier (RPI) value is '04' and the Response Header Identifier (RHI) is a Null field.
RPI, RPL and RHL shall be included in the calculation of the RC/CC/DS.
Coding of Response Status Codes is defined in clause 7.
6.4
Structure of the Response Packet contained in concatenated USSD Messages
If the Response Packet, which is structured as described in section 6.3, is longer than 159 bytes (including the Response Header) then it shall be handled as follows. 

· The entire Response Packet including the Response Header shall be separated into its component concatenated parts.

· The Response Packet is handled as a Concatenated USSD Message as described in annex X of the present document.
· The Response Packet Header will only be present in the first segment of a concatenated message.
If the data is ciphered, then it is ciphered as described above, before being broken down into individual concatenated elements.

RPI, RPL and RHL shall be included in the calculation of the RC/CC/DS.
An example illustrating a Response Packet split over a sequence of three messages is shown below.
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Figure 5: Example of Response split using concatenated USSD messages
If it is indicated in the SPI2 of a Command Packet to send back a PoR  and if the Response Packet is too large to be contained in a single USSD String, then:

· One single Response Packet shall be sent back to the SE using the Return Result Component contained in the subsequent Facility message. This Response Packet:

· Shall not contain any additional response data

· Shall contain the Response Status Code set to '0C' ('Actual response data to be sent using a ProcessUnstructuredSS‑Request invoke component (i.e. using SEND USSD proactive command) ').
· The security applied to this Response Packet shall be the one indicated in the SPI2 of the Command Packet.
· This shall be followed by a complete Response Packet, contained in a concatenated USSD Message as defined above.

7. Specific Response Status Codes
	Status Code (hexadecimal)
	Meaning

	'00' to ‘0A’
	See TS 102 225 [9]

	'0B'
	Actual response data to be sent using SMS-SUBMIT. See section 4.4.

	'0C' 
	Actual response data to be sent using a ProcessUnstructuredSS‑Request invoke component (i.e. using Send USSD proactive command). See section 6.3

	'0D' - 'FF'
	See TS 102 225 [9]


Specific Response Status Codes
Annex X (normative):
USSD String format
For the purpose of UICC-based application, the USSD String shall be coded as follows:
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Figure 6: USSD String format

The header of an USSD Message may contain two fields:

- A mandatory PFI field, which is coded on 1 byte. The PFI contains information on the format of the USSD String.

- An optional CCF field, which is coded on 3 bytes. The CCF field presence is indicated by the PFI. 

The PFI is coded as follows.

	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	X
	0
	0
	Proprietary Application Data format

	
	
	
	
	
	
	
	
	
	
	X
	0
	1
	Application Data formatted according to the present document.

	
	
	
	
	
	
	
	
	
	
	0
	0
	1
	If b2 b1 = '01' (Application Data formatted according to the present document), then b3 shall be coded as follows:
No CCF field

	
	
	
	
	
	
	
	
	
	
	1
	0
	1
	CCF field present

	
	
	
	
	
	
	
	
	
	
	
	
	
	Reserved for future use


The usage of CCF field allows USSD Messages to be concatenated to form a longer message. The CCF field contains information set by the application so that the receiving entity is able to re‑assemble the received UMs in the correct order. Additionally, the CCF contains a reference number, which allows the receiving entity to discriminate between messages. The CCF octets shall be coded as follows.

Octet 1:
Concatenated USSD Message reference number.


This octet shall contain a modulo-256 counter indicating the reference number for a particular USSD Message, Concatenated or not. This reference number shall remain constant for every USSD Message that makes up a particular Concatenated USSD Message.
Octet 2:
Total number of USSD Messages in the Concatenated USSD Message.


This octet shall contain a value in the range 1 to 255 indicating the total number of USSD Messages constituting the Concatenated USSD Message. The value shall start at 1 and remain constant for every USSD Message that makes up the Concatenated USSD message. If the value is zero then the receiving entity shall ignore the whole USSD Message.
Octet 3:
Sequence number of the current USSD Message.


This octet shall contain a value in the range 1 to 255 indicating the sequence number of a particular USSD Message within the Concatenated USSD Message. The value shall start at 1 and increment by one for every USSD Message sent within the Concatenated USSD Message. If the value is zero or the value is greater than the value in octet 2 then the receiving entity shall ignore the whole USSD Message.
The UM field contains the actual application data (e.g. secure Command/Response Packets coded according to the present document).

In each USSD String in a concatenated series, the PFI and CCF fields shall be present.
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