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3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

3GPP
3rd Generation Partnership Project

AC
Access Condition

ACL
APN Control List

ADF
Application Dedicated File

AID
Application IDentifier

AK
Anonymity key

ALW
ALWays

AMF
Authentication Management Field

AoC
Advice of Charge

APN
Access Point Name

ASN.1
Abstract Syntax Notation One 

AuC
Authentication Centre

AUTN
Authentication token

BDN
Barred Dialling Number

BER-TLV
Basic Encoding Rule - TLV

B-TID
Bootstrapping Transaction IDentifier

CCP
Capability Configuration Parameter

CK
Cipher key

CLI
Calling Line Identifier

CNL
Co-operative Network List

CPBCCH
COMPACT Packet BCCH

CS
Circuit switched

DCK
Depersonalisation Control Keys

DF
Dedicated File

DO
Data Object

EF
Elementary File

FCP
File Control Parameters

FFS
For Further Study

GSM
Global System for Mobile communications

HE
Home Environment

ICC
Integrated Circuit Card

ICI 
Incoming Call Information

ICT
Incoming Call Timer

ID
IDentifier

IEI
Information Element Identifier

IK
Integrity key

IMSI
International Mobile Subscriber Identity

K
USIM Individual key

KC
Cryptographic key used by the cipher A5 
KSI
Key Set Identifier

LI
Language Indication

LSB
Least Significant Bit

MAC
Message authentication code

MAC-A
MAC used for authentication and key agreement

MAC-I
MAC used for data integrity of signalling messages

MBMS
Multimedia Broadcast/Multicast Service 

MCC
Mobile Country Code

MExE
Mobile Execution Environment

MF
Master File

MGV-F
MTK Generation and Validation Function 

MIKEY
Multimedia Internet KEYing 

MM
Multimedia Message

MMI
Man Machine Interface

MMS
Multimedia Messaging Service

MNC
Mobile Network Code

MODE
Indication packet switched/circuit switched mode

MSB
Most Significant Bit

MSK 
MBMS Service Key

MTK 
MBMS Traffic Key

MUK
MBMS User Key

NEV
NEVer

NPI
Numbering Plan Identifier

OCI
Outgoing Call Information

OCT
Outgoing Call Timer

PBID
Phonebook Identifier

PIN
Personal Identification Number

PL
Preferred Languages

PS
Packet switched

PS_DO
PIN Status Data Object

RAND
Random challenge

RANDMS
Random challenge stored in the USIM
RES
User response

RFU
Reserved for Future Use

RST
Reset

SDN
Service dialling number

SE
Security Environment


SEQp
Sequence number for MGV-F stored in the USIM
SFI
Short EF Identifier

SGSN
Serving GPRS Support Node

SN
Serving Network

SQN
Sequence number

SRES
Signed RESponse calculated by a USIM

SW
Status Word 

TLV
Tag Length Value

USAT
USIM Application Toolkit

USIM
Universal Subscriber Identity Module

VLR
Visitor Location Register

XRES
Expected user RESponse 

7.1.1
Command description

The function can be used in several different contexts:

-
a 3G security context, when 3G authentication vectors (RAND, XRES, CK, IK, AUTN) are available (i.e. the UE is located in the UTRAN, or in a GSM radio access network which is connected to a 3G or 3G capable VLR/SGSN), or

-
a GSM security context, when GSM authentication data are available only (i.e. the UE is located in the GSM radio access network which is connected to a non-3G capable VLR/SGSN)

-
a VGCS/VBS security context, when VGCS/VBS authentication data is available

-
a GBA_U security context, when a GBA bootstrapping procedure is requested

-
a MBMS security context, when a MBMS security procedure is requested

The function is used in GSM or 3G security context during the procedure for authenticating the USIM to its HE and vice versa. In addition, a cipher key and an integrity key are calculated. For the execution of the command the USIM uses the subscriber authentication key K, which is stored in the USIM.

The function is used in VGCS/VBS security context during the procedure for retrieving the VGCS/VBS Short Term Key (VSTK) used by the terminal in establishing VGCS/VBS calls. 

The function is used in GBA security context in two different modes:

a)
Bootstrapping Mode: during the procedure for mutual authenticating of the USIM and the Bootstrapping Server Function (BSF) and for deriving bootstrapped key material from the AKA run. 

b)
NAF Derivation Mode: during the procedure for deriving Network Application Function (NAF) specific keys from previous bootstrapped key material.

The function is used in MBMS security context in three different modes:

a)
MSK Update Mode: during the procedure for updating an MBMS Service Key (MSK).

b)

MTK Generation Mode: during the procedure for retrieving the MBMS Traffic Key (MTK) used by the terminal to decrypt MBMS data. 

The function is related to a particular USIM and shall not be executable unless the USIM application has been selected and activated, and the current directory is the USIM ADF or any subdirectory under this ADF and a successful PIN verification procedure has been performed (see clause 5).

7.1.1.6
MBMS security context (MSK Update Mode)

The USIM receives the MIKEY packet containing an MSK update message.  First, the USIM uses the MUK ID to identify the Ks_int_NAF corresponding with a previous bootstrapping procedure. 

The USIM shall check if a new NAF derivation procedure involving the received NAF_ID in the MIKEY message has been performed. In such a case, the USIM shall store the last bootstrapped Ks_int_NAF as the last generated MUK and update EFMUK as follows:
-
If a record with the received NAF_ID (included in the MUK ID: see TS 33.246 [43]) value is already present, then the MUK ID is stored in the corresponding field of this record, and the associated Time Stamp Counter (TS) field is reset. Additionally, the USIM internally stores the last successfully used MUK (i.e. MUK that was used during the last successful MSK update procedure), along with its MUK ID for further use (e.g. to detect Key freshness failure).

-
If a record with the received NAF_ ID does not exist, the USIM uses an empty record to include the MUK ID, and reset the associated TS field.

If the received MUK ID does not correspond to the last generated MUK (i.e. last bootstrapped MUK) then the USIM proceeds as follows:

-
If the received MUK ID corresponds to the last successfully used MUK then the USIM uses this MUK to verify the integrity of the message. If the verification is unsuccessful, the USIM abandons the function and returns the status word '9862' (Authentication error, incorrect MAC). If the verification is successful, the USIM abandons the function and returns the status word '9865' (the BM-SC shall be notified to retrieve the latest Ks_int_NAF: see TS 33.246 [43]). In this case, the USIM shall not return a MIKEY verification message.
-
Otherwise, this is considered as a bootstrapping failure (incorrect MUK) and the USIM abandons the function. The status word ‘6A88’ (Referenced data not found) is returned.
Otherwise, if the received MUK ID corresponds to the last generated MUK, the USIM uses the MUK value for MSK validation and derivation functions as described in TS 33.246 [43]. If the validation is unsuccessful, the status word '9862' (Authentication error, incorrect MAC) is returned and the USIM abandons the function.

After a successful MSK Update procedure the USIM stores the received MSK and updates EFMSK as follows:

-
If a record with the received Key Domain ID and Key Group part (i.e. Key Group part of the MSK ID) already exists, the 2nd MSK ID and the associated TS shall be replaced by the 1st MSK ID and the associated TS. Then the new MSK ID is stored as the 1st MSK ID and the associated TS is reset. 

-
If a record with the received Key Domain ID and Key Group part does not exist, the USIM uses an empty record to include those values. The received MSK ID is stored as the 1st MSK ID and the associated TS is reset. The 2nd MSK ID and the associated TS are set to 'FF FF'.
NOTE:
The policy of replacing Key Domain records when no more empty records are available in EFMSK is HE specific. (e.g. delete Groups from visited Key Domains first)

Then, the USIM stores the Time Stamp field (retrieved from the MIKEY message) in its corresponding field under EFMUK.

The USIM stores internally the last successfully used MUK along with its MUK ID for further use. This MUK may be used beyond its GBA validity (i.e. after the derivation of a new Ks_int_NAF resulting from a new bootstrap procedure) to verify the integrity of a MIKEY message in order to detect a synchronization failure. This may occur if the last derived Ks_int_NAF did not reach the BM-SC.

NOTE:
The MSK is not necessarily updated in the message, since a MSK transport message can be sent e.g. to update the Key Validity data.
Finally, if the V-bit in the HDR field of the received MIKEY message is set then the USIM shall produce a MSK Verification Message as described in TS 33.246 [43]. In this case the command response is the MIKEY verification message.
Input:

‑
MIKEY message

Output:

-
MIKEY message

or
- None

7.1.1.7
Void









7.1.1.8
MBMS security context (MTK Generation Mode)

USIM operations in MBMS security context are supported if service n°69 is "available".

The USIM receives the MIKEY message containing an MBMS MTK and a Salt key (if Salt key is available).  First, the USIM retrieves the MSK with the Key Domain ID and the MSK ID given by the Extension payload of the MIKEY message (as described in TS 33.246 [43]).

If the needed MSK does not exist, this is considered as a MSK failure and the USIM abandons the function. The status word '6A88' (Referenced data not found) is returned.
If the key validity data of the MSK indicates an invalidated MSK (i.e. SEQl is greater than SEQu) then the USIM returns the status word '6985' (Conditions of use not satisfied) and abandons the function. SEQl and SEQu are defined in TS 33.246 [43].
Otherwise, the USIM performs the MBMS Generation and Validation Function (MGV-F) as described in TS 33.246 [43] using MSK. 

If the USIM detects that the given MTK ID is invalid, this is considered as a SEQp freshness failure and the USIM abandons the function. The status word '9865' (Key freshness failure) is returned.

If the integrity validation of the MIKEY message is unsuccessful, the USIM abandons the function and returns the status word '9862' (Authentication error, incorrect MAC).

After successful MGV_F procedure the USIM stores the Time Stamp field (retrieved from the MIKEY message) as the Time Stamp Counter (TS) associated with the involved MSK under EFMSK  
The USIM also stores MTK ID (retrieved from the MIKEY message) as the SEQl associated with MSK.

Then, the USIM returns MTK and Salt key (if Salt key is available).

Input:

‑
MIKEY message

Output:

-
MTK and Salt (if available)

7.1.2.5
MBMS security context (All Modes)

	Byte(s)
	Description
	Length

	1
	MBMS Security Context Mode
	1

	2
	Length of MIKEY message (L1)
	1

	3 to (L1+2)
	MIKEY message
	L1

	
	
	

	
	
	

	


Parameter MBMS Security Context Mode specifies the MBMS mode in which MBMS security procedure is performed as follows:

Coding of MBMS Security Context Mode

	Coding
	Meaning

	'01'
	MSK Update Mode

	
	

	‘02'
	MTK Generation Mode


Response parameters/data, MBMS security context (MSK Update Mode), command successful:

	Byte(s)
	Description
	Length

	1
	"Successful MBMS operation" tag = 'DB' (see note 1)
	1

	2
	Length of MIKEY (L) (see note 1)
	1

	3 to (L+2)
	MIKEY message (see note 1)
	L

	NOTE 1: Parameter present if a MIKEY verification message is returned.


Response parameters/data, MBMS security context (MTK Generation Mode), command successful:

	Byte(s)
	Description
	Length

	1
	"Successful MBMS operation" tag = 'DB'
	1

	2
	Length of MTK and Salt (if Salt key is available) (L)
	1

	3 to (L+2)
	MTK || Salt (if available)
	L


The coding of parameters is described in TS 33.246 [43].
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