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3.2
Abbreviations

For the purpose of the present document, the following abbreviations apply:

ADD
Access Domain Data

ADP
Access Domain Parameter

CBC
Cipher Block Chaining

CBS
Cell Broadcast Service

CC
Cryptographic Checksum

CNTR
Counter

CHI
Command Header Identifier

CHL
Command Header Length

CPI
Command Packet Identifier

CPL
Command Packet Length

DAP
Data Authentication Pattern

DES
Data Encryption Standard

DCS
Data Coding Scheme

DS
Digital Signature

ECB
Electronic codebook

IEI
Information Element Identifier

IEIDL
Information Element Identifier Data Length

IED
Information Element Data
ISIM
IP multimedia Services Identity Module
KIc
Key and algorithm Identifier for ciphering

KID
Key and algorithm Identifier for RC/CC/DS

KIK
Key Identifier for protecting KIc and KID

MID
Message IDentifier

MO-SMS
Mobile Originated Short Message

MSL
Minimum Security Level

MSLD
Minimum Security Level Data

MT-SMS
Mobile Terminated Short Message

OP
Open Platform

PCNTR
Padding Counter

PLMN
Public Land Mobile Network

PoR
Proof of Receipt

PP
Page Parameter

RA
Receiving Application

RC
Redundancy Check

RE
Receiving Entity

RHI
Response Header Identifier

RHL
Response Header Length

RPI
Response Packet Identifier

RPL
Response Packet Length

SA
Sending Application

SE
Sending Entity

SIM
Subscriber Identity Module

SM
Short Message

SMS
Short Message Service

SMS-PP
Short Message Service – Point to Point

SMS-CB
Short Message Service – Cell Broadcast

SMS-SC
Short Message Service - Service Centre

SN
Serial Number

SPI
Security Parameters Indication

TAR
Toolkit Application Reference

TLV
Tag – Length – Value (data structure)

UDH
User Data Header

UDHI
User Data Header Indicator

UDHL
User Data Header Length

UDL
User Data Length

USIM
Universal Subscriber Identity Module

USSD
Unstructured Supplementary Services Data

8
Standardised (U)SIM/ISIM toolkit commands for Remote File Management

There are two elements to Remote File Management on the UICC; the first is the behaviour of the UICC resident Toolkit Application which performs the Remote File Management, and the second is the command structure in the SIM Data Download message, see 3GPP TS 31.111 [8]. Access conditions for the 3G and GSM files as seen by the UICC resident application, are not standardised. These are under the control of the application designer, in co-operation with the Network Operator or Service Provider owning the UICC. These access conditions may be dependent on the level of security applied to the Data Download to UICC message (e.g. SMS-PP).

8.1
Behaviour of the Remote File Management Application

1.
The parameter(s) in the Data Download Message to UICC is either a single command, or a list of commands, which shall be processed sequentially.

2.
The application shall take parameters from the Data Download Message to UICC and shall act upon the 3G and/or GSM files according to these parameters.

3.
A Command "session" is defined as starting upon receipt of the parameter/command list, and ends when the parameter list in the  Data Download Message to UICC is completed, or when an error is detected which shall halt further processing of the command list.

4.
At the beginning and end of a Command "session" the logical state, (e.g. file pointers) of the UICC as seen from the ME shall not be changed to an extent sufficient to disrupt the behaviour of the ME. If changes in the logical state have occurred that the ME needs to be aware of, the application on the UICC may issue a REFRESH command according to 3GPP TS 31.111 [6]. However, this is application dependent and therefore out of scope of the present document.

5.
The following directory shall be implicitely selected and be the current directory at the beginning of a Command "session" :

- the MF for a Command "session" sent to a UICC Shared File System (as defined in TS 101 220 [18]) or SIM File System (as defined in TS 101 220 [18]) Remote File Management Application,

- the ADF for a Command "session" sent to a USIM/ISIM File System (as defined in TS 101 220 [18]) Remote File Management Application.

8.2.x
ISIM input commands
The standardised commands are listed in table 12. The commands are as defined in 3GPP TS 31.101 [16].
The SELECT command shall not include the selection by DF name corresponding to P1=’04’ in the Command Parameters of SELECT (see 3GPP TS 31.101 [16]).
8.2.y
ISIM output commands
The standardised commands are listed in table 13. The commands are as defined in 3GPP TS 31.101 [16].

These commands shall only occur once in a command string and, if present, shall be the last command in the string. The Response Data shall be placed in the Additional Response Data element of the Response Packet.  

A.1.1.4.2.3.1
Access Domain Parameter

This parameter indicates the mechanism used to control the applet instance access to the GSM file System.

	Value
	Name
	Support
	ADD length

	'00'
	Full access to the File System
	Mandatory
	0

	'01'
	APDU access mechanism (see A.1.1.4.2.3.2)
	Optional
	2

	'02'
	3GPP access mechanism (see A.1.1.4.2.3.3)
	Optional
	[To be defined]

	'03' to '7F'
	RFU
	RFU
	RFU

	'80' to 'FE'
	Proprietary mechanism
	-
	-

	'FF'
	No access to the File System
	Mandatory
	0


The access rights granted to an applet and defined in the access domain parameter shall be independent from the access rights granted at the (U)SIM/ISIM-ME interface.

NOTE: 
This implies in particular that the status of a secret code (e.g. disabled CHV1, blocked CHV2, etc.) at the (U)SIM/ISIM-ME interface does not affect the access rights granted to an application.

If an applet with Access Domain Parameter 'FF' (i.e. No Access to the File System) tries to access a file the framework shall throw an exception.

If an applet has Access Domain Parameter ‘00’ (i.e. Full Access to the File System), all actions can be performed on a file except the ones with NEVER access condition.

If the Access Domain Parameter requested is not supported, the card shall return the Status Word '6A80', incorrect parameters in data field, to the Install(Install) command.
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