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[bookmark: _Toc10738250][bookmark: _Toc20396084][bookmark: _Toc29397666][bookmark: _Toc29398788][bookmark: _Toc36648798][bookmark: _Toc36654586][bookmark: _Toc44960857][bookmark: _Toc50982498][bookmark: _Toc50984669][bookmark: _Toc57111937][bookmark: _Toc138676620][…]
***** start of changes *****
2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
….
[55]	3GPP TS 23.316: "Wireless and wireline convergence access support for the 5G System (5GS)"
[xx]	3GPP TS 23.502: "Technical Specification Group Services and System Aspects; Procedures for the 5G System (5GS); Stage 2"
[…]
***** next change *****
[bookmark: _Toc10738243][bookmark: _Toc20396077][bookmark: _Toc29397659][bookmark: _Toc29398781][bookmark: _Toc36648791][bookmark: _Toc36654579][bookmark: _Toc44960850][bookmark: _Toc50982491][bookmark: _Toc50984662][bookmark: _Toc57111930][bookmark: _Toc146298929]3.3	Abbreviations
For the purposes of the present document, the following abbreviations apply:
[…]
MS	Mobile Station
MSB	Most Significant Bit
N3IWF	Non-3GPP Inter-Working Functio
NAI	Network Access Identifier
NAS	Non Access Stratum
[…]
***** next change *****
3.7	Table of optional features
Support of several features is optional or release dependent for the terminal equipment. However, if an ME states conformance with a specific 3GPP release, it is mandatory for the ME to support all mandatory functions of that release, as stated in table A.1 with the exception of the functions:
-	"Support of ACL"; and
-	"Support of local phonebook";
The supplier of the implementation shall state the support of possible options in table A.1.
Table A.1: Options
	Item
	Option
	Status
	Support
	Mnemonic

	…
	…
	…
	
	…

	50
	Support of NR NTN access
	O
	
	pc_nonTerrestrialNetwork_r17

	yy
	Support of NAS signalling over N3IWF
	O
	
	O_NAS_Sig_over_N3IWF

	C001	If terminal is 3G terminal then M else N/A
…



***** next change *****
3.8	Applicability table
Table B.1: Applicability of tests
	Test#
	Title
	from Rel
	up to Rel (see note)
	Applicability
	Network Dependency
	Add. Recommend
	Support

	…
	…
	…
	…
	…
	…
	…
	…

	15.2
	Authentication procedure for 5G AKA
	 
	 
	 
	 
	 
	

	15.2.5
	Authentication procedure for multiple registrations 3GPP and non-3GPP
	Rel-16
	-
	C061
	NG-ssSS
	-
	-

	15.x
	Authentication procedure for 5G AKA over non-3GPP access via N3IWF
	
	
	
	
	
	

	15.x.1
	Authentication procedure for 5G AKA over non-3GPP access via N3IWF
	Rel-16
	
	C0yy
	NG-SS
	
	

	15.y
	5G AKA Authentication procedure for Multiple registration over 3GPP access and non-3GPP access
	
	
	
	
	
	

	15.y.1
	5G AKA Authentication is successful in the same PLMN over 3GPP access and non-3GPP access
	Rel-16
	
	C0zz
	NG-SS
	
	

	15.y.2
	5G AKA Authentication is successful in the same PLMN over 3GPP access and non-3GPP access, and then 3GPP access on a different PLMN
	Rel-16
	
	C0zz
	NG-SS
	
	

	…
	…
	…
	…
	…
	…
	…
	…



***** next change *****
Table B.1: Applicability of tests (continued)
	…
	…
	…

	C020
	IF (NOT A.1/15) AND (A.1/3 OR A.1/4) THEN M ELSE N/A
	--  (NOT O_ACL) AND (O_UTRAN OR O_GERAN)

	…
	…
	…

	C061
	IF A.1/43 AND A.1/44 THEN M ELSE N/A
	--  pc_5GC AND pc_NR AND O_multregs_by_USIM

	C0yy
	IF A.1/43 AND A.1/44 AND A.1/yy THEN M ELSE N/A
	--  pc_5GC AND pc_NR AND O_NAS_Sig_over_N3IWF

	C0zz
	IF A.1/43 AND A.1/44 AND A.1/48 AND A.1/yy THEN M ELSE N/A
	--  pc_5GC AND pc_NR AND O_multregs_by_USIM AND O_NAS_Sig_over_N3IWF

	…
	…
	…

	NOTE 1:	Definition of applicability for this test case is FFS.
NOTE 2:	For Rel‑13, if the UE supports NB-IoT, this test case shall be verified by accessing the NB System Simulator (NB-SS).


[bookmark: _Toc132274652][bookmark: _Toc517476896][bookmark: _Toc502364631][bookmark: _Toc44962051][bookmark: _Toc50983715][bookmark: _Toc50985886][bookmark: _Toc57113116][bookmark: _Toc130991001]
[…]
[bookmark: _Toc10738252][bookmark: _Toc20396086][bookmark: _Toc29397668][bookmark: _Toc29398790][bookmark: _Toc36648800][bookmark: _Toc36654588][bookmark: _Toc44960859][bookmark: _Toc50982500][bookmark: _Toc50984671][bookmark: _Toc57111939][bookmark: _Toc146298938]4	Default Values
[…]
[bookmark: _Toc146299026]4.11	5G-NR UICC – support of Rel-16 features
[…]
***** editorial change *****
[bookmark: _Toc138676703]4.11.3	EF5GS3GPPNSC (5GS 3GPP Access NAS Security Context)
This file shall be available and shall contain two records (see 3GPP TS 31.102 [4]).
Logically:
First record
	Key Set Identifier KSIASME:	'07' 	(no key available)
	KAMF:	32 byte key, any value
	Uplink NAS count:	'00'
	Downlink NAS count:	'01'
	Identifiers of selected NAS integrity
and encryption algorithms:	'01'
	Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	'01'
Coding:

	Byte:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	…
	B39

	Coding: Hex
	A0
	37
	80
	01
	07
	81
	20
	xx
	…
	xx

	
	B40
	B41
	B42
	B43
	B44
	B45
	B46
	B47
	B48
	B49

	
	82
	04
	00
	00
	00
	00
	83
	04
	00
	00

	
	B50
	B51
	B52
	B53
	B54
	B55
	B56
	B57

	
	00
	01
	84
	01
	01
	85
	01
	01



Second record
	Key Set Identifier KSIASME:	'07' 	(no key available)
	KAMF:	32 byte key, any value
	Uplink NAS count:	'00'
	Downlink NAS count:	'01'
	Identifiers of selected NAS integrity
and encryption algorithms:	'01'
	Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	'01'
	PLMN:	'000000'
Coding:
	Byte:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	…
	B39

	Coding: Hex
	A0
	37
	80
	01
	07
	81
	20
	xx
	…
	xx

	
	B40
	B41
	B42
	B43
	B44
	B45
	B46
	B47
	B48
	B49

	
	82
	04
	00
	00
	00
	00
	83
	04
	00
	00

	
	B50
	B51
	B52
	B53
	B54
	B55
	B56
	B57
	B58
	B59

	
	00
	01
	84
	01
	01
	85
	01
	01
	86
	03

	
	B60
	B61
	B62

	
	00
	00
	00



***** editorial change *****
4.11.4	EF5GSN3GPPNSC (5GS non-3GPP Access NAS Security Context)
This file shall be available and shall contain two records (see 3GPP TS 31.102 [4]).
Logically:
First record
	Key Set Identifier KSIASME:	'07' 	(no key available)
	KAMF:	32 byte key, any value
	Uplink NAS count:	'00'
	Downlink NAS count:	'01'
	Identifiers of selected NAS integrity
and encryption algorithms:	'01'
	Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	'01'
Coding:

	Byte:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	…
	B39

	Coding: Hex
	A0
	37
	80
	01
	07
	81
	20
	xx
	…
	xx

	
	B40
	B41
	B42
	B43
	B44
	B45
	B46
	B47
	B48
	B49

	
	82
	04
	00
	00
	00
	00
	83
	04
	00
	00

	
	B50
	B51
	B52
	B53
	B54
	B55
	B56
	B57

	
	00
	01
	84
	01
	01
	85
	01
	01





Second record
	Key Set Identifier KSIASME:	'07' 	(no key available) 
	KAMF:	32 byte key, any value
	Uplink NAS count:	'00'
	Downlink NAS count:	'01'
	Identifiers of selected NAS integrity
and encryption algorithms:	'01'
	Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	'01'
	PLMN:	'000000'
Coding:
	Byte:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	…
	B39

	Coding: Hex
	A0
	42
	80
	01
	07
	81
	20
	xx
	…
	xx

	
	B40
	B41
	B42
	B43
	B44
	B45
	B46
	B47
	B48
	B49

	
	82
	04
	00
	00
	00
	00
	83
	04
	00
	00

	
	B50
	B51
	B52
	B53
	B54
	B55
	B56
	B57
	B58
	B59

	
	00
	01
	84
	01
	01
	85
	01
	01
	86
	03

	
	B60
	B61
	B62

	
	00
	00
	00



***** next change *****
4.11.z	EF5GAUTHKEYS (5G Authentication Keys)
Logically:
KAUSF:								32 bytes, invalid
KSEAF for 3GPP access:			32 bytes, invalid
KSEAF for non-3GPP access:		32 bytes, invalid
SOR counter:						2 bytes, invalid
UE parameter update counter:	2 bytes, invalid
Coding:
	Byte
	B1
	B2
	B3
	..
	B35
	B36
	B37
	..

	Hex
	80
	20
	FF
	FF
	81
	20
	FF
	FF

	
	B69
	B70
	B71
	..
	B103
	B104
	B105
	B106

	
	82
	20
	FF
	FF
	83
	02
	FF
	FF

	
	B107
	B108
	B109
	B110

	
	84
	02
	FF
	FF


[bookmark: _Toc146299031][bookmark: _Toc132274732]
***** next change *****
4.y	Default WLAN AP and UE configuration for non-3GPP access 
4.y.1	Default NG-SS WLAN AP configuration
Default parameters for the NG-SS WLAN AP Cell Aw below are defined for the test cases with non-3GPP access and NAS signaling over N3IWF is required.
WLAN AP cell frequency and other parameters are as defined in clause 4.4.1.3 of 3GPP 38.508-1[40], and clauses 4.4.2 and 4.4.8 of 36.508 [29].
[bookmark: _Toc132274733][bookmark: _Toc146299032]4.y.1.1	WLAN AP frequency
	Test frequency
	RAT
	Operating band
	Range
	Simulated cells

	f20
	WLAN
	Operating band for WLAN AP's
	Mid
	WLAN AP Cell Aw



4.y.1.2	WLAN AP default parameters
	Parameter
	Value
	Condition

	SSID
	3GPP WLAN InterWorking
	

	Security
	[WPA2]
	

	Hot Spot 2.0 Support
	Yes
	

	Trusted/Un-Trusted non 3GPP Access
	Un-Trusted
	

	EAP-AKA Procedure
	CHAP
	



4.y.2	Default WLAN configuration for the UE
4.y.2.1	N3IWF Identifier configuration
It contains the FQDN of the N3IWF in the HPLMN as defined in clause 28.3.2.2 of TS 23.003[14] and shall be same as the FQDN of the N3IWF within NG-SS.
4.y.2.2	Non-3GPP access node selection information
It contains, i) PLMN of WLAN Cell Aw as the highest priority PLMN, ii) the ‘Preference’ parameter indicates N3IWF is preferred in this PLMN 
***** next change *****
[bookmark: _Toc44962080][bookmark: _Toc50983744][bookmark: _Toc50985915][bookmark: _Toc57113145][bookmark: _Toc146300386]15.x	Authentication procedure for 5G AKA over non-3GPP access via N3IWF
15.x.1	Authentication procedure for 5G AKA over non-3GPP access, Authentication is successful
15.x.1.1	Definition and applicability
The purpose of the 5G AKA based primary authentication and key agreement procedure is to provide mutual authentication between the UE and the network and to agree on the keys KAUSF, KSEAF and KAMF. The UE and the AMF shall support the 5G AKA based primary authentication and key agreement procedure.
The Authentication server function (AUSF) shall handle authentication requests for both, 3GPP access and non-3GPP access.
The primary authentication and key agreement procedures shall bind the KSEAF to the serving network. This serving network authentication shall be provided to the UE irrespective of the access network technology, so it applies to both 3GPP and non-3GPP access networks.
A UE authenticated to 5G network via an untrusted non-3GPP access network uses a vendor-specific EAP method 'EAP-5G' between the UE and the N3IWF and is utilized for encapsulating NAS messages.
KN3IWF is a key derived by ME and AMF from KAMF for the non-3GPP access. The N3IWF shall use KN3IWF as the key MSK for IKEv2 between UE and N3IWF in the procedures for untrusted non-3GPP access. This key KN3IWF and the IPsec SA cryptographic keys are taken into use with the establishment of IPsec Security Association (SA) between the UE and the N3IWF.
N3IWF sends an EAP-Success/EAP-5G to the UE to complete the EAP session and the IPsec SA is established between the UE and N3IWF by using the N3IWF key KN3IWF
The 5G NAS security context parameters from a full native 5G NAS security context shall be stored on the USIM if the corresponding file EF5GSN3GPPNSC is present on the USIM as specified in 3GPP TS 31.102 [4]. If the corresponding file is not present on the USIM, this 5GMM parameters is stored in a non-volatile memory in the ME together with the SUPI from the USIM.
The EF5GSN3GPPNSC contains the 5GS 3GPP access NAS security context as defined in 3GPP TS 24.501 [42], consisting of KAMF with the associated key set identifier, the UE security capabilities, and the uplink and downlink NAS COUNT values. This file shall contain two records for handling multiple registrations.
The EF5GAUTHKEYS contains KAUSF and KSEAF (separate keys for 3GPP access and non-3GPP access) that are generated on the ME using CK and IK as part of AKA procedures as described in TS 33.501[41]
15.x.1.2	Conformance requirement
1)	The UE shall use vendor-specific EAP method 'EAP-5G' between the UE and the N3IWF and is utilized for encapsulating NAS messages
2)	The UE shall support the 5G AKA based primary authentication and key agreement procedure using IKE_AUTH exchange.
3)	The ME shall forward the RAND and AUTN received in AUTHENTICATION REQUEST message to the USIM.
4)	The ME shall compute RES* from RES according to Annex A.4 TS 33.501[41] and return it in AUTHENTICATION RESPONSE message.
5)	As a result of successful authentication procedure IPSec SA is established and, the 5G NAS security context parameters stored on the USIM (upon power down or DEREGISTARTION).
6)	The ME shall store the KAUSF and KSEAF for 3GPP access and KSEAF for non-3GPP access in EF5GAUTHKEYS on the USIM.
Reference:
-	TS 31.102 [4], clauses 4.4.11.3, 4.4.11.4 and 4.4.11.6;
-	TS 33.501 [41], clauses 6.1.1.3, 6.1.3.2, 7.2.1;
-	TS 24.501 [42], clause 5.4.1.3 and Annex C.
15.x.1.3	Test purpose
1)	To verify that ME starts 'EAP-5G' (EAP Response/5G-NAS) between the UE and the N3IWF and is utilized for encapsulating NAS messages.
2)	To verify that the ME forwards the RAND and AUTN upon receiving 5G authentication challenge data within AUTHENTICATION REQUEST message [EAP Request/5G-NAS/AKA Challenge] to the USIM.
2)	To verify that the ME sends AUTHENTICATION RESPONSE message [EAP Response/5G-NAS/AKA Challenge] contains the calculated RES* in response to AUTHENTICATION REQUEST message.
3)	To verify that ME sends [EAP Response/5G-NAS/Security Mode Complete] and received EAP-Success from N3IWF to confirm IPSec SA is established. 
4)	To verify that the ME stores 5G NAS security context parameters when entering state 5GMM-DEREGISTERED, consisting of KAMF with the associated key set identifier in EF5GSN3GPPNSC on the USIM.
5)	To verify that the ME stores the KAUSF and KSEAF for 3GPP access and KSEAF for non-3GPP access in EF5GAUTHKEYS on the USIM.
[bookmark: _Toc139881799]15.x.1.4	Method of test
[bookmark: _Toc139881800]15.x.1.4.1	Initial conditions
The NG-SS WLAN Cell Aw and UE are configured as in clause 4.y. Cell Aw and the N3IWF are in the PLMN 246/081.
The 5G-NR UICC– support of Rel-16 features as defied in clause 4.11 is used and the UICC is installed into the ME.
15.x.1.4.2	Procedure
a) Bring up WLAN AP Cell Aw and the UE is switched on.
b) UE connects to the untrusted non-3GPP access using the WLAN AP. UE associates with the WLAN AP and obtains the local IP address.
c) UE selects the N3IWF and obtains its IP address.
d) The UE establishes an IPsec tunnel as per the IKEv2 protocol as defined in TS 23.502 [xx] clause 4.12.2.2 figure 4.12.2.2-1.
e) The NG-SS transmit EAP-Request/5G-Start.
f) The UE transmits EAP-Response/5G-NAS with NAS PDU [REGISTRATION REQUEST] message.
g) The NG-SS transmits an EAP-Request/5G-NAS with NAS PDU [AUTHENTICATION REQUEST] message including EAP/5G AKA Challenge.
ngKSI:
NAS key set identifier:	'000'
TSC:						'0'
Authentication parameter RAND (5G authentication challenge):	128 bits value
Authentication parameter AUTN (5G Authentication challenge).	128 bits value
h) Using the 5G authentication challenge data received in AUTHENTICATION REQUEST message the ME pass the RAND and AUTN to the USIM.
i) The UE transmits an EAP-Response/5G-NAS [AUTHENTICATION RESPONSE] message including EAP/5G AKA Challenge with the response received from the USIM.
j) Upon reception of AUTHENTICATION RESPONSE message from the UE, The NG-SS transmits an EAP-Request/5G-NAS with NAS PDU a [SECURITY MODE COMMAND] message including EAP-Success.
k) The UE transmits EAP-Response/5G-NAS with NAS PDU [SECURITY MODE COMPLETE] message.
l) The NG-SS transmits EAP-Success and the IPSec SA is established.
m) The NG-SS transmits a REGISTRATION ACCEPT message over IPSec SA.
5G-GUTI:	24408300010266436587
TAI:		42 34 80 00 00 01
n) The UE transmits a REGISTRATION COMPLETE message over IPSec SA.
o) The UE is switched off or the UE's radio interface is switched off to perform the DEREGISTRATION procedure.
15.x.1.5	Acceptance criteria
1)	After step a) the ME shall read EFUST, EF5GSN3GPPNSC, and EF5GAUTHKEYS.
2)	During step f) the UE shall transmit EAP-Response/5G-NAS with NAS PDU [REGISTRATION REQUEST] message and the UE shall indicate within the REGISTRATION REQUEST for the NAS key set identifier that no key is available.
3)	In step h) the ME forwards the RAND and AUTN received in AUTHENTICATION REQUEST message to the USIM.
4)	During step i) the UE sends an AUTHENTICATION RESPONSE message contains:
Authentication response parameter:	16 octets RES* value calculated according to 3GPP TS 24.501 [42]
5)	In step k) the UE shall send SECURITY MODE COMPLETE message.
6)	In step l) UE receives EAP-Success to confirm IPSec SA is established.
7)	After step m) the ME updates the EF5GAUTHKEYS as shown below.
EF5GAUTHKEYS (5G authentication keys)
Logically:
KAUSF:								32 bytes, value not checked
KSEAF for 3GPP access:			32 bytes, all values set to 'FF'
KSEAF for non-3GPP access:		32 bytes, value not checked
SOR counter:						2 bytes, all values set to 'FF'
UE parameter update counter:	2 bytes, all values set to 'FF'
Coding:

	Byte
	B1
	B2
	B3
	..
	B35
	B36
	B37
	..

	Hex
	80
	20
	xx
	xx
	81
	20
	FF
	FF

	
	B69
	B70
	B71
	..
	B103
	B104
	B105
	B106

	
	82
	20
	xx
	xx
	83
	02
	FF
	FF

	
	B107
	B108
	B109
	B110

	
	84
	02
	FF
	FF



7)	After step o) the ME updates EF5GSN3GPPNSC as shown below.
EF5GSN3GPPNSC (5GS non-3GPP Access NAS Security Context)
Logically:
5GS NAS Security Context first record:
ngKSI:								000
KAMF:									any value
Uplink NAS count:					any value
Downlink NAS count:				any value
Identifiers of selected NAS integrity
and encryption algorithms:		any value
Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	any value
Coding:
	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	Bx

	Hex
	A0
	xx
	80
	01
	00
	81
	xx
	xx
	…
	xx



5GS NAS Security Context second record:
ngKSI:								007 (no key available)
KAMF:									invalid
Uplink NAS count:					invalid
Downlink NAS count:				invalid
Identifiers of selected NAS integrity
and encryption algorithms:		invalid
Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	invalid
PLMN:								invalid
Coding:
	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	Bx

	Hex
	A0
	xx
	80
	07
	00
	81
	FF
	FF
	…
	FF



**** Next Change ****
[bookmark: _Toc130991033][bookmark: _Toc50983745][bookmark: _Toc50985916][bookmark: _Toc57113146][bookmark: _Hlk9934413]15.y	5G AKA Authentication procedure for Multiple registration over 3GPP access and non-3GPP access
15.y.1	5G AKA Authentication is successful in the same PLMN over 3GPP access and non-3GPP access
15.y.1.1	Definition and applicability
The purpose of the 5G AKA based primary authentication and key agreement procedure is to provide mutual authentication between the UE and the network and to agree on the keys KAUSF, KSEAF and KAMF. The UE and the AMF shall support the 5G AKA based primary authentication and key agreement procedure.
The Authentication server function (AUSF) shall handle authentication requests for both, 3GPP access and non-3GPP access.
There are two cases where the UE can be multiple registered in different PLMN's serving networks or in the same PLMN's serving networks. When the UE is registered in a serving network over two types of access (e.g. 3GPP and non-3GPP), then the UE has two active NAS connections with the same AMF. A common 5G NAS security context is created during the registration procedure over the first access type.
Keys for more than one security context can be derived from the KSEAF without the need of a new authentication run. A concrete example of this is that an authentication run over a 3GPP access network can also provide keys to establish security between the UE and a N3IWF used in untrusted non-3GPP access. 
The AMF may decide to skip a new authentication run in case there is an available 5G security context for this UE by means of 5G-GUTI, e.g. when the UE successfully registered to 3GPP access. If the UE registers to the same AMF via non-3GPP access, the AMF can decide not to run a new authentication if it has an available security context to use. In this case, the UE shall directly take into use the available common 5G NAS security context and use it to protect the registration over the non-3GPP access.
The primary authentication and key agreement procedures shall bind the KSEAF to the serving network. This serving network authentication shall be provided to the UE irrespective of the access network technology, so it applies to both 3GPP and non-3GPP access networks.
If the UE supports multiple records of NAS security context storage for multiple registration, the UE shall replace the previously current 5G NAS security context stored in the first 5G security context of that access with the new 5G security context (taken into use through a security mode control procedure), when the UE activates the new 5G security context for the same PLMN and access.
The EF5GAUTHKEYS contains KAUSF and KSEAF (keys for 3GPP access and non-3GPP access both) that are generated on the ME using CK and IK as part of AKA procedures as described in TS 33.501[41].
15.y.1.2	Conformance requirement
For 3GPP Access:
1) The UE shall support the 5G AKA based primary authentication and key agreement procedure.
2) The ME shall forward the RAND and AUTN received in AUTHENTICATION REQUEST message to the USIM.
3) The ME shall compute RES* from RES according to TS 33.501[41], Annex A.4 and return it in AUTHENTICATION RESPONSE message.
4) As a result of successful authentication procedure, the 5G NAS security context parameters shall be stored on the record 1 of USIM EF5SG3GPPNSC upon power off or DEREGISTRATION.
5) The ME shall store the KAUSF and KSEAF for 3GPP access in EF5GAUTHKEYS on the USIM
For non-3GPP access:
6) The UE shall use vendor-specific EAP method ‘EAP-5G’ between the UE and the N3IWF and is utilized for encapsulating NAS messages.
7) The UE transmits EAP-Response/5G-NAS with NAS PDU [REGISTRATION REQUEST] message protected using the common NAS security context (generated during 3GPP access Authentication) and the NAS COUNTs as 0.
8) As a result of successful Integrity verification, IPSec SA is established and the 5G NAS security context parameters shall be stored on the record 1 of USIM EF5SGN3GPPNSC (upon power down or DEREGISTARTION).
9) The ME shall store the KSEAF for non-3GPP access in EF5GAUTHKEYS on the USIM.
Reference:
-	TS 31.102 [4], clauses 4.4.11.3, 4.4.11.4, 4.4.11.6, and Annex O;
-	TS 33.501 [41], clauses 6.1.1.3, 6.1.3.2, 7.2.1, 6.3.2.2, 6.4.2.2
-	TS 24.501 [42], clauses 4.4.2.1, 5.4.1.3 and Annex C.
15.y.1.3	Test purpose
For 3GPP access:
1)	To verify that the ME forwards the RAND and AUTN received in 5G authentication challenge data within AUTHENTICATION REQUEST message to the USIM.
2)	To verify that the ME sends AUTHENTICATION RESPONSE message contains the calculated RES* in response to AUTHENTICATION REQUEST message.
3)	To verify that the ME stores 5G NAS security context parameters when entering state 5GMM‑DEREGISTERED, consisting of KAMF with the associated key set identifier and NAS COUNTs in the record 1 of EF5GS3GPPNSC on the USIM.
4)	To verify that the ME stores the KAUSF and KSEAF for 3GPP access in EF5GAUTHKEYS on the USIM.
For non-3GPP access:
5) To verify that ME starts ‘EAP-5G’ (EAP Response/5G-NAS) between the UE and the N3IWF and is utilized for encapsulating NAS messages.
6) To verify that ME transmits EAP-Response/5G-NAS with NAS PDU [REGISTRATION REQUEST] message protected, and integrity is verified successfully.
7) To verify that ME receives EAP-Success from N3IWF and IPSec SA is established. 
8) To verify that the ME stores 5G NAS security context parameters when entering state 5GMM‑DEREGISTERED, consisting of KAMF with the associated key set identifier and NAS COUNTs in the record 1 of EF5GSN3GPPNSC on the USIM.
9) To verify that the ME stores the KSEAF for non-3GPP access in EF5GAUTHKEYS on the USIM.
15.y.1.4	Method of test
15.y.1.4.1	Initial conditions
For 3GPP access:
The NG-SS Cell A transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	244/083/000001.
-	Access control:			unrestricted.
For non-3GPP access:
The NG-SS WLAN Cell Aw and UE are configured as in clause 4y. Cell Aw and N3IWF are in the PLMN 244/083.
The 5G-NR UICC – support of Rel-16 features as defied in clause 4.11 is used and the UICC is installed into the ME.
15.y.1.4.2	Procedure
For 3GPP access, PLMN-A:
a) Bring up Cell A and the UE is switched on.
b) Upon reception of an RRCSetupRequest message from the UE, NG-SS transmits an RRCSetup message to the UE followed by reception of an RRCSetupComplete message from the UE.
c) After receipt of a REGISTRATION REQUEST message from the UE during registration, the UE, NG-SS initiates the 5G AKA authentication procedure and sends 5G AKA-Challenge message in the AUTHENTICATION REQUEST message, uses:
ngKSI:
NAS key set identifier:	'000'
TSC:						'0'
Authentication parameter RAND (5G authentication challenge):	128 bits value
Authentication parameter AUTN (5G Authentication challenge).	128 bits value
d) Using the 5G authentication challenge data received in AUTHENTICATION REQUEST message the ME pass the RAND and AUTN to the USIM.
e) Upon reception of AUTHENTICATION RESPONSE message from the UE, the NG-SS sends a SECURITY MODE COMMAND message. The UE sends a SECURITY MODE COMPLETE message.
f) The NG-SS sends a REGISTRATION ACCEPT message.
5G-GUTI:	24408300010266436587
TAI:		42 34 80 00 00 01
g) The UE sends a REGISTRATION COMPLETE message.
For non-3GPP access, PLMN-A:
h) Bring up WLAN AP Cell Aw.
i) UE connects to the untrusted non-3GPP access using the WLAN AP. UE associates with the WLAN AP and obtains the local IP address.
j) UE selects the N3IWF and obtains its IP address.
k) The UE establishes an IPsec tunnel as per the IKEv2 protocol as defined in TS 23.502 [xx] clause 4.12.2.2 figure 4.12.2.2-1. 
l) The NG-SS transmit EAP-Request/5G-Start.
m) The UE transmits EAP-Response/5G-NAS with NAS PDU [REGISTRATION REQUEST] message protected.
n) The NG-SS transmits EAP-Success and the IPSec SA is established.
o) The NG-SS transmits a REGISTRATION ACCEPT message over IPSec SA.
5G-GUTI:	24408300010266436587
TAI:		42 34 80 00 00 01
p) The UE transmits a REGISTRATION COMPLETE message over IPSec SA.
q) The UE is switched off or the UE's radio interface is switched off to perform the DEREGISTRATION procedure.
15.y.1.5	Acceptance criteria
1)	After step a) the ME shall read EFUST, EF5GS3GPPNSC, EF5GSN3GPPNSC, and EF5GAUTHKEYS.
2)	During step c) the UE shall indicate within the REGISTRATION REQUEST for the NAS key set identifier that no key is available.
3)	In step d) the ME forwards the RAND and AUTN received in AUTHENTICATION REQUEST message to the USIM.
4)	During step e) the UE sends an AUTHENTICATION RESPONSE message contains:
Authentication response parameter:	16 octets RES* value calculated according to TS 24.501 [42]
5)	In step e) the UE shall send SECURITY MODE COMPLETE message.
6)	During step m) the UE transmits EAP-Response/5G-NAS with NAS PDU [REGISTRATION REQUEST] message protected and NG-SS verifies Integrity successfully.
7)	In step n) UE receives EAP-Success to confirm IPSec SA is established.
8)	After step q) the ME updates the EF5GAUTHKEYS as shown below.
EF5GAUTHKEYS (5G authentication keys)
Logically:
KAUSF:								32 bytes, value not checked
KSEAF (for 3GPP access):		32 bytes, value not checked
KSEAF (for non-3GPP access):	32 bytes, value not checked
SOR counter:						2 bytes, invalid
UE parameter update counter:	2 bytes, invalid
Coding:
	Byte
	B1
	B2
	B3
	..
	B35
	B36
	B37
	..

	Hex
	80
	20
	xx
	xx
	81
	20
	FF
	FF

	
	B69
	B70
	B71
	..
	B103
	B104
	B105
	B106

	
	82
	20
	xx
	xx
	83
	02
	FF
	FF

	
	B107
	B108
	B109
	B110

	
	84
	02
	FF
	FF



9)	After step q) the ME updates EF5GS3GPPNSC and EF5GSN3GPPNSC as shown below.
EF5GS3GPPNSC (5GS 3GPP Access NAS Security Context)
Logically:
5GS NAS Security Context first record:
ngKSI:								000
KAMF:									any value
Uplink NAS count:					any value
Downlink NAS count:				any value
Identifiers of selected NAS integrity
and encryption algorithms:		any value
Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	any value
Coding:
	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	Bx

	Hex
	A0
	xx
	80
	01
	00
	81
	xx
	xx
	…
	xx



5GS NAS Security Context second record:
ngKSI:							007 (no key available)
KAMF:								invalid
Uplink NAS count:				invalid
Downlink NAS count:				invalid
Identifiers of selected NAS integrity
and encryption algorithms:		invalid
Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	invalid
PLMN:								invalid
Coding:
	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	Bx

	Hex
	A0
	xx
	80
	01
	07
	81
	FF
	FF
	…
	FF



EF5GSN3GPPNSC (5GS non-3GPP Access NAS Security Context)
Logically:
5GS NAS Security Context first record:
ngKSI:								same as in EF5GS3GPPNSC
KAMF:									same as in EF5GS3GPPNSC
Uplink NAS count:					any value
Downlink NAS count:				any value
Identifiers of selected NAS integrity
and encryption algorithms:		same as in EF5GS3GPPNSC
Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	same as in EF5GS3GPPNSC
Coding:
	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	Bx

	Hex
	A0
	xx
	80
	01
	00
	81
	xx
	xx
	…
	xx



5GS NAS Security Context second record:
ngKSI:								007 (no key available)
KAMF:									invalid
Uplink NAS count:					invalid
Downlink NAS count:				invalid
Identifiers of selected NAS integrity
and encryption algorithms:		invalid
Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	invalid
PLMN:								invalid
Coding:
	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	Bx

	Hex
	A0
	xx
	80
	01
	07
	81
	FF
	FF
	…
	FF



15.y.2	5G AKA Authentication is successful in the same PLMN over 3GPP access and non-3GPP access, and then 3GPP access on a different PLMN
15.y.2.1	Definition and applicability
The purpose of the 5G AKA based primary authentication and key agreement procedure is to provide mutual authentication between the UE and the network and to agree on the keys KAUSF, KSEAF and KAMF. The UE and the AMF shall support the 5G AKA based primary authentication and key agreement procedure.
The Authentication server function (AUSF) shall handle authentication requests for both, 3GPP access and non-3GPP access. 
There are two cases where the UE can be multiple registered in different PLMN's serving networks or in the same PLMN's serving networks. When the UE is registered in a serving network over two types of access (e.g. 3GPP and non-3GPP), then the UE has two active NAS connections with the same AMF. A common 5G NAS security context is created during the registration procedure over the first access type.
Keys for more than one security context can be derived from the KSEAF without the need of a new authentication run. A concrete example of this is that an authentication run over a 3GPP access network can also provide keys to establish security between the UE and a N3IWF used in untrusted non-3GPP access. 
The AMF may decide to skip a new authentication run in case there is an available 5G security context for this UE by means of 5G-GUTI, e.g. when the UE successfully registered to 3GPP access. If the UE registers to the same AMF via non-3GPP access, the AMF can decide not to run a new authentication if it has an available security context to use. In this case, the UE shall directly take into use the available common 5G NAS security context and use it to protect the registration over the non-3GPP access.
The primary authentication and key agreement procedures shall bind the KSEAF to the serving network. This serving network authentication shall be provided to the UE irrespective of the access network technology, so it applies to both 3GPP and non-3GPP access networks.
If the UE supports multiple records of NAS security context storage for multiple registration, the UE shall replace the previously current 5G NAS security context stored in the first 5G security context of that access with the new 5G security context (taken into use through a security mode control procedure), when the UE activates the new 5G security context for the same PLMN and access; or 
store the previously current 5G NAS security context in the second 5G security context of that access (see TS 31.102 [22]) and store the new 5G security context (taken into use through a security mode control procedure) in the first 5G security context, when the UE activates the new 5G security context for a different PLMN over that access but the previously current 5G NAS security context is associated with the 5G-GUTI of the other access;
The EF5GAUTHKEYS contains KAUSF and KSEAF (keys for 3GPP access and non-3GPP access both) that are generated on the ME using CK and IK as part of AKA procedures as described in TS 33.501[41].
[bookmark: _Toc50983763][bookmark: _Toc50985934][bookmark: _Toc57113164][bookmark: _Toc138678094]15.y.2.2	Conformance requirement
For 3GPP Access, PLMN A:
1) The UE shall support the 5G AKA based primary authentication and key agreement procedure.
2) The ME shall forward the RAND and AUTN received in AUTHENTICATION REQUEST message to the USIM.
3) The ME shall compute RES* from RES according to TS 33.501[41], Annex A.4 and return it in AUTHENTICATION RESPONSE message.
4) As a result of successful authentication procedure, the 5G NAS security context parameters shall be stored on the record 1 of USIM EF5SG3GPPNSC upon power off or DEREGISTRATION.
5) The ME shall store the KAUSF and KSEAF for 3GPP access in EF5GAUTHKEYS on the USIM
For non-3GPP access, PLMN A:
6) The UE shall use vendor-specific EAP method ‘EAP-5G’ between the UE and the N3IWF and is utilized for encapsulating NAS messages.
7) The UE transmits EAP-Response/5G-NAS with NAS PDU [REGISTRATION REQUEST] message protected using the common NAS security context (generated during 3GPP access Authentication) and the NAS COUNTs as 0.
8) As a result of successful Integrity verification, IPSec SA is established and the 5G NAS security context parameters shall be stored on the record 1 of USIM EF5SGN3GPPNSC (upon power down or DEREGISTARTION).
9) The ME shall store the KSEAF for non-3GPP access in EF5GAUTHKEYS on the USIM.
For 3GPP Access, PLMN B:
10) The UE shall support the 5G AKA based primary authentication and key agreement procedure for 3GPP access on a new PLMN.
11) As a result of successful authentication procedure, the 5G NAS security context parameters for PLMN B shall be stored on the record 1 of USIM EF5SG3GPPNSC, and 5G NAS security context parameters for PLMN A shall be stored on the record 2 of USIM EF5SG3GPPNSC upon power off or DEREGISTRATION.
12)  The ME shall store the KAUSF and KSEAF for 3GPP access on PLMN B in EF5GAUTHKEYS on the USIM
Reference:
-	TS 31.102 [4], clauses 4.4.11.3, 4.4.11.4, 4.4.11.6 and Annex O;
-	TS 33.501 [41], clauses 6.1.1.3, 6.1.3.2, 7.2.1, 6.3.2.2, 6.4.2.2
-	TS 24.501 [42], clauses 4.4.2.1, 5.4.1.3 and Annex C.
15.y.2.3	Test purpose
For 3GPP access, PLMN A:
1) To verify that the ME forwards the RAND and AUTN received in 5G authentication challenge data within AUTHENTICATION REQUEST message to the USIM.
2) To verify that the ME sends AUTHENTICATION RESPONSE message contains the calculated RES* in response to AUTHENTICATION REQUEST message.
3) To verify that the ME stores 5G NAS security context parameters when entering state 5GMM-DEREGISTERED, consisting of KAMF with the associated key set identifier and NAS COUNTs in the record 1 of EF5GS3GPPNSC on the USIM.
4) To verify that the ME stores the KAUSF and KSEAF for 3GPP access in EF5GAUTHKEYS on the USIM.
For non-3GPP access, PLMN A:
5) To verify that ME starts ‘EAP-5G’ (EAP Response/5G-NAS) between the UE and the N3IWF and is utilized for encapsulating NAS messages.
6) To verify that ME transmits EAP-Response/5G-NAS with NAS PDU [REGISTRATION REQUEST] message protected, and integrity is verified successfully.
7) To verify that ME receives EAP-Success from N3IWF and IPSec SA is established. 
8) To verify that the ME stores 5G NAS security context parameters when entering state 5GMM-DEREGISTERED, consisting of KAMF with the associated key set identifier and NAS COUNTs in the record 1 of EF5GSN3GPPNSC on the USIM.
9) To verify that the ME stores the KSEAF for non-3GPP access in EF5GAUTHKEYS on the USIM.
For 3GPP access, PLMN B:
10) To verify that the ME forwards the RAND and AUTN received in 5G authentication challenge data within AUTHENTICATION REQUEST message received from the PLMN-B to the USIM.
11) To verify that the ME sends AUTHENTICATION RESPONSE message contains the calculated RES* in response to AUTHENTICATION REQUEST message.
12) To verify that when ME entering state 5GMM-DEREGISTERED, it replaces the data in record 1 of EF5GS3GPPNSC with 5G NAS security context parameters, consisting of KAMF with the associated key set identifier and NAS COUNTs for PLMN-B, and stores the 5G NAS security context parameters of PLMN-A that was in record 1 along with PLMN identity of the PLMN-A on to the second record of EF5GS3GPPNSC.
13) To verify that the ME stores the KAUSF and KSEAF for 3GPP access in EF5GAUTHKEYS on the USIM 
[bookmark: _Toc138678066]15.y.2.4	Method of test
15.y.2.4.1	Initial conditions
For 3GPP access:
The NG-SS transmits on the BCCH, with the following network parameters:
Cell A –TAI (MCC/MNC/TAC):	244/083/000001.
-	CellIdentity:					"000000001"
Access control:					unrestricted.
Cell B -TAI (MCC/MNC/TAC):	244/084/000001.
-	CellIdentity:					"000000001"
Access control:					unrestricted.
For non-3GPP access:
The NG-SS WLAN Cell Aw and UE are configured as in clause 4y. Cell Aw and N3IWF are in the PLMN 244/083.
The default 5G-NR UICC as defied in clause 4.11 is used and the UICC is installed into the ME.
15.z.2.4.2	Procedure
For 3GPP access, PLMN-A:
a) Bring up Cell A and the UE is switched on.
b) Upon reception of an RRCSetupRequest message from the UE, NG-SS transmits an RRCSetup message to the UE followed by reception of an RRCSetupComplete message from the UE.
c) After receipt of a REGISTRATION REQUEST message from the UE during registration, the UE, NG-SS initiates the 5G AKA authentication procedure and sends 5G AKA-Challenge message in the AUTHENTICATION REQUEST message, uses:
ngKSI:
NAS key set identifier:	'000'
TSC:						'0'
Authentication parameter RAND (5G authentication challenge):	128 bits value
Authentication parameter AUTN (5G Authentication challenge).	128 bits value
d) Using the 5G authentication challenge data received in AUTHENTICATION REQUEST message the ME pass the RAND and AUTN to the USIM.
e) Upon reception of AUTHENTICATION RESPONSE message from the UE, the NG-SS sends a SECURITY MODE COMMAND message. The UE sends a SECURITY MODE COMPLETE message.
f) The NG-SS sends a REGISTRATION ACCEPT message.
5G-GUTI:	24408300010266436587
TAI:		42 34 80 00 00 01
g) The UE sends a REGISTRATION COMPLETE message.
For non-3GPP access, PLMN-A:
h) Bring up WLAN AP Cell Aw.
i) UE connects to the untrusted non-3GPP access using the WLAN AP. UE associates with the WLAN AP and obtains the local IP address.
j) UE selects the N3IWF and obtains its IP address.
k) The UE establishes an IPsec tunnel as per the IKEv2 protocol as defined in TS 23.502 [xx] clause 4.12.2.2 figure 4.12.2.2-1. 
l) The NG-SS transmit EAP-Request/5G-Start.
m) The UE transmits EAP-Response/5G-NAS with NAS PDU [REGISTRATION REQUEST] message protected.
n) The NG-SS transmits EAP-Success and the IPSec SA is established.
o) The NG-SS transmits a REGISTRATION ACCEPT message over IPSec SA.
5G-GUTI:	24408300010266436587
TAI:		42 34 80 00 00 01
p) The UE transmits a REGISTRATION COMPLETE message over IPSec SA.
For 3GPP access, PLMN-B:
q) Turn off Cell A and bring up Cell B.
r) After receipt of a REGISTRATION REQUEST message from the UE during registration, the UE, NG-SS initiates the 5G AKA authentication procedure and sends 5G AKA-Challenge message in the AUTHENTICATION REQUEST message, uses:
ngKSI:
NAS key set identifier:	'001'
TSC:						'0'
Authentication parameter RAND (5G authentication challenge):	128 bits value
Authentication parameter AUTN (5G Authentication challenge).	128 bits value
s) Using the 5G authentication challenge data received in AUTHENTICATION REQUEST message the ME pass the RAND and AUTN to the USIM.
t) Upon reception of AUTHENTICATION RESPONSE message from the UE, the NG-SS sends a SECURITY MODE COMMAND message. The UE sends a SECURITY MODE COMPLETE message.
u) The NG-SS sends a REGISTRATION ACCEPT message.
5G-GUTI:	24408400010266436587
TAI:		42 44 80 00 00 01
v) The UE sends a REGISTRATION COMPLETE message.
w) The UE is switched off or the UE's radio interface is switched off to perform the DEREGISTRATION procedure.
15.y.2.5	Acceptance criteria
1) After step a) the ME shall read EFUST, EF5GS3GPPNSC, EF5GSN3GPPNSC, and EF5GAUTHKEYS
2) During step c) the UE shall indicate within the REGISTRATION REQUEST for the NAS key set identifier that no key is available.
3) In step d) the ME forwards the RAND and AUTN received in AUTHENTICATION REQUEST message to the USIM.
4) During step e) the UE sends an AUTHENTICATION RESPONSE message contains:
Authentication response parameter:	16 octets RES* value calculated according to TS 24.501 [42]
5) In step e) the UE shall send SECURITY MODE COMPLETE message.
6) During step m) the UE transmits EAP-Response/5G-NAS with NAS PDU [REGISTRATION REQUEST] message protected and NG-SS verifies Integrity successfully.
7) In step n) UE receives EAP-Success to confirm IPSec SA is established.
8) In step r) UE initiates REGISTARTION REQUEST over 3GPP access on the new PLMN.
9) In step s) the ME forwards the RAND and AUTN received in AUTHENTICATION REQUEST message to the USIM.
10) During step t) the UE sends an AUTHENTICATION RESPONSE message contains:
Authentication response parameter:	16 octets RES* value calculated according to TS 24.501 [42]
and, the UE shall send SECURITY MODE COMPLETE message.
11) After step v), the ME updates the EF5GAUTHKEYS as shown below.
EF5GAUTHKEYS (5G authentication keys)
Logically:
KAUSF:								32 bytes, any value
KSEAF (for 3GPP access):		32 bytes, any value
KSEAF (for non-3GPP access):	32 bytes, any value
SOR counter:						2 bytes, invalid
UE parameter update counter:	2 bytes, invalid
Coding:
	Byte
	B1
	B2
	B3
	..
	B35
	B36
	B37
	..

	Hex
	80
	20
	xx
	xx
	81
	20
	xx
	xx

	
	B69
	B70
	B71
	..
	B103
	B104
	B105
	B106

	
	82
	20
	xx
	xx
	83
	02
	FF
	FF

	
	B107
	B108
	B109
	B110

	
	84
	02
	FF
	FF



9)	After step w) the ME updates EF5GS3GPPNSC and EF5GSN3GPPNSC as shown below.
EF5GS3GPPNSC (5GS 3GPP Access NAS Security Context)
Logically:
5GS NAS Security Context first record:
ngKSI:								001
KAMF:									any value
Uplink NAS count:					any value
Downlink NAS count:				any value
Identifiers of selected NAS integrity
and encryption algorithms:		any value
Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	any value
Coding:
	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	Bx

	Hex
	A0
	xx
	80
	01
	00
	81
	xx
	xx
	…
	xx



5GS NAS Security Context second record:
ngKSI:	000
KAMF:	any value
Uplink NAS count:	any value
Downlink NAS count:	any value
Identifiers of selected NAS integrity
and encryption algorithms:	any value
Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	any value
PLMN:								244/083
Coding:
	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	…
	B58

	Hex
	A0
	xx
	80
	01
	00
	81
	xx
	xx
	…
	86

	
	B59
	B60
	B61

	
	42
	34
	80



EF5GSN3GPPNSC (5GS non-3GPP Access NAS Security Context)
Logically:
5GS NAS Security Context first record:
ngKSI:								000
KAMF:									same as in record 2 of EF5GS3GPPNSC
Uplink NAS count:					any value
Downlink NAS count:				any value
Identifiers of selected NAS integrity
and encryption algorithms:		same as in EF5GS3GPPNSC
Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	same as in EF5GS3GPPNSC
Coding:
	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	Bx

	Hex
	A0
	xx
	80
	01
	00
	81
	xx
	xx
	…
	xx



5GS NAS Security Context second record:
ngKSI:								007 (no key available)
KAMF:									invalid
Uplink NAS count:					invalid
Downlink NAS count:				invalid
Identifiers of selected NAS integrity
and encryption algorithms:		invalid
Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	invalid
PLMN:								invalid
Coding:
	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	Bx

	Hex
	A0
	xx
	80
	01
	07
	81
	FF
	FF
	…
	FF



**** End of Changes ****

