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1. Introduction
The aim on this document is to introduce the SSIM security related procedures.
2. Reason for Change
As defined in TS 33.501 a NSSAA Procedure is based on EAP framework.
During study item related to 'Study on new UICC application for NSSAA' (TR 31.826 v18.0.0) was addressed security related procedures. The current document implements the approved Solution 1 from TR 31.826 (clauses 4.3.4 and 4.3.5).
[bookmark: _Hlk141352293]When a NSSAA procedure is initiated on a specific S-NSSAI the ME selects the appropriate SSIM, performs then SSIM initialisation procedures (those procedures are proposed by another contribution) and security related procedures described in the present document:
-	user verification and file access conditions to apply
-	AUTHENTICATE command to use transporting the EAP packets, involved in the NSSAA procedure, between the ME and SSIM
3. Proposal
It is proposed to agree the following changes to 3GPP TS 31.105.

[bookmark: _Hlk61529092]* * * First Change * * * *
[bookmark: _Toc140849497][bookmark: _Hlk141271057][bookmark: _Toc11052844][bookmark: _Toc20391684][bookmark: _Toc27773650][bookmark: _Toc36474075][bookmark: _Toc36477431][bookmark: _Toc44930323][bookmark: _Toc50965092][bookmark: _Toc57101860][bookmark: _Toc130975604][bookmark: _Hlk141204171][bookmark: _Toc11053031][bookmark: _Toc20391871][bookmark: _Toc27773838][bookmark: _Toc36474263][bookmark: _Toc36477622][bookmark: _Toc44930514][bookmark: _Toc50965284][bookmark: _Toc57102052][bookmark: _Toc120270908][bookmark: _Toc140849508][bookmark: _Toc2867225][bookmark: _Toc29900588][bookmark: _Toc36481426][bookmark: _Toc36481881][bookmark: _Toc50966949][bookmark: _Toc140849509]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 31.101: "UICC-Terminal Interface, Physical and Logical Characteristics".
[ref7816-4]	ISO/IEC 7816‑4: "Integrated circuit cards, Part 4: Organization, security and commands for interchange".
[refTS33501]	3GPP TS 33.501: "Security Architecture and procedures for 5G system".
[refRFC3748]	IETF RFC 3748: "Extensible Authentication Protocol (EAP)".
[refRFC2716]	IETF RFC 2716: "PPP EAP TLS Authentication Protocol".
[refTS10221]	ETSI TS 102 221: "Smart cards; UICC-Terminal interface; Physical and logical characteristics".

* * * Next Change * * * *
[bookmark: _Toc140849515]5.2	SSIM security related procedures
[bookmark: _Toc2867233][bookmark: _Toc29900596][bookmark: _Toc36481434][bookmark: _Toc36481889][bookmark: _Toc50966957][bookmark: _Toc140849516]5.2.1	Authentication procedure
The ME selects a SSIM application (see 5.1) and uses the AUTHENTICATE command (see 7.1). The response is sent to the ME (in case of the T=0 protocol when requested by a subsequent GET RESPONSE command).
* * * Next Change * * * *
[bookmark: _Toc140849517]6	Security features
[bookmark: _Toc2867254][bookmark: _Toc29900617][bookmark: _Toc36481455][bookmark: _Toc36481910][bookmark: _Toc50966978][bookmark: _Toc140849518]The security aspects of NSSAA procedure are specified in TS 33.501 [refTS33501]. This clause gives information related to security features supported by the SSIM with respect to user verification and file access conditions.
Editor's Note: WG CT6 will complete this clause during the WID discussions.
6.1	User verification and file access conditions
The security architecture as defined in TS 31.101 [2] applies to the SSIM and UICC with the following definitions and additions:
-	The SSIM application shall use a global key reference as PIN1 as specified in TS 31.101 [2].
-	The only valid usage qualifier is '08' which means user authentication knowledge based (PIN) as defined in ISO/IEC 7816‑4 [ref7816-4].
* * * Next Change * * * *
[bookmark: _Toc140849519][bookmark: _Hlk141288109]7	SSIM commands
[bookmark: _Toc11053208][bookmark: _Toc20392048][bookmark: _Toc27774016][bookmark: _Toc36474441][bookmark: _Toc36477803][bookmark: _Toc44930696][bookmark: _Toc50965466][bookmark: _Toc57102234][bookmark: _Toc120271108][bookmark: _Toc140849520][bookmark: _Hlk141288067]The following commands specified in TS 31.101 [2] are supported by SSIM application, with the restrictions identified in this clause.
Editor's Note: WG CT6 will complete this clause during the WID discussions.
7.1	AUTHENTICATE
[bookmark: _Toc11053209][bookmark: _Toc20392049][bookmark: _Toc27774017][bookmark: _Toc36474442][bookmark: _Toc36477804][bookmark: _Toc44930697][bookmark: _Toc50965467][bookmark: _Toc57102235][bookmark: _Toc120271109][bookmark: _Toc140849521]7.1.1	Command description
[bookmark: _Toc11053222][bookmark: _Toc20392062][bookmark: _Toc27774030][bookmark: _Toc36474455][bookmark: _Toc36477817][bookmark: _Toc44930710][bookmark: _Toc50965480][bookmark: _Toc57102248][bookmark: _Toc120271122][bookmark: _Toc140849522]The function is used to transfer the EAP packets of the NSSAA procedure from the ME to the SSIM application (i.e. the SSIM application that supports the S-NSSAI requiring the NSSAA procedure).
The SSIM application provides a response EAP packet (as defined in RFC 3748 [refRFC3748]) or a warning status word according to the EAP method being used.
The SSIM application maintains the state machine of the EAP authentication process as described for the particular EAP method used.
The function is related to a particular SSIM application and can not be executable unless this SSIM application is initiliased following the SSIM initialisation defined in clause 5.1.1.
The format of the EAP packet is defined by the SSIM application and respects the conventions corresponding for the EAP method.
NOTE:	EAP Identity is provided by the SSIM application.
The following EAP packets are allowed input packets for this command: 
-	EAP packets with code field equal to 1 "Request", 3 "Success" or 4 "Failure"
-	EAP packets with code equal to 2 "Response" for EAP type 1 "Identity" (Code and type values as defined in RFC 3748 [refRFC3748]).
The command and response data may contain specific EAP method related data as an additional input/output parameter (e.g. gmt_unix_time for EAP-TLS implementations as defined in RFC 2716 [refRFC2716]).
Depending on the length of the EAP input data, the EAP Authenticate may be used with an EVEN or ODD INS code. In the latter case, the EAP input and response data shall be encapsulated in BER TLV data objects, as specified in TS 31.101 [2].
Input:
-	EAP Packet;
-	EAP method related data.
Output:
-	Either none (i.e. if authentication successful: EAP success packet received).
Or:
-	EAP Response Packet;
-	EAP method related data.
[bookmark: _Hlk141447122]7.1.2	Command parameters and data

	[bookmark: _Toc2867272][bookmark: _Toc29900635][bookmark: _Toc36481473][bookmark: _Toc36481928][bookmark: _Toc50966996][bookmark: _Toc140849523][bookmark: _Toc11053232][bookmark: _Toc20392072][bookmark: _Toc27774040][bookmark: _Toc36474465][bookmark: _Toc36477827][bookmark: _Toc44930720][bookmark: _Toc50965490][bookmark: _Toc57102258][bookmark: _Toc120271132]Code
	Value

	CLA
	As specified in TS 31.101 [2]

	INS
	As specified in TS 31.101 [2]

	P1
	As specified in TS 31.101 [2]

	P2
	00

	Lc
	Length of subsequent EAP command data

	Data
	See below

	Le
	Length of the response data



Command data:
	[bookmark: _Hlk141447304]Byte(s)
	Description
	Length

	1 to Lc
	EAP command data (see table 7.1.2-x)
	Lc


[bookmark: _Hlk141455963]
Table 7.1.2-x: Coding of EAP command data
	Byte(s)
	Description
	Status
	Length

	1 to J
	EAP packet (coded as defined for the method of EAP used as defined in RFC 3748 [refRFC3748])
	M
	J bytes

	J+1 to J+K+1
	EAP method related data (specified by each application specific document defining a particular EAP method implementation)
	O
	K bytes

	NOTE:	The length of an EAP packet is contained within the packet and can therefore be retrieved from it.



[bookmark: _Hlk143178722]Editor's Note: How the ME provide the S-NSSAI in the command to the SSIM ME (i.e. in case of more than one NSSAA procedure with same SSIM) is FFS.
[bookmark: _Toc502362226][bookmark: _Toc20387720][bookmark: _Toc44926297][bookmark: _Toc44926642][bookmark: _Toc99444782][bookmark: _Hlk141456028]7.1.3	Response data
This clause describes the response data.
Response data:
	Byte(s)
	Description
	Length

	1 to Le
	EAP Packet Response Data (see table 7.1.3.y)
	Le



Table 7.1.3-y: Coding of EAP Response data
	Byte(s)
	Description
	Status
	Length

	1 to L
	EAP packet 
	M
	L bytes

	L+1 to L+N+1
	EAP method related data (specified by each application specific document defining a particular EAP method implementation)
	O
	N bytes

	NOTE:	The length of an EAP packet is contained within the packet and can therefore be retrieved from it.


[bookmark: _Hlk141290063][bookmark: _Toc11053233][bookmark: _Toc20392073][bookmark: _Toc27774041][bookmark: _Toc36474466][bookmark: _Toc36477828][bookmark: _Toc44930721][bookmark: _Toc50965491][bookmark: _Toc57102259][bookmark: _Toc120271133]
Editor's Note: How the SSIM provide the S-NSSAI in the command to the ME (i.e. in case of more than one NSSAA procedure with same SSIM) is FFS.
7.2	Status Conditions returned by the SSIM
7.2.1	Security management
	[bookmark: _Toc2867274][bookmark: _Toc29900637][bookmark: _Toc36481475][bookmark: _Toc36481930][bookmark: _Toc50966998][bookmark: _Toc140849525]SW1
	SW2
	Error description

	'98'
	'62'
	‑	Authentication error (EAP Failure Packet received)


[bookmark: _Hlk141292154][bookmark: _Hlk141292123]7.2.2	Application errors
	SW1
	SW2
	Error description

	'62'
	'00'
	-	No information given, state of non-volatile memory unchanged (EAP Packet silently ignored)


7.2.3	Status Words of the Commands
The following table shows for each command the possible status conditions returned (marked by an asterisk *).
Commands and status words
	[bookmark: _Hlk141291638]Status Words
	AUTHENTICATE

	90 00
	*

	91 XX
	*

	93 00
	

	98 50
	

	98 62
	*

	98 64
	*

	62 00
	*

	62 81
	

	62 82
	

	62 83
	

	62 F1
	*

	62 F3
	*

	63 CX
	

	63 F1
	*

	64 00
	*

	65 00
	*

	65 81
	*

	67 00
	*

	67 XX – (see note)
	*

	68 00
	*

	68 81
	*

	68 82
	*

	69 81
	

	69 82
	*

	69 83
	

	69 84
	*

	69 85
	*

	69 86
	

	6A 80
	

	6A 81
	*

	6A 82
	

	6A 83
	

	6A 86
	*

	6A 87
	

	6A 88
	*

	6B 00
	*

	6E 00
	*

	6F 00
	*

	6F XX – (see note)
	*

	NOTE:	Except SW2 = '00'.



* * * End of Changes * * * *
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